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AGENDA  
 

A REGULAR MEETING OF THE AUDIT COMMITTEE AND  

BOARD OF RETIREMENT AND BOARD OF INVESTMENTS 

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION 
 

300 N. LAKE AVENUE, SUITE 810, PASADENA, CA 91101 
 

9:00 A.M., MONDAY, MARCH 18, 2024 
 

This meeting will be conducted by the Audit Committee and Board of Retirement 
and Board of Investments both in person and by teleconference under California 

Government Code Section 54953 (f). 
 

Any person may view the meeting in person at LACERA’s offices or online at 
https://LACERA.com/leadership/board-meetings. 

 
The Committee may take action on any item on the agenda, 

and agenda items may be taken out of order. 
 

COMMITTEE TRUSTEES: 
         Nancy Durazo, BOR Trustee 

Vivian Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman Santos, BOI Trustee 
Keith Knox, Ex-Officio 
 

AUDIT COMMITTEE CONSULTANT 
 Larry Jensen 
 
 

I. CALL TO ORDER 
 
II. PLEDGE OF ALLEGIANCE 

 
III. ELECTIONS OF OFFICERS (Election of Chair, Vice Chair, and Secretary) 

 
 
 
 

 

https://lacera.com/leadership/board-meetings
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IV. PROCEDURE FOR TELECONFERENCE MEETING ATTENDANCE 

UNDER AB 2449, California Government Code Section 54953 (f) 
 

A. Just Cause 
B.    Action on Emergency Circumstance Requests 
C.    Statement of Persons Present at Teleconference Locations 

 
V. APPROVAL OF THE MINUTES  

 
A. Approval of the Minutes of the Regular Meeting of December 14, 2023  

 
VI. PUBLIC COMMENT  

(Members of the public may address the Committee orally and in writing. To provide 
Public Comment, you should visit https://LACERA.com/leadership/board-meetings and 

complete the request form by selecting whether you will provide oral or written 
comment from the options located under Options next to the Committee meeting. 

If you select oral comment, we will contact you via email with information and 
instruction as to how to access the meeting as a speaker. You will have up to 3 
minutes to address the Committee. Oral comment requests will be accepted up to 
the close of the Public Comment item on the agenda. 

If you select written comment, please input your written public comment or 
documentation on the above link as soon as possible and up to the close of the 
meeting. Written comment will be made part of the official record of the meeting. If 
you would like to remain anonymous at the meeting without stating your name, 
please leave the name field blank in the request form. If you have any questions, 
you may email PublicComment@lacera.com.) 

 
VII. NON-CONSENT ITEMS  

 
A. Proposed 2024 Audit Committee Meeting Dates 

Recommendation as submitted by Richard P. Bendall, Chief Audit 
Executive: That the Committee review and approve the proposed 
2024 Audit Committee meeting dates.  
(Memo dated February 23, 2024) 

 
B. Internal Audit Proposed Fiscal Year 2024 – 2025 Budget Request 

Recommendation as submitted by Richard P. Bendall, Chief Audit 
Executive: That the Committee approve the Internal Audit Proposed 
Fiscal Year 2024 - 2025 Budget Request, and upon approval, direct 
staff to include it in LACERA’s Administrative Budget for Board 
approval. (Memo dated March 6, 2024) 

 
 

https://lacera.com/leadership/board-meetings
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VII. NON-CONSENT ITEMS (Continued) 
  

C. Bank of America Wire Transfer Audit 
Recommendation as submitted by Nathan K. Amick, Senior Internal 
Auditor: That the Committee review and discuss the following 
engagement report and take the following action(s):  

 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 
(Presentation) (Memo dated March 5, 2024) 

 
D. Procurement of Goods Audit 

Recommendation as submitted by Gabriel Tafoya, Senior Internal 
Auditor: That the Committee review and discuss the following 
engagement report to take the following action(s):  

 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 
(Presentation) (Memo dated March 6, 2024) 
 

VIII. REPORTS 
 

A. 2024 Audit Committee Orientation   
Christina Logan, Principal Internal Auditor 
Nathan K. Amick, Senior Internal Auditor 
(Presentation) (Memo dated March 5, 2024) 
 

B. Annual Audit Planning for Fiscal Year 2024 - 2025 
Richard P. Bendall, Chief Audit Executive 
(Presentation) (Memo dated March 5, 2024) 
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VIII. REPORTS (Continued) 

 
C. Fiscal Year Ending 2024 Audit Plan Status Report 

Richard P. Bendall, Chief Audit Executive 
Nathan K. Amick, Senior Internal Auditor 
(Presentation) (Memo dated March 5, 2024) 
 

D. Management’s Compliance Report 
Steven P. Rice, Chief Counsel 
Luis A. Lugo, Deputy Chief Executive Officer 
(For Information Only) (Memo dated March 4, 2024) 
 

E. Recommendation Follow-Up Report 

Nathan K. Amick, Senior Internal Auditor 
(For Information Only) (Memo dated March 5, 2024) 
 

F. Recommendation Follow-Up Sensitive Information Technology  
  Areas 

Gabriel Tafoya, Senior Internal Auditor 
(For Information Only) (Memo dated March 6, 2024) 
 

G. Ethics Hotline Status Update  
Leisha E. Collins, Principal Internal Auditor 
(For Information Only) (Memo dated March 5, 2024) 
 

H.  Internal Audit Staffing Activity Report  
Richard P. Bendall, Chief Audit Executive 
(For Information Only) (Memo dated March 5, 2024) 
 

I. Status of Other External Audits Not Conducted at the Discretion  
  of Internal Audit  

Richard P. Bendall, Chief Audit Executive 
(Verbal Update)  
 

IX. CONSULTANT COMMENTS 
Larry Jensen, Audit Committee Consultant 
(Verbal Presentation) 
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X. ITEMS FOR STAFF REVIEW 

(This item summarizes requests and suggestions by individual trustees during the 
meeting for consideration by staff. These requests and suggestions do not 
constitute approval or formal action by the Board, which can only be made 
separately by motion on an agendized item at a future meeting.) 
 

XI. ITEMS FOR FUTURE AGENDAS 

(This item provides an opportunity for trustees to identify items to be included on 
a future agenda as permitted under the Board’s Regulations.) 
 

XII. GOOD OF THE ORDER 
(For Information Purposes Only) 
 

XIII. EXECUTIVE SESSION 
 

A.  Potential Threats to Public Services or Facilities   
(Pursuant to Subdivision (a) of California Government Code Section 
54957)   

 
Consultation with: LACERA Chief Executive Officer Santos H. 
Kreimann, Deputy Chief Executive Officer Luis Lugo, Chief, Executive 
Audit Executive, Richard P. Bendall, Principal Internal Auditor, 
Christina Logan, Information Technology Kathy Delino, Information 
Security Officer Chaitanya Errande, and Other LACERA Staff. 

 

XIV. ADJOURNMENT 
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The Board of Retirement and Board of Investments have adopted a policy permitting any 
member of the Boards to attend a standing committee meeting open to the public.  In the 
event five (5) or more members of either the Board of Retirement and/or the Board of 
Investments (including members appointed to the Committee) are in attendance, the 
meeting shall constitute a joint meeting of the Committee and the Board of Retirement 
and/or Board of Investments.  Members of the Board of Retirement and Board of 
Investments who are not members of the Committee may attend and participate in a 
meeting of a Board Committee but may not vote on any matter discussed at the meeting.  
Except as set forth in the Committee’s Charter, the only action the Committee may take 
at the meeting is approval of a recommendation to take further action at a subsequent 
meeting of the Board. 

Any documents subject to public disclosure that relate to an agenda item for an open 
session of the Committee, that are distributed to members of the Committee less than 72 
hours prior to the meeting, will be available for public inspection at the time they are 
distributed to a majority of the Committee, at LACERA’s offices at 300 North Lake Avenue, 
Suite 820, Pasadena, California during normal business hours from 9:00 a.m. to 5:00 p.m. 
Monday through Friday and will also be posted on lacera.com at the same time, Board 
Meetings | LACERA. 

 
Requests for reasonable modification or accommodation of the telephone public access 
and Public Comments procedures stated in this agenda from individuals with disabilities, 
consistent with the Americans with Disabilities Act of 1990, may call the Board Offices at 
(626) 564-6000, Ext. 4401/4402 from 8:30 a.m. to 5:00 p.m. Monday through Friday or email 
PublicComment@lacera.com, but no later than 48 hours prior to the time the meeting is 
to commence. 

https://www.lacera.com/leadership/board-meetings
https://www.lacera.com/leadership/board-meetings
mailto:PublicComment@lacera.com


 

MINUTES OF THE REGULAR MEETING OF THE AUDIT COMMITTEE  

AND BOARD OF RETIREMENT AND BOARD OF INVESTMENTS 
 

LOS ANGELES COUNTY EMPLOYEES RETIREMENT ASSOCIATION 
 

300 N. LAKE AVENUE, SUITE 810, PASADENA, CA 91101 
 

9:00 A.M., THURSDAY, DECEMBER 14, 2023 
 

This meeting was conducted by the Audit Committee, Board of Investments, and 
Board of Retirement both in person and by teleconference under California 

Government Code Section 54953 e(f). 
 

COMMITTEE TRUSTEES 
 
PRESENT:  Gina V. Sanchez, Acting Chair 

Patrick L. Jones, Secretary 

   Elizabeth Ginsberg, Alternate Ex-Officio   

   Antonio Sanchez, Trustee 

ABSENT:  Onyx Jones, Chair 

   Keith Knox, Vice Chair 

   Jason E. Green, Trustee 

   Shawn R. Kehoe, Trustee 

STAFF, ADVISORS AND PARTICIPANTS   
 

Santos H. Kreimann, Chief Executive Officer 

Luis A. Lugo, Deputy Chief Executive Officer 

Laura Guglielmo, Assistant Executive Officer  

JJ Popowich, Assistant Executive Officer 
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STAFF, ADVISORS, PARTICIPANTS (Continued) 
 

Steven P. Rice, Chief Counsel 

Jonathan Grabel, Chief Investment Officer 

Ted Granger, Interim Chief Financial Officer 

Carly Ntoya, Human Resources Director 

Kathy Delino, Chief Information Technology Officer 

Summy Voong, Information Technology Manager 

Richard P. Bendall, Chief Audit Executive 

Leisha E. Collins, Principal Internal Auditor 

Christina Logan, Principal Internal Auditor 

Nathan K. Amick, Senior Internal Auditor 

George Lunde, Senior Internal Auditor 

Larry Jensen, Audit and Risk Management Services 
 
Plante & Moran, PLLC 
 Jean Young, Engagement Partner 
 Amanda Cronk, Engagement Principal 
 Sarah Pavelek, Engagement Partner 
 Jenny Trotta, Engagement Principal 
 
Robert H. Griffin, Audit Committee Consultant  
 

I. CALL TO ORDER 
 

This meeting was called to order by Acting Chair Gina Sanchez at 9:02 
a.m. in the Board Room of Gateway Plaza. 
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II. PLEDGE OF ALLEGIANCE 

 
Mr. A. Sanchez led the Trustees and staff in reciting the Pledge of Allegiance.  

 
III. PROCEDURE FOR TELECONFERENCE MEETING ATTENDANCE 

UNDER AB 2449 
 

A. Just Cause 
B.    Action on Emergency Circumstance Requests 
C.    Statement of Persons Present at Teleconference Locations 

 
No requests were received for Just Cause (A) or Emergency Circumstances 
(B). 
 

III. APPROVAL OF MINUTES  
 

A. Approval of the Minutes of the Regular Meeting of August 31, 2023 
 

Trustee P. Jones made a motion, Trustee A. Sanchez seconded, to 
approve the minutes of the regular meeting of August 31, 2023. The 
motion passed by the following roll call vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
 
No: None 

  
V. PUBLIC COMMENT  

 
There were no requests from the public to speak. 

 
VI. NON-CONSENT ITEMS 

 
A. Los Angeles County’s Compliance with Requirements for 

Rehired Retirees – Fiscal Year Ended June 30, 2023  
Recommendation as submitted by George Lunde, Senior Internal 
Auditor: That the Committee review and discuss the following 
engagement report and take the following action(s).  

 

1. Accept and file; 

2. Instruct staff to forward memo to Boards or Committees; 
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VI. NON-CONSENT ITEMS (Continued) 
 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on the engagement and/or 

4. Provide further instruction to staff. 
(Memo dated November 27, 2023) 

 
Mr. Lunde provided a brief presentation. Messrs. Bendall, Kreimann 
and Popowich were present to answer questions from the Committee. 
 
Trustee P. Jones made a motion, Alternate Ex-Officio Ginsberg 
seconded, to accept and file the report. The motion passed by the 
following roll call vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg  
  

No: None 
 

B. Review of Chief Executive Officer’s Credit Card Expenditures 
 Recommendation as submitted by Gabriel Tafoya, Senior Internal 
 Auditor: That the Committee review and discuss the engagement 
 and take the following action(s):  

 

1. Accept and file; 

2. Instruct staff to forward memo to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on the engagement; and/or 
 

4. Provide further instruction to staff. 
(Memo dated November 15, 2023) 

 
Ms. Collins provided a brief presentation and answered questions 
from the Committee. 
 
Trustee P. Jones made a motion, Trustee A. Sanchez seconded, to 
accept and file the report. The motion passed by the following roll call 
vote: 
 

Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
 
No: None  
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VI. NON-CONSENT ITEMS (Continued) 

 
C. Replacement Benefit Plan Process 415(b) 

Recommendation as submitted by George Lunde, Senior Internal 
Auditor: That the Committee review and discuss the engagement 
report and take the following action(s):  
 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on audit findings; and/or 

4. Provide further instruction to staff. 
(Memo dated November 30, 2023) 
(Memo dated November 11, 2023/Attorney-Client Privileged/  
Confidential Memo) 

 
Mr. Lunde provided a brief presentation. Mr. Bendall was present to 
answer questions from the Committee. 
 
Trustee P. Jones made a motion, Trustee Ginsberg seconded, to 
accept and file the report. The motion passed by the following roll call 
vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
  
No: None 

 
D. Consulting on Internal Controls over Financial Reporting – Cash 

and Treasury 
Recommendation as submitted by Nathan K. Amick, Senior Internal 
Auditor: That the Committee review and discuss the engagement 
report and take the following action(s):  
 

1. Accept and file report; 

2. Instruct staff to forward report to Boards or Committees; 

3. Make recommendations to the Boards or Committees regarding 
 actions as may be required based on audit findings; and/or 
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VI. NON-CONSENT ITEMS (Continued) 

4. Provide further instruction to staff. 
(Memo dated November 15, 2023) 

 
Mr. Amick provided a brief presentation and answered questions from 
the Committee. 
 
Trustee A. Sanchez made a motion, Trustee P. Jones seconded, to 
accept and file the report.  This item was received and filed. The 
motion passed by the following roll call vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
  
No: None 
 

E. Audit Committee Consultant Interviews and Selection 
Recommendation as submitted Leisha E. Collins, Principal Internal 
Auditor: That the Committee interview candidates and select an Audit 
Committee Consultant and upon selection of Audit Committee 
Consultant, direct staff to negotiate a three-year agreement, with two-
one-year extensions for consulting services to begin in January 2024. 
(Presentation) (Memo dated November 30, 2023)  
 

Ms. Collins provided a brief presentation. Messrs. Bendall, Kreimann, 
Grabel, Granger, Rice were present to answer questions from the 
Committee. 
 
Trustee P. Jones made a motion, Trustee Ginsberg seconded, to 
negotiate and execute a three-year agreement, with two one-year 
extensions for consulting services to begin in January 2024 with Larry 
Jenson, Audit and Risk Management Services, LLC. The motion 
passed by the following roll call vote: 
 

Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
  

No: None 
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VI. NON-CONSENT ITEMS (Continued) 

 
F. Fiscal Year 2024 Internal Audit Plan Amendments 

Recommendation as submitted by Richard P. Bendall, Chief Audit 
Executive and Nathan K. Amick, Senior Internal Auditor: That the 
Committee review and discuss the engagement report. 
(Presentation) (Memo dated November 30, 2023) 
 
Mr. Amick provided a brief presentation.  Mr. Bendall was present to 
answer questions from the Committee. 
 
Trustee A. Sanchez made a motion, Trustee Ginsberg seconded, to 
approve Amendments. The motion passed by the following roll call 
vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg  
 
No: None 
 

G. Audit Committee Annual Report to Boards 
Recommendation as submitted by Onyx Jones, Audit Committee Chair 
and Richard P. Bendall, Chief Audit Executive: The Audit Committee 
provide suggested revisions and/or approve the issuance of the Audit 
Committee Annual Report to the Boards and direct staff to issue the 
report to the boards at their respective January 2024 meetings.  
(Memo dated November 30, 2023) 
 
Mr. Bendall was present to answer questions from the Committee. 
 
Trustee P. Jones made a motion, Trustee Ginsberg seconded, staff’s 
recommendation. The motion passed by the following roll call vote: 
 
Yes: P. Jones, A. Sanchez, G. Sanchez, Ginsberg 
  
No: None 
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VII. REPORTS 
 

A. Plante Moran Financial Audit Reports  
Nathan K. Amick, Senior Internal Auditor 
(Presentation) (Memo dated November 15, 2023) 

 

Ms. Young and Ms. Cronk of Plante Moran provided a brief 
presentation addressed questions from the Committee.  This item was 
received and filed.   
 

B. Ethics Hotline Status Report 
Richard P. Bendall, Chief Audit Executive 
Leisha E. Collins. Principal Internal Auditor 
(Presentation) (Memo dated November 30, 2023) 
 
Ms. Collins provided a brief presentation. Messrs. Bendall and Griffin 
were present to answer questions from the Committee.  This item was 
received and filed.   

 
C. Internal Audit Charter Assessment 

Christina Logan. Principal Internal Auditor 
(For Information Only) (Memo dated November 15, 2023) 
 
This item was received and filed.   
 

D. Continuous Auditing Program (CAP)  
George Lunde, Senior Internal Auditor 
(For Information Only) (Memo dated November 16, 2023) 
 

This item was received and filed. 
 

E. Recommendation Follow-Up 
Kristina Sun, Senior Internal Auditor 
(For Information Only) (Memo dated August 16, 2023) 
 

This item was received and filed.   
 

F. Recommendation Follow-Up Sensitive Information Technology 
Areas 
Gabriel Tafoya, Senior Internal Auditor 
(For Information Only) (Memo dated August 15, 2023) 
 

This item was received and filed. 



December 14, 2023 
Page 9 

 

 
VII. REPORTS 

 
G. Internal Audit Staffing Activity Report 

Richard P. Bendall, Chief Audit Executive 
(For Information Only) (Memo dated November 27, 2023) 
 
This item was received and filed. 

 
H. Status of Other External Audits not conducted at the Discretion 

of Internal Audit 
Richard P. Bendall, Chief Audit Executive 
(Verbal Update) 
 
This item was received and filed.   
 

VIII. CONSULTANT COMMENTS 
Robert H. Griffin, 
Audit Committee Consultant 
(Verbal Presentation) 

 
Mr. Griffin provided comments to the Committee. 

 
IX. ITEMS FOR STAFF REVIEW 

 
(This item summarizes requests and suggestions by individual trustees during the 
meeting for consideration by staff. These requests and suggestions do not 
constitute approval or formal action by the Board, which can only be made 
separately by motion on an agendized item at a future meeting.) 

 
X. ITEMS FOR FUTURE AGENDAS 
 

(This item provides an opportunity for trustees to identify items to be included on 
a future agenda as permitted under the Board’s Regulations.) 

 
XI. GOOD OF THE ORDER 

(For Information Purposes Only) 
 
 The Committee thanked staff for their work. 
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XII.   EXECUTIVE SESSION 
 

A. Potential Threats to Public Services or Facilities   
(Pursuant to Subdivision (a) of California Government Code Section 
54957)   
 
Consultation with Terry Olejnik, Colleague Partner, Jenny Trotta, 
Engagement Principal, Sarah Pavelek, Engagement Partner from Plante 
Moran, Richard P. Bendall, Chief Audit Executive, Santos H. Kreimann, 
Chief Executive Officer, Luis Lugo, Deputy Chief Executive Officer, Kathy 
Delino, Chief Information Technology Officer, Chaitanya Errande, 
Information Security Officer and other LACERA Staff.  
 
There was nothing to report. 
 

B. Performance Evaluation – Chief Audit Executive Goals Report  
(Pursuant to Government Code Section 54957(b)(1)  
(FOR AUDIT COMMITTEE ONLY PER COUNTY SALARY ORDINANCE 
6.127.040.S.1)  
 
Title: Chief Audit Executive 
 
The Committee met in Executive Session with staff with regards to the 
Chief Audit Executive’s performance evaluation and goals report.  
 
There was nothing to report. 

 
XII. ADJOURNMENT 
 

There being no further business to come before the Committee, the meeting 
was adjourned at 11:54 a.m. 

 
 



 

 
 

February 23, 2024 
 
TO: 2024 Audit Committee  

Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

 
Audit Committee Consultant  

Larry Jensen 

 
FROM:    Richard P. Bendall  

Chief Audit Executive 

FOR: March 18, 2024 Audit Committee Meeting 

SUBJECT:  Proposed 2024 Committee Meeting Dates 

RECOMMENDATION 
The Audit Committee review and approve the proposed 2024 Audit Committee meeting dates. 

 
AUDIT COMMITTEE DATES: 
The current Audit Committee Charter (Attachment A) states that the Audit Committee will conduct 
“regular meetings at least four times per year, with the authority to convene additional meetings, as 
circumstances require. The time frame between Audit Committee meetings should not exceed four 
months.” 
 
Internal Audit reviewed the Board Calendar (Attachment B) to ensure the proposed meeting dates do 
not currently conflict with any other board scheduled events. We are proposing the Audit Committee 
meet approximately once a quarter on the following days at 9am. 
 

Day Date 

Thursday June 20, 2024 

Thursday September 19, 2024 

Thursday December 12, 2024 
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AUDIT COMMITTEE CALENDAR 
On page 3 of this memo, we have attached the Annual Audit Committee Calendar, which is based on 
the proposed four meetings. Internal Audit developed this calendar to provide trustees on the Committee 
visibility to what they can expect at each meeting during the year. We have included in the calendar 
the Committee’s annual and reoccurring responsibilities, as defined in the Audit Committee Charter to 
ensure they are addressed. 

 
 
Attachments 
A: April 2021 Audit Committee Charter  
B: Board Calendar 
 

PG:cl 
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C = completed, X = pending 
 

2024 Annual Audit Committee Calendar 

Documentation Ref to AC Charter Frequency 
 
Mar 

 
June 

 
Sept 

 

Dec 

   

Audit Engagement Reports VII.A.2.a. Every Meeting C X X X 

Audit Plan Status Update VII.A.1.d. & VII.A.2.c-d. Every Meeting C X X X 

Summary of Hotline Investigations VII.D.3 & VII.E.2.b. Every Meeting C X X X 

   

Recommendation Follow-Up Reports VII.A.2.b. Every Meeting C X X X 

    

Proposed Audit Plan and Budget VII.A.1.c. Annually C    

Annual Risk Assessment VII.A.1.a. Annually  X   

Annual Audit Plan VII.A.1.b. Annually  X   

Presentation / memo by Financial Auditor detailing proposed scope 
of work and timing. 

VII.B.2 Annually 
 

X 
  

Internal Audit Charter VII.A.3.a. Annually  X   

Internal Audit Annual Performance Report VII.A.3.b.-c. Annually   X  

CAE Performance Evaluation VII.A.4.b.-c. Annually   X  

Ethics & Values Review VII.D.1-3. Annually   X  

Organizational Governance Review VII.E. Annually   X  

Compliance Memo from Legal Office VII.E.4.c. Annually C    

Financial Statements, Correspondence, & Presentation VII.C.1.-4. Annually  X  X 

Audit Committee Annual Performance Report VII.F.1. Annually    X 

   

Audit Committee Charter VII.F.4 Every 3rd year Approved in 2021 
Upcoming review 

2024 

Approve the appointment and compensation of the External Financial 
Auditor 

 

VII.B.1 

 

Every 5th year** 

Approved in 2023. 
Contract will expire 

2027. 

Ensure IA has an external quality assessment performed every five 
years. 

VII.A.3.d. Every 5th year 
Completed in 2022 
Upcoming review 

2027 

    

Provide an open avenue of communication between IA, all 
Professional Service Providers, Management, and the Boards. 

VII.F.2 Continuous 
    

Approve the appointment & compensation of other Professional 
Service Providers, hired to perform non- financial statement audits, 
reviews or consulting, subject to limitations. 

VII.B.2 As needed 
    

Review with Professional Service Providers, including the 
FinancialAuditor, and Mgmt the results of the work performed, 
any findings & recommendations, Mngmt's responses, and actions 
taken to implement the audit recommendations. 

 
VII.B.3 

 
As needed 

    

Advise the Boards about any recommendations for the continuous 
improvement of the internal audit activity. 

VII.A.3.e. As needed 
    

Make recommendations to both Boards regarding the appointment, 
discipline, and/or dismissal, of the CAE, which will be addressed by 
the Boards in a joint meeting. 

VII.A.4.a. As needed 
    

Perform other activities related to this Charter as requested by the 
Boards. 

VII.F.3 As needed 
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I. CHARTER 

AUDIT COMMITTEE CHARTER 

 
 

This Charter establishes the authority and responsibilities of the Audit Committee, as assigned 
by Los Angeles County Employees Retirement Association’s (LACERA) Board of Retirement 
and Board of Investments (Boards). The Audit Committee Charter is a living document and 
should be reviewed at least every three years. 

 
II. PURPOSE AND ASSIGNED FIDUCIARY OVERSIGHT DUTIES 

In November 2003, LACERA’s Boards established the LACERA Audit Committee. 
 

The purpose of the Audit Committee is to assist the Boards in fulfilling their fiduciary oversight 
duties for the: 

A. Internal Audit Activity 
B. Professional Service Provider Activity 
C. Financial Reporting Process 
D. Values and Ethics, and 
E. Organizational Governance 
F. Audit Committee and Internal Audit Budget 

 
III. PRINCIPLES OF THE AUDIT COMMITTEE 

The Audit Committee will conduct itself in accordance with LACERA’s Code of Ethical Conduct 
and the following core principles from the Institute of Internal Auditors’ (IIA) Code of Ethics. 
The Audit Committee expects the Boards, Management, and staff will also adhere to these 
requirements. 

 
Integrity – The Audit Committee Members will perform their work with honesty, diligence, 
and responsibility. The Audit Committee expects and will encourage transparency when 
fulfilling its duties. Communications between Committee Members, Management, staff, 
and/or Professional Service Providers will be open, direct, and complete. Subject to applicable 
laws and organizational limitations, Internal Audit will regularly provide the Audit Committee 
with updates on audit and consulting projects completed and related findings and follow-up. 

 
Independence & Objectivity - The Audit Committee will perform its responsibilities in an 
independent manner and in compliance with fiduciary duty without exception. Audit 
Committee Members will disclose any conflicts of interest (actual or perceived) to the 
Committee. 

 
Confidentiality – The Audit Committee Members will be prudent in the use and protection of 
information acquired during the course of its duties. 
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Competency - Audit Committee Members will receive formal orientation training on the 
purpose and mandate of the Committee and LACERA’s objectives. Audit Committee Members 
are obligated to prepare for and participate in Committee meetings. 

 
Professional Standards - The Audit Committee will ensure all related work will be handled 
with the highest professional standards consistent with auditing standards of practice and 
industry guidelines. 

 
IV. AUTHORITY 

The Audit Committee will have unrestricted access to Management and staff, and anyrelevant 
information it considers necessary to discharge its duties. All employees are directed to 
cooperate with the Committee and its requests. If access to requested information is denied 
due to legal or confidentiality reasons, the Audit Committee and/or CAE will follow a 
prescribed, Board approved mechanism for resolution of the matter. 

 
The Audit Committee has the authority to conduct or authorize investigations into any 
matters within its scope of duties, including engaging independent counsel and/or other 
advisors it deems necessary. 

 
V. AUDIT COMMITTEE COMPOSITION AND CONSULTANT 

The Audit Committee will consist of seven members: three elected annually from each Board 
and the ex-officio member of both Boards, the Los Angeles County Treasurer. If any elected 
Audit Committee member leaves Board service or resigns from the Audit Committee prior to 
the completion of his or her term, the Board of the departing member, will elect a new Audit 
Committee member at the next regularly scheduled Board meeting. 
The Committee shall have the authority to approve the hiring of the Audit Committee 
Consultant as an advisor through a Request for Proposal process. The Audit Committee 
Consultant will be designated as the audit technical and financial expert, to advise the 
Committee on audit and financial matters. The Audit Committee Consultant’s contract will be 
for three years. 

 
At the first Committee meeting of each calendar year, the Committee shall elect a Chair, Vice 
Chair and Secretary, each to serve for a term of one year or until his or her successor is duly 
elected and qualified, whichever is less. In the event of a vacancy in the office of Chair, the 
Vice Chair shall immediately assume the office of Chair for the remainder of the term. In the 
event of a vacancy in the office of Vice Chair or Secretary, the Committee shall elect one of its 
members to fill such vacancy for the remainder of the term, at its next regular meeting. 
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VI. AUDIT COMMITTEE MEETINGS 
 

The Audit Committee will conduct regular meetings at least four times per year, with authority 
to convene additional meetings, as circumstances require. The time frame between Audit 
Committee meetings should not exceed four months. 

 
All Committee Members are expected to attend each meeting. 

 
All meetings of the Audit Committee shall be as noticed as joint meetings with the Board of 
Retirement and Board of Investments to allow for participation of all trustees in open and 
closed session Audit Committee discussions, provided that non-committee trustees may not 
make or second motions or vote and provided further that closed sessions to discuss the 
CAE’s annual assessment and the Committee’s recommendation to the Boards regarding the 
appointment, discipline, dismissal, and/or removal of the CAE shall be noticed for attendance 
by Committee members only. 

 
Regular meeting notices and agendas will be posted at least 72 hours in advance of the regular 
meetings and will be made available to the public in accordance with the Ralph M. Brown Act 
(Government Code Sections 54950, et seq.). Public documents referred to in the agenda will 
be made available for review at the office of the staff secretary to the Committee and also 
published on the LACERA website, lacera.com. The Committee will invite members of 
Management, Internal Auditors, Financial Auditors, all other Professional Service Providers, 
and/or others to attend meetings and provide pertinent information, as necessary. 

Special meetings of the Committee may be called in the manner provided by Government 
Code Section 54956(a). The Committee will have such other powers as provided in the Brown 
Act. 

 
Robert’s Rules of Order, except as otherwise provided herein, shall guide the Committee in 
its proceedings; however, the Chair of the Committee shall have the same rights to vote and 
participate in discussions as any other member of the Committee without relinquishing the 
chair. The order of business shall be as determined by formal action of the Committee. Four 
members of the seven-member Audit Committee, constitute a quorum. 
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The Secretary of the Committee shall cause to be recorded in the minutes the time and place 
of each meeting of the Committee, the names of the members present, all official acts of the 
Committee, the votes given by members except when the action is unanimous, and when 
requested by a member, that member’s dissent or approval with his or her reasons, and shall 
cause the minutes to be written forthwith and presented for approval at the next regular 
meeting. 

 
VII. RESPONSIBILITIES 

A. Internal Audit Activity 

1. Internal Audit Strategy and Annual Plan 
a. Review and provide input on Internal Audit’s annual risk assessment. 

b. Review and approve Internal Audit’s Annual Audit Plan (Plan) and resource plan, 
make recommendations concerning audit projects. 

c. Review and monitor Internal Audit’s activity relative to its Plan. Review and 
approve all major changes to the Plan. 

 
2. Internal Audit Engagement & Follow-Up 

a. Review and discuss engagement reports to take the following action(s): 

i. accept and file report, 

ii. instruct staff to forward report to Boards or Committees, 

iii. make recommendations to the Boards or Committees regarding 
actions as may be required based on audit findings and/or, 

iv. provide further instruction to staff. 

b. Monitor Internal Audit’s recommendations to ensure Management has 
adequately and timely addressed the risk(s) identified, either through 
implementing a new policy, procedure, or process, or accepting the associated 
risk. 

c. Inquire whether any evidence of fraud has been identified during internal or 
external audit engagements, and evaluate what additional actions, if any, should 
be taken. 

d. Inquire whether any audit or non-audit engagements have been completed but 
not reported to the Audit Committee; if so, inquire whether any matters of 
significance arose from such work. 

e. Review and advise Management and the Boards on the results of any special 
investigations. 
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3. Standards Conformance 
a. Approve the Internal Audit Charter. 

b. Ensure the Internal Audit Division conforms with the IIA’s International Standards 
for the Professional Practice of Internal Audit, particularly the independence of 
Internal Audit and its organizational structure. 

c. Ensure the Internal Audit Division has a quality assurance and improvement 
program (QAIP), and that the results of these periodic assessments are presented 
to the Audit Committee. 

d. Ensure the Internal Audit Division has an external quality assurance review every 
five years. Review the results of the external quality assurance review and monitor 
the implementation of related recommendations. 

Advise the Boards about any recommendations for the continuous improvement 
of the internal audit activity. 

 
4. Chief Audit Executive (CAE) 

Since the CAE reports to the Chief Executive Officer (CEO) for administrative purposes, 
but to the Audit Committee for functional purposes, the Audit Committee will be 
responsible for the following: 
a. Make recommendations to both Boards regarding the appointment, discipline, 

dismissal, and/or removal of the CAE, which will be addressed by the Boards in a 
joint meeting. Both Boards will make the final decisions as to the appointment, 
discipline, dismissal, and/or removal of the CAE. The CEO has authority to 
administer minor discipline, which is limited to counseling memos and written 
warnings, with notice of such discipline to be provided to the Committee and the 
Boards at their next meetings. Consideration by the Boards and the Committee 
concerning the appointment, discipline, dismissal, and/ or removal of the CAE will 
be made in executive session under Government Code Section 54957(b). 

b. Perform the CAE’s annual assessment with qualitative input from the CAE and 
CEO. The Committee’s discussion regarding the CAE’s annual performance 
evaluation will be made in executive session under Government Code Section 
54957(b). 

c. Administer the CAE’s annual salary adjustment using the Boards’ established 
compensation structure. 

B. Professional Service Provider Activity 
The Audit Committee is responsible for the oversight of all work performed by 
professional service providers (Service Providers) for audits, reviews, or investigations, 
including the audit of LACERA’s financial statements. 
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1. Approve the appointment and compensation of the Financial Auditor, hired to 
perform an independent audit of LACERA’s financial statements. Oversee the workof 
the Financial Auditor, including review of the Financial Auditor’s proposed audit scope 
and approach, as well as coordination with Internal Audit and Management. 

 
2. Approve the appointment and compensation of other Professional Service Providers, 

hired to perform non-financial statement audits, reviews or consulting, subject to 
limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

 
3. Review the Professional Service Providers, including the Financial Auditor, and 

Management the results of the work performed, any findings and recommendations, 
Management’s responses, and actions taken to implement the audit 
recommendations. 

4.  Resolve any significant disagreements regarding risks, findings and/or compensation 
between management and Professional Service Providers 

 
C. Financial Reporting Process 

The Audit Committee is responsible for oversight of the independent audit of LACERA’s 
financial statements, including but not limited to overseeing the resolution of audit 
findings in areas such as internal control, legal, regulatory compliance, and ethics. 

 
1. Review significant accounting and reporting issues, including complex or unusual 

transactions and highly judgmental areas, recent professional and regulatory 
pronouncements, and understand their impact on the financial statements. 

 
2. Review with Management and the Financial Auditors the results of the audit, including 

any difficulties encountered. 
 

3. Review the annual financial statements, consider whether they are complete, 
consistent with information known to Committee members, and reflect appropriate 
accounting principles. 

 
4. Review with Management and the Financial Auditors all matters required to be 

communicated to the Committee under Generally Accepted Auditing Standards. 
 

D. Values and Ethics 
 

1. Review and assess LACERA’s Code of Ethical Conduct established by the Boards and 
Management. 

 
2. Annually, review Management’s process for communicating LACERA’s Code of Ethical 

Conduct to Trustees, Management, and staff, and for monitoring compliance 
therewith. 
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3. Review reports received relating to conflicts of interest and ethics issues, and if 
appropriate, make a recommendation to the Boards. 

E. Organizational Governance 
To obtain reasonable assurance with respect to LACERA’s governance process, the Audit 
Committee will review and provide advice on the governance process established and 
maintained, and the procedures in place to ensure they are operating as intended. 

 
1. Risk Management 

a. Annually review LACERA’s risk profile. 

b. Obtain from the CAE an annual report on Management’s implementation and 
maintenance of an appropriate enterprise-wide risk management process. Provide 
advice on the risk management processes established and maintained, and the 
procedures in place to ensure that they are operating as intended. 

c. Provide oversight on significant risk exposures and control issues, including fraud 
risks, governance issues, and other matters needed or requested by Management 
and the Boards. 

 
2. Fraud 

a. Oversee Management’s arrangements for the prevention and detection of fraud, 
including ensuring adequate time is spent discussing and raising awareness about 
fraud and the Hotline. 

b. Review a summary of Hotline reports, and if appropriate make a recommendation 
to the Boards. 

 
3. System of Internal Controls 

a. Consider the effectiveness of LACERA’s internal control system, including 
information technology security and control, as well as all other aspects of 
LACERA’s operations. 

b. Understand the scope of Internal and External Auditors’ review of internal control 
over financial reporting, and obtain reports on significant findings and 
recommendations, together with Management’s responses. 

c. Review and provide advice on control of LACERA as a whole and its individual 
divisions. 

 
4. System of Compliance 

a. Annually, review the effectiveness of Management’s system of compliance with 
laws, regulations, policies, and procedures that are business critical. 



b. As needed, review the observations and findings of any examinations by
regulatory agencies.

c. Obtain regular updates from Management and LACERA’s Legal Office regarding
compliance matters.

d. At least annually, review reported activity to ensure issues of fraud,
noncompliance, and/or inappropriate activities are being addressed.

F. Audit Committee and Internal Audit Budget
LACERA will provide appropriate funding, as determined by the Audit Committee,
for compensation to the Financial Auditor, to any Professional Service Provider that
the Audit Committee chooses to engage, and for payment of ordinary
administrative expenses of the Audit Committee that are necessary or appropriate
in carrying out its duties.

G. Other Responsibilities
1. Report to the Boards as needed about the Audit Committee’s activities, issues, and

related recommendations.

2. Provide an open avenue of communication between Internal Audit, all Professional
Service Providers, including the Financial Auditor, Management, and the Boards.

3. Perform other activities related to this Charter as requested by the Boards.

4. Review and assess the adequacy of the Committee’s Charter at least every three
years, requesting the Boards’ approval for proposed changes.

VIII. APPROVAL
This Charter was reviewed by the Audit Committee on April 23, 2021, and approved by the Board
of Retirement on July 7, 2021, and the Board of Investments on July 14, 2021. This Charter is thereby
effective July 14, 2021 and is hereby signed by the following persons who have authority and
responsibilities under this Charter.

  ____________________________________  ___________________________  
Joseph Kelly Date 
Chair, Audit Committee 

 ____________________________________  ___________________________ 

Keith Knox Date 
Chair, Board of Investments 

 ____________________________________  ___________________________ 

Alan Bernstein Date 
Chair, Board of Retirement 

Joseph Kelly

Keith Knox

Alan Bernstein

July 19, 2021

July 19, 2021

July 19, 2021
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March 6, 2024 

 

TO: 2024 Audit Committee  
Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

 
Audit Committee Consultant 

 Larry Jensen 
  
FROM:    Richard P. Bendall  
  Chief Audit Executive 
 
FOR:  March 18, 2024 Audit Committee Meeting  
 
SUBJECT:    Internal Audit Proposed Fiscal Year 2024-2025 Budget Request 

RECOMMENDATION 

The Audit Committee approve the Proposed Internal Audit Fiscal Year 2024-2025 Budget 
Request, and upon approval, direct staff to include it in LACERA’s Administrative Budget for 
Board approval. 

 
BACKGROUND 
According to the Institute of Internal Auditor’s (IIA’s) International Standards for the Professional 
Practice of Internal Auditing (Standards), Standard 2020 the Chief Audit Executive should 
“communicate internal audit plans and resource requirements to senior management and the 
board for review and approval.” In alignment with Standard 2020, the Audit Committee Charter 
states “the Committee is to review and approve Internal Audit’s Annual Audit Plan and resource 
plan, to make recommendations concerning audit projects.” 

 
To remain in compliance with the above Standards and Audit Committee Charter, staff prepared 
the attached documents for Committee review in approving the budget request. 

 

• Attachment A - Proposed Internal Audit Fiscal Year (FY) 2024-2025 Budget 
Request (Budget) and, 

• Attachment B - Draft Fiscal Year 2024-2025 Internal Audit Plan  

 

Upon Committee approval the Internal Audit Budget will be included in LACERA ‘s Administrative 
Budget for Board approval. 
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BUDGET REQUEST HIGHLIGHTS 
Salaries and Employee Benefits (S&EB) 
The Budget Unit may make further adjustments to the S&EB numbers in our draft Budget 
Request. However, these adjustments would be non-discretionary increases such as cost of 
living adjustments and salary step increases. Internal Audit is not requesting any changes that 
would be subject to discretion by the Audit Committee this year, such as requests for additional 
positions. 
 

Services and Supplies (S&S) 
Our Services and Supplies (S&S) budget request for Fiscal Year 2024-2025 remains materially 
unchanged from the current year’s budget. The one change was to increase the amount of the 
budget for the Audit Committee Consultant from $25,000 to $50,000. Due to the depth and 
breadth of knowledge the new Audit Committee Consultant has in the areas of organizational 
ethics, compliance and risk management, staff increased the budget to leverage his knowledge 
as we develop our risk and compliance functions.  

 

The most significant portion of the S&S budget is for external audit services, $650,000. Of this, 
$150,000 to $200,000 is anticipated to be used for the external financial audit. The remaining 
$400,000 will be used to perform external operational audits including IT audits, investment 
audits, and other consulting engagements. We plan to continue leveraging the use of our Audit 
Committee approved pool of external audit firms to assist us in completing our risk-based Audit 
Plan.  

 

DRAFT FISCAL YEAR 2024-2025 INTERNAL AUDIT PLAN 
Due to the timing of the organization’s budget cycle which begins early March, and Internal 
Audit’s timeline for completing the Risk Assessment and Audit Planning process, which is 
completed in May, staff is providing a draft FY 2024-2025 Internal Audit Plan (Attachment B). 

 

This year, we divided the Internal Audit Plan (Plan) into two subsections:,  

A. Enterprise Risk Management (ERM) Development Section 

We anticipate continuing to dedicate approximately twenty percent of our staffing resources 
to initiating a plan during Fiscal Year 2024-2025 for developing a formal ERM Program at 
LACERA.  This is in relation to one of the key strategic goals that resulted from the recent 
Strategic Planning effort. Whereas the Legal Office is heading up the implementation of a 
formal Compliance program, Internal Audit is championing the development of a formal 
ERM program.  

B. Traditional Audit Plan Section 

This section includes work on assurance, consulting and advisory, as well as Internal 
Audit’s administrative projects planned for the upcoming Fiscal Year. We have populated 
the plan at this point with those projects that reoccur annually, or that we know are due 
to be performed, such as the financial audit and actuarial audit oversight projects. 
Additional projects will be added upon completion of our risk assessment/audit planning 
process.  

 

Staff will complete the annual risk assessment process and provide the final Internal Audit Plan 
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to the Committee for approval at the June 2024 meeting. We do not anticipate that the finalization 
of the Plan will affect our budget. However, should that be necessary, we would prepare a budget 
adjustment request to accompany the Internal Audit Plan for the Audit Committee’s approval for 
inclusion in the organization’s mid-year budget request process. 

 

CONCLUSION 

The Audit Committee approve the Proposed Internal Audit Fiscal Year 2024-2025 Budget 
Request, and upon approval, direct staff to include it in LACERA’s Administrative Budget for 
Board approval. 

 
Attachments: 

A. Proposed FY 2024-2025 Internal Audit Budget Request 
B. Draft FY 2024-2025 Internal Audit Plan 
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Summary of Significant Changes 

Description Position Changes Amount 

 Increased Audit Committee Consultant Fee
by $25,000

$50,000 

The Internal Audit (IA) Division enhances and protects LACERA’s values by providing 
independent risk-based and objective assurance, consulting, and advisory services 
designed to add value and improve LACERA’s operations. Internal Audit helps the 
organization accomplish its objectives by bringing a systematic, disciplined approach 
to evaluate and improve the effectiveness of governance, risk management, and control 
processes. Work is performed in conformance with the Institute of Internal Auditors (IIA) 
standards. Internal Audit communicates engagement results, findings, and 
recommendations regularly to the Audit Committee of the Boards.  
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Budgeted Positions 

$2,800,000

$2,900,000

$3,000,000

$3,100,000

$3,200,000

$3,300,000

$3,400,000

$3,500,000
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$3,700,000

FY 23-24
Budget

FY 23-24
Est. Actual

FY 24-25
Proposed

$3,613,148

$3,145,700

$3,657,348

Proposed Budget



 

 

STATUS OF FY 2023-24 PROJECTS AND INITIATIVES 

Completion of the 2023-24 fiscal year Audit Plan, including the following significant 
engagements: 

 Consulting on Records and Information (RIM) 
 Consulting on Internal Controls over Financial Reporting – Cash and Treasury 
 Audit of Replacement Benefit Plan (415(b)) 
 Audit of Procurement of Goods 
 Review of One Meeting  
 Consulting on Organizational Culture 
 Collaborated with the Investments Office on the RFP for the actuarial consultant 

and auditor 
 Collaborated with various stakeholders across the organization on the RFP for 

organizational governance software  
 Obtained IIA COSO Enterprise Risk Management (ERM) Certificate for CAE and 

Principals 

 

FY 2024-25 STRATEGIC GOALS AND OBJECTIVES 

1. Develop Internal Audit’s Strategic Plan, which will align with LACERA’s overall 
strategic plan   

2. Complete the FY 2024-25 Audit Plan, which will align with LACERA’s overall 
strategic plan  

3. Fill vacancies, aligned with the Investing in People strategic priority. It is essential 
that Internal Audit’s vacancies are filled so that we can address our strategic goals 
and objectives.  

4. Complete Training and Development requirements, aligned with the Investing in 
People strategic priority, which is budgeted against our Education Expenses. Internal 
Audit requires each staff member to obtain 40 continuing education hours per fiscal 
year. Internal Audit will use the IIA’s Competency Framework to assess each staff 
member’s competencies and divisional competencies, which will determine specific 
training during the year.  

5. Develop the foundation for Compliance and Enterprise Risk Management (ERM)  

 

SUMMARY OF PROPOSED BUDGETARY CHANGES: SALARIES & EMPLOYEE 
BENEFITS (S&EB) 

Non-Discretionary Salary Adjustments 

The budget reflects the final six months of negotiated cost-of-living adjustments (COLAs) 
included in the current Memorandum of Understanding (MOU) covering the period 
through December 31, 2024, and approved by the Board of Retirement and Board of 



 

 

Investments for all LACERA employees, as well as salary-step progression and merit pay 
increases for qualified and/or eligible employees and assumed commensurate increases 
to employee benefits. The budget does not include any changes to salaries or benefits 
that may be negotiated during FY 2024-25.  

Adjustments to Permanent Staffing 

There are currently eleven budgeted full-time positions in Internal Audit. No additional staff 
positions are requested currently.  

Temporary Staffing 

Internal Audit plans to fill all open budget positions. If unsuccessful by the second quarter 
of the fiscal year, we will consider adding a budget for temporary staffing through the mid-
year budget process.  

Overtime Needs 

Internal Audit requested 40 hours each of overtime for the Senior Administrative Assistant 
and Internal Auditor positions. The overtime is necessary for the timely completion of Audit 
Committee meeting materials.  

Interns 

Internal Audit does not anticipate any use of interns in FY 2024-25. 

Rehired Retirees  

Internal Audit does not anticipate any use of rehired retirees in FY 2024-25. 

If there are remaining vacancies, Internal Audit will consider this option. 

 

SUMMARY OF PROPOSED BUDGETARY CHANGES: SERVICES & SUPPLIES (S&S) 

Removal of One-Time Expenditures 

Internal Audit does not have one-time expenditures that need to be removed in the FY 
2024-25. 

Services and Supplies Adjustments 

Audit Committee Consultant  

Internal Audit is requesting an additional $25,000 for the Audit Committee consultant. Staff 
anticipates expanding the use of the consultant based on additional expertise in 
compliance and enterprise risk management.  



 
DRAFT

1.0 Senior Administrative Assistant 

     2023-2024 Bud. Pos.:  11.0
     2023-2024 Hiring Plan:  11.0
     
     2024-2025 Bud. Pos.:  11.0
     2024-2025 Hiring Plan:  11.0

1.0 Chief, Internal Audit
Richard Bendall

INTERNAL AUDIT
FISCAL YEAR 2024-2025

Internal Audit Services
             

1.0 Principal Internal Auditor
Christina Logan

     
      

Internal Audit Services
             

1.0 Principal Internal Auditor
Leisha Collins

    
      

            
   3.0 Sr. Internal Auditor    

      
2.0 Sr. Internal Auditor

              

1.0 Sr. Internal Auditor 
              1.0 Internal Auditor 
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YTD

BUDGET (01-31-24) PROJECTION BUDGET % CHANGE $ CHANGE % CHANGE

Salaries & Employees Benefits $2,908,148 $2,888,948 $1,260,877 $2,425,100 ($463,848) -16.1% $19,200 0.7%

Services & Supplies 749,200 724,200 257,238 720,600 (3,600) -0.5% 25,000 3.5%

OPERATING BUDGET $3,657,348 $3,613,148 $1,518,115 $3,145,700 ($467,448) -12.9% $44,200 1.2%

*All amounts rounded to the nearest dollar.

PROPOSED 
BUDGET 
2024-2025

OVER/(UNDER)

LACERA

FISCAL YEAR 2024-2025

BUDGET SUMMARY

INTERNAL AUDIT

CURRENT YEAR COMPARISON OF 
CURRENT YEAR BUDGET 

TO PROJECTION

COMPARISON OF 
PROPOSED BUDGET TO 

2023-2024 BUDGET2023-2024

Salaries & Employees 
Benefits
79.5%

Services & Supplies
20.5%

2024 - 2025 PROPOSED BUDGET



 
DRAFT

YTD

BUDGET (01-31-24) PROJECTION BUDGET % CHANGE $ CHANGE % CHANGE

Total LACERA Salaries $1,548,048 $1,652,147 $772,246 $1,444,500 ($207,647) -12.6% ($104,099) -6.3%

Total Agency Temp Salaries 0 0 0 0 0 0.0% 0 0.0%

     Employee Benefits (Variable) 1,172,000 1,065,420 416,373 832,800 (232,620) -21.8% 106,580 10.0%

     Employee Benefits (Other) 116,500 105,895 42,052 84,200 (21,695) -20.5% 10,605 10.0%

     OPEB Contribution 64,600 58,686 30,206 58,600 (86) -0.1% 5,914 10.1%

     Stipends 0 0 0 0 0 0.0% 0 0.0%

     Overtime 5,500 5,300 0 5,000 (300) -5.7% 200 3.8%

     Bilingual Bonus 0 0 0 0 0 0.0% 0 0.0%

     Sick Leave Buyback 0 0 0 0 0 0.0% 0 0.0%

     Rideshare Allowance 1,500 1,500 0 0 (1,500) -100.0% 0 0.0%

     Transportation Allowance 0 0 0 0 0 0.0% 0 0.0%

ADJUSTED GROSS S&EB $2,908,148 $2,888,948 $1,260,877 $2,425,100 ($463,848) -16.1% $19,200 0.7%

    Salary Differential - - - - - - - -

TOTAL S&EB $2,908,148 $2,888,948 $1,260,877 $2,425,100 ($463,848) -16.1% $19,200 0.7%

*All amounts rounded to the nearest dollar.

Note: All YTD Salaries and Employee Benefits totals are as of 01/15/24, with the exception of Agency Temp Salaries, which are as of 01/31/24.

LACERA

FISCAL YEAR 2024-2025

SALARIES AND EMPLOYEE BENEFITS SUMMARY

PROPOSED 
BUDGET 

2024-2025

INTERNAL AUDIT

OVER/(UNDER)

CURRENT YEAR COMPARISON OF 
CURRENT YEAR BUDGET 

TO PROJECTION

COMPARISON OF 
PROPOSED BUDGET TO 

2023-2024 BUDGET2023-2024



 
DRAFT

ACTUAL ANNUAL
FILLED POSITIONS # POS. SCHEDULE MO. RATE AMOUNT

00774A CHIEF, INTERNAL AUDIT 1 LS12 17,630 211,555
00762A PRINCIPAL INTERNAL AUDITOR 2 118J 27,490 329,876
00763A SENIOR INTERNAL AUDITOR 4 112F 46,067 552,800
00439A SENIOR ADMINISTRATIVE ASSISTANT 1 94B 7,046 84,547

 POSITIONS 8 1,178,778

1ST STEP ANNUAL FILLED AT 12 FILLED AT 9 FILLED AT 6
VACANT POSITIONS # POS. SCHEDULE MO. RATE AMOUNT MONTHS MONTHS MONTHS

00763A SENIOR INTERNAL AUDITOR 2 112F 8,840 106,081 212,162
00764A INTERNAL AUDITOR 1 106C 7,457 89,485 89,485

301,647 0 0

POSITIONS 3 301,647

TOTAL POSITIONS 11

GROSS SALARIES 1,480,425

ANTICIPATED MOU SALARY INCREASE** 0

ANTICIPATED STEP AND/OR MERIT SALARY INCREASE 6,347

BONUS 61,277

120-DAY RETIREE(S) 0

TOTAL SALARIES 1,548,048

MAPP Tier I and Tier II positions are shown at actual salaries as of 01/01/24.

Represented/Non-Represented positions are shown at actual salaries as of 01/01/24.

Represented positions shown in blue.

Vacancies are shown at the 1st Step.

*All amounts rounded to the nearest dollar.

** Gross salaries are multiplied by 0% to calculate anticipated MOU increase.

LACERA 

FISCAL YEAR 2024-2025

SALARIES

INTERNAL AUDIT

2024-2025 BUDGET



 
DRAFTYTD

ACCOUNT CLASSIFICATION BUDGET (01-31-24) PROJECTION BUDGET % CHANGE $ CHANGE % CHANGE

TRANSPORTATION & TRAVEL $17,000 $17,000 $6,297 $14,800 ($2,200) -12.9% $0 0.0%

OFFICE SUPPLIES & EQUIPMENT 1,200 1,200 129 800 (400) -33.3% 0 0.0%

PROFESSIONAL & SPEC. SRVCS. 700,000 675,000 239,528 675,000 0 0.0% 25,000 3.7%

EDUCATIONAL EXPENSES 30,500 30,500 11,284 29,500 (1,000) -3.3% 0 0.0%

MISCELLANEOUS 500 500 0 500 0 0.0% 0 0.0%

TOTAL $749,200 $724,200 $257,238 $720,600 ($3,600) -0.5% $25,000 3.5%

*All amounts rounded to the nearest dollar.

PROPOSED 
BUDGET 
2024-2025

OVER/(UNDER)

LACERA

FISCAL YEAR 2024-2025

SERVICES & SUPPLIES ACCOUNT SUMMARY

INTERNAL AUDIT

CURRENT YEAR COMPARISON OF 
CURRENT YEAR BUDGET 

TO PROJECTION

COMPARISON OF 
PROPOSED BUDGET TO 

2023-2024 BUDGET2023-2024



20 percent

80 Percent
DIVISION AUDIT/PROJECT NAME PROJECT TYPE

EXECUTIVE/LEGAL/ORGANIZATIONAL 20 percent

1 Org LA County Rehired Retirees Audit

2 Org Risk Assessment Audit

3 Org Continuous Audit Processes (CAP) Audit

4 Org Reco Follow Up Continuous

5 Exec, Legal, Org TBD - 2 to 4 based on Risk Assessment TBD

15 percent

6 HR LACERA Rehired Retirees Audit
7 Systems Oversight of SOC Audits FY 24 & 25 Oversight

8 Admin, HR, Systems TBD - 2 to 4 based on Risk Assessment TBD

15 Percent

8 FASD CEO Credit Card Audit

9 FASD Oversight of Financial Audit FY 24 & 25 Oversight

10 Investments Oversight of Actuarial Audit FY 24 & 25 Oversight

11 Investments Oversight THC Financial Audits - FY 24 & 25 Oversight

12 Investments/FASD TBD - 2 to 4 based on Risk Assessment TBD

15 Percent

13 Various TBD - 2 to 4 based on Risk Assessment TBD

15 percent

14 Internal Audit Professional Development / CPE Other Projects

15 Internal Audit QAIP Other Projects

16 Internal Audit AC Support Other Projects

17 Internal Audit TeamMate Other Projects

A draft FYE 2025 Audit Plan is provided below. In accordance with our Charter, Internal Audit

will use a risk based Audit Plan for the work to be performed by Internal Audit. The Final

Audit Plan will be developed upon completion of our annual risk assessment and audit

planning process. As illustrated below, based on past experience, we anticipate Internal Audit

will devote 20 percent of available time and resources to the Enterprise Risk Management

Strategic Planning effort, with 80 percent dedicated to our traditional audit plan work. Making

up the 80 percent will be 20 percent focused on the Executive/Legal and Organizational level,

15 percent in each of the four remaining areas of the audit plan for a total of 100 percent.

These percentages may change based on our risk assessment and audit planning process.

The final plan will be presented to the Audit Committee for approval at the June meeting.  

ADMINISTRATION - Admin Services, HR Systems

INVESTMENTS & FASD

OPERATIONS - Benefits, DRS, RHC, Member Services

INTERNAL AUDIT OPERATIONS

DRAFT FY 2024-2025 INTERNAL AUDIT PLAN

ENTERPRISE RISK MANAGEMENT (ERM) PLAN

AUDIT PLAN

ATTACHMENT B



 

 
March  5, 2024 

 

TO: 2024 Audit Committee  
Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

  
Audit Committee Consultant  

Larry Jensen 

  
FROM:    Nathan K. Amick  

 Senior Internal Auditor 
  

FOR:  March 18, 2024 Audit Committee Meeting 
 
SUBJECT:  Bank of America Wire Transfer Audit 

RECOMMENDATION 

In accordance with your current Audit Committee Charter, staff recommends that the Audit 
Committee review and discuss the following engagement report and take the following action(s):  

1. Accept and file report, 
2. Instruct staff to forward report to Boards or Committees, 
3. Make recommendations to the Boards or Committees regarding actions as may be 

required based on audit findings, and/or 
4. Provide further instruction to staff. 

ENGAGEMENT REPORT 

Bank of America Wire Transfer Audit 
(Report Issued:  March 5, 2024) 
 
 
Noted and Reviewed: 
 
 
 ____________________ 
Richard P. Bendall  
Chief Audit Executive 
 
 
NKA 



 
 

  

AUDIT PERFORMED BY: 

Nathan K. Amick 

Senior Internal Auditor 

LACERA INTERNAL AUDIT DIVISION 
 

Bank Of America Wire Transfer Audit 
 

March 5, 2024 



AUDIT REPORT 

Audit Name: Bank of America Wire Transfer Audit 

Responsible    Division: 
Investments Office and Financial Accounting 
Services Division (FASD) 

Audit Rating*: Satisfactory 

Prior Audit Rating*: N/A 

Prior Report Date: October 2, 2018 

 
BACKGROUND      

As part of the Fiscal Year Ending 2024 Audit Plan, we examined LACERA’s Bank of 
America CashPro (CashPro) wire transfer process. We perform wire transfer audits on a 
fairly regular cyclical basis (every two to three years) due the inherent risks associated 
with wiring large sums of money. This audit follows our audit of LACERA’s custodial bank, 
State Street Bank’s wire transfer system, for which Internal Audit issued a “Satisfactory” 
report in June 2023. 

Before October 2022, the CashPro system was used more extensively by LACERA’s 
Investment Office and FASD for all wire transfers related to the real estate portfolio. This 
included wire transfers to Advisors to fund acquisitions of properties, for the payment of 
vendors, to receive distributions related to the properties from the Advisors, and also for 
the internal transfer between property accounts. 

As of October 2022, the use of CashPro by the Investments Office and FASD was reduced 
significantly. In an effort to reduce operational risk, and in accordance with the Investments 
Office’s Real Assets and Inflation Hedges 2021 Structure Review, LACERA leveraged the 
Advisor’s cash management capabilities and transitioned wire roles and responsibilities in 
their entirety to the Advisors. Currently, the Investments Office and FASD are only 
executing wires related to LACERA’s headquarter building (Gateway Plaza), which the 
Investments Office manages internally. The CashPro process is only used by 
Investments/FASD for two key functions: 

1. Receipt of revenue distributions from Gateway Plaza 

2. Internal transfers between Gateway Plaza accounts 

As Investments and FASD have no involvement or control over the use of the CashPro 
system by the Advisors, this audit was very limited in scope only to wires related to 
Gateway Plaza.  

Wires for Gateway Plaza are initiated once the property manager sends notification to 
LACERA’s Investments Office Real Estate Team (Real Estate Team) which include the 
relevant wire details. The Real Estate Team thoroughly examines the request and then 
forwards it to FASD staff for further processing and FASD management approval. Once 
approved by FASD Management, FASD staff enters the wire instructions into CashPro 
and executes the wire. CashPro incorporates built-in segregations of duties. This means 
that one person is responsible for entering the data, while another person approves the 
data and releases the wire, as illustrated below: 

 
* See Appendix 1 for Audit Rating 
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LACERA
Investments OfficeInitiated

Real Estate Advisor Bank of America
CashPro

Wires

Substantiated

LACERA
FASD

Internal Transfer in 
BofA

Distribution to 
LACERA

PaidWires

Wires Wires

Processed

 

During the period from October 2022 to December 2023, LACERA facilitated a total of 18 
wire transactions for its property located at 300 N Lake Avenue. These transactions 
comprised five distributions and thirteen transfers, amounting to a sum of $17.3 million. 

AUDIT OBJECTIVE & SCOPE 

Based on Internal Audit’s risk assessment, this engagement was focused on evaluating 
the adequacy of controls around the CashPro wire transfer process for: 

• Effectiveness of Operations and Controls – Assess whether security controls for 
wires processed through CashPro system have been designed to produce the 
desired or intended results, and controls to mitigate risk are adequate and 
operating effectively.  

• Compliance with Applicable Policies, Laws and Regulations: - Assess the 
controls over LACERA’s operations to determine whether wires were 
documented, authorized, and processed accurately. 

The audit scope period for this audit was October 1, 2022, to December 31, 2023. This 
audit was performed in accordance with the Institute of Internal Auditors’ International 
(IIA) Standards for the Professional Practice of Internal Auditing 

AUDIT RATING  & SUMMARY OF FINDINGS 
In our opinion, the effectiveness of controls applicable to the audit scope are Satisfactory. 
Investments and FASD have adequate controls over the CashPro and wire process as it relates 
to opening of new accounts, user access and authorization, administrator rights, segregation of 
duties, and the authorization, accuracy, and completeness of wire transactions. Based on our 
testing performed, we have no audit findings to report.  The table below provides a summary of 
audit objectives, associated controls tested and the results. 
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Audit Results Dashboard – Bank Of America CashPro Wire Transfer Process 

Audit Objective(s) Associated Control Attributes  Test Results 

Effectiveness of 
Operations and Controls 

Opening of new bank accounts are 
performed by appropriate and 
authorized personnel 

No exceptions noted 

Effectiveness of 
Operations and Controls 

Access to CashPro application is 
limited to authorized personnel 

No exceptions noted 

Effectiveness of 
Operations and Controls 

CashPro Administrators cannot 
modify their own access rights 

No exceptions noted 

Effectiveness of 
Operations and Controls 

CashPro requires segregation of 
duties for all wires 

No exceptions noted 

Compliance to 
Applicable Policies, 
Laws, and Regulations 

Wire transfers are appropriate, 
authorized and supported by source 
documentation 

No exceptions noted 

Compliance to 
Applicable Policies, 
Laws, and Regulations 

Wire transfers are properly 
reconciled and recorded No exceptions noted 

 
 

We would like to thank both the FASD and Investments Division staff for their cooperation with 
this audit. 

 

 
REVIEWED AND APPROVED 
 
 

 

Date: March 5, 2024  
Richard P. Bendall 
Chief Audit Executive 
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REPORT DISTRIBUTION 

2024 Audit Committee Santos H. Kreimann, CEO 
 

Stephen Rice,  
Chief Legal Counsel 

2024 Plante Moran Audit 
Team 

Luis Lug, DCEO Ted Granger, CFO 

Larry Jensen,  
Audit Committee 
Consultant 

Laura Guglielmo, AEO Jonathan Grabel, CIO 

JJ Popowich, AEO 
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APPENDIX 1 
AUDIT RATING SCALE 

Internal Audit issues three standard audit report evaluations as defined below: 

 
Satisfactory 
The control environment is acceptable with minor issues having been identified. The 
overall environment contains sufficient internal controls to address key risks, and 
business practices generally comply with Company policies. Corrective action should be 
implemented to address any weaknesses identified during the audit in order to maintain 
or enhance the control environment. 

 
Opportunities for Improvement 
The control environment has opportunities for improvement with significant issues, 
individually or in the aggregate, having been identified or major noncompliance with 
Company policies. The overall environment contains insufficient internal controls to 
address key risks. Prompt corrective action should be implemented to address the 
weaknesses and strengthen the control environment. 

 
Unsatisfactory 
The control environment is unacceptable with critical issues, individually or in the 
aggregate, having been identified or major noncompliance with Company policies. The 
overall environment contains insufficient internal controls to address key risks and the 
impact may be substantial in size or nature or their effect cannot be quantified. Immediate 
corrective action should be implemented to address the weaknesses and strengthen the 
control environment. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
N/AAgrees 
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Bank  of America Wire 

Transfer Audit

Audit Report Date: March 5, 2024

Presented by:

 Nathan K. Amick, Senior Internal Auditor



Los Angeles County Employees Retirement AssociationInternal Audit

Summary of Engagement

2

Responsible Division: Investments Division and the Financial & 

Accounting Services Division

Type of Engagement: Assurance

Audit Rating: Satisfactory

Type of Engagements

Assurance: Provide an objective examination of evidence for the purpose of 

providing an independent assessment to Management and the Audit Committee 

on governance, risk management, and control processes for LACERA.

Consulting: Collaborate with Management to provide a formal assessment and 

advice for improving LACERA’s governance, risk management, and control 

processes, without Internal Audit assuming Management responsibility.

Advisory: Provide Management with informal advice.



Los Angeles County Employees Retirement AssociationInternal Audit

Background, Objective, Scope

3

Background

Investments Division and FASD use the Bank of America CashPro systems to execute wires 

transfers related to LACERA’s real estate portfolio. During the period from October 2022 to 

December 2023, LACERA facilitated a total of 18 wire transactions totaling $17.3 million.

Objective  

Evaluate the adequacy of controls around the CashPro wire transfer process for:

• Effectiveness of Operations and Controls – Assess whether security controls for wires

processed through CashPro system have been designed to produce the desired or

intended results, and controls to mitigate risk are adequate and operating effectively.

• Compliance with Applicable Policies, Laws and Regulations: - Assess the controls over

LACERA’s operations to determine whether wires were documented, authorized, and

processed accurately.

Scope

Engagement scope included 100% of CashPro wires processed by Investments/FASD for the period 

of October 1, 2022 to December 30, 2023.



Los Angeles County Employees Retirement AssociationInternal Audit

Engagement Results

4

We gave this audit a “Satisfactory” rating. We identified no reportable conditions and 

have no recommended areas for improvement. Below is a summary of the testing 

performed.

CONTROL OBJECTIVES TEST RESULTS

Opening of new bank accounts are performed by appropriate and 

authorized personnel
No exceptions noted

Access to CashPro application is limited to authorized personnel No exceptions noted

CashPro Administrators cannot modify their own access rights No exceptions noted

CashPro requires segregation of duties for all wires No exceptions noted

Wires transfers are appropriate, authorized and supported by 

source documentation No exceptions noted

Wire transfers are properly reconciled and recorded No exceptions noted
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Questions

5



 

   

 

 
March 6, 2024 
 
TO: 2024 Audit Committee  

Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

 
Audit Committee Consultant 

 Larry Jensen 
  
FROM:    Gabriel Tafoya  

 Senior Internal Auditor 
  

FOR:  March 18, 2024 Audit Committee Meeting 
 
SUBJECT:  Procurement of Goods Audit   

RECOMMENDATION 

In accordance with your current Audit Committee Charter, staff recommends that the Audit 
Committee review and discuss the following engagement report to take the following action(s):  

1. Accept and file report, 
2. Instruct staff to forward report to Boards or Committees, 
3. Make recommendations to the Boards or Committees regarding actions as may be 

required based on audit findings, and/or 
4. Provide further instruction to staff. 

ENGAGEMENT REPORT 

Procurement of Goods Audit 
(Report Issued:  March 6, 2024) 
 
 
 
Noted and Reviewed: 
 
 
 ____________________ 
Richard P. Bendall  
Chief Audit Executive 
 
GT 



 
 
  

AUDIT PERFORMED BY: 

Gabriel Tafoya, CISA 

Senior Internal Auditor 

LACERA INTERNAL AUDIT DIVISION 
 

Procurement of Goods Audit  
 

March 6, 2024 



 

 

AUDIT REPORT 

 

 
BACKGROUND             
We reviewed LACERA’s Procurement of Goods Process as part of Internal Audit’s Fiscal Year 
End (FYE) 2023-2024 Audit Plan.  The overall objective of the audit was to assess if controls 
are designed adequately and operating effectively in compliance with the Policy for Purchasing 
Goods and Services (Policy) and the Purchasing and Contracting Administration Manual 
(Manual).    
 
LACERA employs a centralized procurement unit within the Administrative Services Division that 
is charged with acquiring and purchasing goods and equipment for the organization.  The 
Procurement Unit ensures:    
 

• Procurements are compliant with the Policy. 

• Purchases are made from authorized vendors at the appropriate prices or terms. 

• Individuals ordering and receiving goods/supplies are authorized to do so. 

• Purchase orders are complete and accurate.  

• Purchases are properly reviewed and approved prior to being processed.  
 
Buyers are authorized purchasing agents of the Procurement Unit.  Buyers are aligned with 
specific departments, which improves the overall control environment, quality client services, 
and procurement cycle time.  Buyers perform all necessary acquisition steps, including:  
 

• Bidding and price negotiation 

• Placing orders for goods   

• Purchase order processing  

• Receipt of purchased goods 
 
LACERA’s procurement expenditures totaled approximately $5.2 million, across 15 divisions for 
FYE 2023 and there was a total of 479 invoice payment transactions for the period. This audit 
covers procurement of goods and does not include contract operations and services, which were 
audited in 2022.  

 

 

 

 
* See Appendix 1 for Audit Rating 

Audit Name:   Procurement of Goods Audit   

Responsible    Division: Administrative Services Division 

Audit Rating*: Opportunities for Improvement 

Prior Audit Rating*: N/A 

Prior Report Date: N/A 
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AUDIT OBJECTIVES AND SCOPE          
Based on Internal Audit’s engagement risk assessment, we focused this engagement on 
program compliance with the Procurement Policy and Manual.  The objectives for this audit were 
to assess:  
 

• Effectiveness of Operations and Controls – Assess whether procurement processes have 
been designed to produce the desired or intended results and controls to mitigate risk.   
 

• Compliance with Applicable Policies, Laws and Regulations: - Assess whether procurement 

purchases and activities have been carried out in accordance with applicable policies and 

procedures as stated in the Procurement Policy and Manual:  

 
The engagement scope included review of procurement transactions occurring between July 
1, 2022 - June 30, 2023. The audit was performed in accordance with the Institute of Internal 
Auditors’ International Standards for the Professional Practice of Internal Auditing. 
 

AUDIT RATING & SUMMARY OF FINDINGS         
Overall, the Procurement Unit has adequate controls relating to the oversight of the procurement 
process.  Internal controls were generally efficient and effective; however, we did identify 
opportunities for improvements in some areas as noted below.  We have rated this audit in the 
category of Opportunities for Improvement.  The Audit Results Dashboard shows each 
process reviewed, the associated control attributes tested, and the test results leading to the 
audit findings.  
 

Audit Results Dashboard – Procurement of Goods Audit   

Audit 
Objectives 

Associated Control Attributes Tested Test Results 

Assess 
effectiveness 
of 
Operations 
and Internal 
Controls 
 

Procurement policies and procedures are formally 
documented, approved, and provided to key stakeholders  

No Exceptions 

Policies and procedures are reviewed and updated frequently, 
and training provided 

Finding #1 

Multi-level approval process is in place with defined and 
segregated roles and responsibilities. 

No Exception 

Separation of requisition, buyer, and receipt of good 
responsibilities 

No Exception 

There are defined spending limits and approval requirements  No Exceptions 

Criteria has been established requiring the use of a 3-bid 
process at specified dollar thresholds.   

No Exceptions 

A three-way match is required comparing pertinent data 
between the purchase order, invoice, and receiving document 

No Exceptions 

Procurement requires and maintains documentation 
supporting purchases.   

No Exceptions 
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Audit Results Dashboard – Procurement of Goods Audit  (Cont.) 

Audit 
Objectives 

Associated Control Attributes Tested Test Results 

Compliance with 
applicable, 
policies 
procedures 

Purchases are only made by individuals on the list of 
Authorized Divisional Requesters (ADRs). 

No Exceptions 

Purchases are supported with required documentation 
and are properly reviewed and approved. 

Finding #2 

The process of matching items received to items 
requested and invoiced is conducted and clearly 
documented. 

Finding #3 

FASD receives copies of the purchase orders, and 
corresponding packing slip and invoice to confirm goods 
requested, match goods received, and invoiced before 
initiating payment.    

No Exceptions 

The justification for the use of sole and single source 
approvals are clearly documented and supported with 
appropriate levels of approval 

Finding #4 

The exclusion of the lowest bid, in a 3-bid process, is 
clearly and sufficiently documented and approved.  

Finding #5 

Purchases and distribution of organizational forms is 
adequately tracked.  

Finding #6 

 
A total of six (6) audit findings were issued related to operational controls.  Each of the below 
Findings are detailed in the subsequent pages, including our Recommendations and 
Management Responses. 

Summary of Findings 

Finding # Page  Finding Title  Risk 
Rating** 

F1 5 
The Procurement Policy and Manual are outdated. 

Medium 

F2 7 
Missing and incomplete procurement forms and supporting 
documentation. 

Medium 

F3 9 
Missing documentation of the verification of receipt of goods. 

Medium 

F4 10 
Missing and unclear documentation supporting justification 
for use of Single and Sole Source Vendors. 

Medium 

F5 12 
Insufficient documentation for excluding the lowest bidder in 
a three-bid process.  

Medium 

F6 13 
Inefficiencies and discrepancies noted on the Inventory 
Tracking Spreadsheets. 

Low 

 

 

 
**See Appendix 2 for Findings’ Risk Rating 
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Each of the above findings are detailed in the following pages, including our Recommendations 
and Management Action Plans.   
 
We would like to thank the Administrative Services Division for their cooperation with this audit. 
 
 
 
REVIEWED AND APPROVED 

 

 

 

          Date: March 6, 2024  
Richard P. Bendall 
Chief Audit Executive 

 

REPORT DISTRIBUTION 
 

2024 Audit Committee Santos H. Kreimann, CEO 
J.J. Popowich, AEO 

2024 Plante Moran Audit 
Team 

Luis Lugo, DCEO 
Ricki Contreras, Manager, 
Administrative Services 

Larry Jensen, 
Audit Committee Consultant 

Laura Guglielmo, AEO Internal Audit Group 
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FINDING #1              
Risk Level** 
Medium 
 

OBSERVATION             
The Policy for Purchasing Goods and Services (Policy) and the Purchasing and Contracting 
Administration Manual (Manual) provides guidance for the procurement of goods and the 
selection of service providers for LACERA. Both the Policy and Manual applies to all Contract 
Administrators and purchasing agents who participate in the procurement of goods and services.   
 
As part of our audit, we reviewed the Policy and Manual and compared it to current practices.  
We noted that the Manual indicates it should be updated annually but was last updated in 
February 2020, and the Policy should be updated biennially and was last updated in November 
2019.   Furthermore, Internal Audit previously recommended the updating of the Policy in the 
2023 Contract Operations Audit with a 12/31/2023 target date for implementation.   
 
In comparison with current practices some examples we noted for updates include (but are not 
limited to) the following:  
 

1. Use of adobe e-signature for approvals in lieu of wet signature, and or email approvals. 
2. Clarification of requirements for the receipt of goods and documentation confirming three-

way match. 
3. More detailed information, guidance regarding the criteria and use of sole and single 

source vendors. 
4. Relevant procedures that address the process for ordering and tracking forms and 

publications for the Communications Division and other divisions. 
 
Policies and procedures provide guidance in the pursuit of achieving the objectives of the 
process.  They also help reduce misunderstandings and increase distribution of pertinent 
information to those involved in the process.  As an integral component of the governance 
surrounding LACERA’s procurement process, the Policy and Manual should undergo more 
frequent reviews and updates.  Periodic training should also be provided. 
 
RISK                
Outdated or incomplete policies and procedures increase the risk of non-compliance, including 
the risk of improper or unauthorized purchases.   
 
RECOMMENDATIONS             
1. Administrative Services Management should update the Policy for Purchasing Goods and 

Services (Policy) and the Purchasing and Contracting Administration Manual in accordance 
with the Policy’s requirement. 

2. Administrative Services Management should provide training on the updated Policy and 
Manual to reinforce adherence.  

 
 

 

 
** See Appendix 2 for Findings’ Risk Rating 

The Procurement Policy and Manual are outdated. 
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MANAGEMENT RESPONSE            
Management agrees with Finding #1 of the Procurement of Goods Audit. The Policy was revised 
and is under review by the new Administrative Services Manager who was recently transferred 
to the division in December 2023, which delayed its implementation. The updated Policy and 
Manual are undergoing further revision to incorporate new workflows consistent with the recently 
implemented Electronic Contract Lifecycle Management (ECLM) system and a newly proposed 
centralized vendor management program. Final revisions, implementation and associated 
training will be completed by 06/30/2024.  
 
TARGET COMPLETION DATE            
6/30/2024 
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FINDING #2              
Risk Level** 
Medium 
 
 

OBSERVATION             
Our audit work included testing of purchases to assess compliance with the Procurement Policy 
and Manual.  According to Section III of the Manual - Procedures for Purchasing Equipment and 
Other Goods, “In order to purchase a special supply item, the requestor must complete a Special 
Supply Request form to the Procurement Unit with the following information”:         

a. Requisition Date 
b. Requestors name and phone extension 
c. Organization code and GL account number 
d. Preferred vendor, if any 
e. Name of item 
f. Catalogue page/item number, if known 
g. Product description or estimated cost, if known 
h. Brief justification for the purchase (include need/benefit to staff, etc.) 
 

In addition, Section 8 – Centralized Purchasing, “Buyers and Contract Administrators must 
document all transactions according to established procurement procedures and maintain such 
documentation for audit purposes”.  
 
From a sample of forty-one (41) Procurement Packet transactions tested, we noted the following 
issues of non-compliance: 
 

• Twenty-three (23) were missing information on the Special supply Request (SSR), for 
example, order received by signature and received by date missing, the grand total and 
estimated cost are missing, and the SSR is missing from the PO-Packet. 

• One instance where the sequence of the supporting documentation was out of 
sequence; invoice or PO date was prior to the SSR.  

• Three (3) missing the SSR. 

• One (1) was missing on-line Amazon detail information for the order.   

• One (1) was missing the packing slip.   

• One (1) was missing the Receiving Posting Journal and the Receiving Distribution 
Detail reports.   

• One (1) License Agreement form was missing the Witness Signature and Date.  

• One (1) was missing the SSR, Contract Agreement, and Vendor Quote Summary.  
 
While individually these exceptions may appear as minor infractions with low-level risk, 
collectively they indicate a fractured process and a lack of adherence to controls by staff.  
Overall, this underscores the need for more frequent training to reinforce procurement guidelines 
and requirements.  
 
 
 

 
** See Appendix 2 for Findings’ Risk Rating 

Missing and incomplete procurement forms and supporting 
documentation.  
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Risk               
Noncompliance with established procedures and inadequate oversight could increases the risk 
of fraud, loss, or undetected error. 
 
RECOMMENDATION             
3. Administrative Services Management should provide training to staff once the Policy and 

Manual are updated to ensure that staff are aware of requirements for the procurement and 
receipt of goods.   

 
MANAGEMENT RESPONSE            
Management agrees with Finding #2 of the Procurement of Goods Audit.  As indicated in Finding 
#1 the updated Policy and Manual will be finalized, implemented, and associated training will be 
completed by 06/30/2024.  
 
TARGET COMPLETION DATE            
6/30/2024 
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FINDING #3              
Risk Level** 
Medium 
 

OBSERVATION             
The Procurement process includes two key controls to ensure that items received match items 
requested and invoiced:  1) upon receipt of goods, the Procurement Unit delivers the items to 
the requestor who matches the goods received to good requested on the Special Supply 
Request (SSR) and then signs the SSR indicating receipt and 2) the Procurement Unit performs 
a 3-way match that compares: the purchase order (PO), the order receipt or packing slip, and 
the invoice. The goal of these controls is to identify any discrepancies and to validate the 
accuracy of invoices before Financial Accounting Services Division (FASD) proceeds with 
processing invoice payment. 
 
Based on our testing of the forty-one (41) procurement purchases we noted: 

• Ten (10) instances where the SSRs did not include the receiving divisions signature of 
receipt.     

• Thirty-four (34) were missing documented evidence that a three-way match was 
performed.   

 
Although we noted there was a lack of completed documentation and missing evidence of the 
3-way match, we confirmed that each purchase matched the items and dollar amounts on the 
PO and invoice.  However, it’s important that staff perform these steps as part of the procurement 
process to identify errors prior to the initiation of vendor payments.    
 
RISK               
The absence of adherence to the above controls increases the risk of overlooking errors and 
paying for items that have not been received. 
 
RECOMMENDATION            
4. Procurement Management ensure that the three-way match between the PO, Invoice, and 

packing slip is performed and documented. This criterion should be included in the Policy 
and Manual, and training provided to staff. 

 
MANAGEMENT RESPONSE            
Management agrees with Finding #3 of the Procurement of Goods Audit.  The three-way match 
procedure is now executed in Certify AP (the new automated accounts payable system). All staff 
have been trained as of January 25, 2024.  
 
TARGET COMPLETION DATE            
COMPLETED 
 
 
 
 

 
** See Appendix 2 for Findings’ Risk Rating 

 Missing documentation of the verification of receipt of goods.  
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FINDING #4         
Risk Level** 
Medium 
 
 

OBSERVATION             
In accordance with the Policy, a sole-source procurement (sole source) is one in which only one 
vendor can supply the commodity or service. This may occur when the goods or services are 
specialized or unique in character. Sole source means the vendor is “the one and only” seller of 
the product. A single-source procurement (single source) is one in which, although two or more 
vendors supply the commodity or service, a specific vendor is selected for substantial and 
justified business benefits/purposes, thereby eliminating the competitive bidding process.  
 
According to section II of the Policy, a written justification must be provided to the Purchasing 
Agent when a sole source or single source procurement is required. Furthermore, the Policy 
states the written justification should include: 
 
• Explanation of why a unique Scope of Work for a Good or Service is required; 

• Details on the unique features of the Good or Service; 

• Reason that competing vendor’s Goods or Services are not satisfactory;  

• Any other relevant information to support the sole/single-source documentation.   

 
The Policy also includes an example of the Justification Letter with the required documentation 
which states that, when using a Single Source Vendor, the written justification should include a 
statement of actions to be taken to preclude the necessity of using a single source vendor in the 
future. 
 
We performed detailed testing of twenty-three (23) transactions that included the use of single 
or sole source vendors.  Our testing disclosed the following exceptions relating to the Single or 
Sole Source Justification Letter: 

• Nine (9) instances where justification was not clearly stated or was missing entirely.  

• Twenty-one (21) instances where the description of the future actions that will be taken 
to prevent future use of single source acquisition of the same supplies/services was 
missing.   

• Five (5) missing division manager approvals; four (4) of them were signed by the 
Assistant Manager, and one (1) signed by the Communications Creative Coordinator.   

• We also noted that the Policy is ambiguous as to the use of the single and sole source 
vendors resulting in the following inconsistencies or deficiencies:   

o Several instances where both terms were used interchangeably within a 
Justification Letter. 

o The use of the term single source, with a description relating to sole source,  

 
** See Appendix 2 for Findings’ Risk Rating 
 

Missing and unclear documentation supporting justification for use of 
Single and Sole Source Vendors.   
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o Instances where the justifications did not clearly convey the business 
reason/justification for using a single or sole source vendor.   

o Use of the same single source vendors for several years, without going out to bid 
to assess competitive pricing. 

o No documentation supporting that the Procurement buyer had made a 
determination of the reasonableness of the price for the product.   

 
Overall, we noted that there does not appear to be clear criteria and controls around the practice 
of using sole and single sourced vendors. This is necessary to ensure LACERA is compliant 
with fair and open competitive procurement practices, obtaining best value and quality, while 
allowing for the use of sole and single source vendors with appropriate business justification. 
 
RISK               
Demonstrating open and fair procurement practices, in compliance with LACERA’s Procurement 
Policy, could be brought into question if the integrity of the use of single and sole source is not 
maintained, clearly defined, and documented.   
 
RECOMMENDATIONS            
5. Administrative Services management should evaluate the pervasive use of single and sole 

source vendors and clarify the criteria and supporting documentation necessary to justify 
the practice.  

6. Procurement Supervisors should ensure that requesters and procurement staff comply with 
providing the appropriate documentation and justification to support sole and single source 
procurements.  

 
MANAGEMENT RESPONSE            
Management agrees with Finding #4 of the Procurement of Goods Audit. The revised Policy and 
Manual will clearly outline criteria and the required supporting documentation to support the use 
of single and sole source vendors. This Policy will be in place by 6/30/2024 and effective 
07/01/2024, Administrative Services will have direct oversight of LACERA’s centralized vendor 
management program. This team will ensure compliance will all solicitation requirements.  
 
TARGET COMPLETION DATE            
6/30/2024 
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FINDING #5              
Risk Level** 
Medium 
 

OBSERVATION             
According to section 13.1.1 B, from the Policy, procurements between $5,001 and $150,000 
require a minimum of three (3) written bids/proposals.  Activities in this category require approval 
by the Administrative Services Division Manager, or approved designee.  
 
Our total sample selection for audit testing included forty-one (41) transactions and three (3) of 
the forty-one were transactions that went through the 3-bid process.  Based on our test work we 
found that vendors for these three procurements were selected as required.  However, we also 
noted a lack supporting documentation as follows:   

• One (1) purchase lacked sufficient documentation to justify the selection and approval 
of a vendor that did not provide the lowest bid on the Vendor Quote Summary.    

 
When using the 3-bid process, justification of the selection of a higher bid should be adequately 
documented to allow management sufficient information to make an informed decision of 
approval.  Furthermore, management or designee approval should always be documented as 
proof that the selection was reviewed and approved by appropriate levels of management.   
 
RISK               
Compliance with LACERA’s Procurement Policy, demonstrating open and fair procurement 
practices, could be brought into question if the integrity of the 3-bid process is not maintained. 
 
RECOMMENDATION            
7. Update the Policy and Manual to include guidelines for selecting a bid if the lowest one is 

not accepted; a detailed explanation for the reason should be documented.   
 
MANAGEMENT RESPONSE            
Management agrees with Finding #5 of the Procurement of Goods Audit.  The revised Policy 
and Manual will include guidelines for selecting a bid if the lowest is not accepted including 
required supporting documentation. This Policy will be in place by 6/30/2024 and effective 
07/01/2024, Administrative Services will have direct oversight of LACERA’s centralized vendor 
management program. This team will ensure compliance will all solicitation requirements.  
 
TARGET COMPLETION DATE            
6/30/2024 
 
 
 
 
 
 
 

 
** See Appendix 2 for Findings’ Risk Rating 

Insufficient documentation for excluding the lowest bidder in a three-
bid process.  
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FINDING #6              
Risk Level** 
Low 
 
 

OBSERVATION             
The procurement of forms (e.g., Plan Booklets, LACERA brochures, and member application 
forms) is a shared responsibility between the Communications (Communications) and the 
Procurement Unit.  Communications is responsible for ordering forms and submits SSRs to the 
Procurement Unit who places the orders. The Procurement Unit is also responsible for managing 
the receipt and distribution of forms to LACERA’s member facing divisions. The inventory is 
recorded on an excel spreadsheet to track the balance of forms on hand and identify when forms 
are depleted to thresholds requiring reordering.   
 
Overall, we found opportunities to improve the process and for improved collaboration between 
the two divisions to make the process of ordering forms more efficient. Per our review, we noted 
some minor inefficiencies.  For example, the Procurement Unit and Communication are each 
tracking the purchases and inventory of forms on different worksheets which increases the risk 
of ordering forms in an inefficient and untimely manner. In addition, the inventory worksheets 
need updating to include relevant information such as a record of the divisions that are 
requesting the form, date of form request, date of delivery, and number of forms.   
 
Currently, Systems management is working with Procurement to develop a Forms Inventory 
Tracking component within the Service Now system which will be used to initiate procurement 
orders from start to finish as well as keep accurate inventory and tracking of Forms.   
 
RISK               
Tracking of forms inventory by two separate divisions may lead to inaccuracies and inefficiencies 
in ordering forms.   
 
RECOMMENDATION            
8. Management from Administrative Services, Communications Division and other key 

stakeholders involved in the process of ordering forms should discuss and collaborate on 
additional controls to incorporate into the updated process for purchasing and inventory of 
forms.   

 
MANAGEMENT RESPONSE            
LACERA Management agrees with Finding #6 of the Procurement of Goods Audit. Consistent 
with LACERA’s values of collaboration and accountability, Management expects and has 
directed divisions to work cooperatively to agree upon an alternative means to track the inventory 
of forms to be used and updated by all impacted divisions. Agreement will be reached on the 
shared tool to track inventory of forms and impacted divisions will begin using that new tool by 
06/30/2024.   
 
TARGET COMPLETION DATE            
6/30/2024 

 
** See Appendix 2 for Findings’ Risk Rating 

Inefficiencies and discrepancies noted on the Forms Inventory 
Tracking Spreadsheets. 
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APPENDIX 1 

AUDIT RATING SCALE 
Internal Audit issues three standard audit report evaluations as defined below: 

 
Satisfactory 
The control environment is acceptable with minor issues having been identified. The 
overall environment contains sufficient internal controls to address key risks, and 
business practices generally comply with Company policies. Corrective action 
should be implemented to address any weaknesses identified during the audit in 
order to maintain or enhance the control environment. 

 
Opportunities for Improvement 
The control environment has opportunities for improvement with significant issues, 
individually or in the aggregate, having been identified or major noncompliance with 
Company policies. The overall environment contains insufficient internal controls to 
address key risks. Prompt corrective action should be implemented to address the 
weaknesses and strengthen the control environment. 

 
Unsatisfactory 
The control environment is unacceptable with critical issues, individually or in the 
aggregate, having been identified or major noncompliance with Company policies. 
The overall environment contains insufficient internal controls to address key risks 
and the impact may be substantial in size or nature or their effect cannot be 
quantified. Immediate corrective action should be implemented to address the 
weaknesses and strengthen the control environment. 
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APPENDIX 2 
FINDING’S RISK RATING SCALE 

 
Findings identified during the course of the audit are assigned a risk rating, as 
outlined in the table below. The risk rating is based on the financial, operational, 
compliance, or reputational impact that the issue identified could have on LACERA. 

 

Rating Financial Internal 
Controls 

Compliance Reputational Executive 
Management 

 
 
 
 
 

High 

 
Large financial 
impact to 
LACERA or 
members 

 
Actions not 
aligned with 
fiduciary 
responsibilities 

 
Missing or 
inadequate key 
internal controls 

 
Not adequate to 
identify fraud, 
noncompliance 
or 
misappropriation 

 
 
Non- 
complian ce 
with 
applicable 
Federal or 
state laws or 
LACERA’s 
policies 

 
 
High 
probability 
for external 
audit issues 
and/or 
negative 
public 
perception 

 
Important 
critical 
business 
process 
identified by 
Exec Office 

 
Requires 
immediate 
attention 

 
 
 
 

Medium 

Moderate 
financial risk 
to LACERA or 
members 

 
Actions could 
be better 
aligned with 
fiduciary 
responsibilities 

 
Partial key 
internal controls 

 
Not adequate to 
identify 
noncompliance 
or 
misappropriation 
in timely manner 

 
Inconsistent 
compliance 
with 
applicable 
Federal or 
state laws or 
LACERA’s 
policies 

 

 
Potential for 
external 
audit issues 
and/or 
negative 
public 
perception 

 

 
Relatively 
important 

 
May or may not 
require 
immediate 
attention 

 
 
 
 
 

Low 

 
 
 

Low financial 
impact to 
LACERA or 
members 

 

Internal controls 
in place but not 
consistently 
efficient/effective 

 
Implementing / 
enhancing 
controls could 
prevent future 
problems 

 
General 
compliance 
with 
applicable 
Federal or 
state laws or 
LACERA’s 
policies, but 
some minor 
discrepancies 
exist 

 
 
 
Low 
probability 
for external 
audit issues 
and/or 
negative 
public 
perception 

 
 
 
Lower 
significance 

 
Does not 
require 
immediate 
attention 
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Type of Engagements

Assurance: Provide an objective examination of evidence for the purpose of 

providing an independent assessment to Management and the Audit Committee on 

governance, risk management, and control processes for LACERA. 

Consulting: Collaborate with Management to provide a formal assessment and 

advice for improving LACERA’s governance, risk management, and control 

processes, without Internal Audit assuming Management responsibility.

Advisory: Provide Management with informal advice. 

Responsible Division: Administrative Services Division

Type of Engagement: Assurance

Audit Rating: Opportunities for Improvement

Prior Audit Rating: N/A
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Background
We reviewed LACERA’s Procurement of Goods as part of the Fiscal Year 2023-2024 Audit Plan. LACERA 

maintains a Procurement Unit within the Administrative Division to facilitate the Procurement of Goods as 

described and permitted within its Policy for Purchasing Goods and Services (Policy).

Objectives
The audit objectives were to assess program compliance with LACERA’s Policy.  The compliance areas reviewed 

for this audit include verification that: 

• Procurements are compliant with the Policy.

• Purchases are made from authorized vendors at the appropriate prices or terms.

• Individuals ordering and receiving goods/supplies are authorized to do so.

• Purchase orders are complete and accurate. 

• Purchases are properly reviewed and approved prior to being processed. 

Scope

The engagement scope included review of procurement transactions occurring between July 1, 2022 - June 30, 

2023.
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Finding 

#

Title of Finding Rating Management Response

1 The Procurement Policy and 

Manual are outdated.

Medium Agree. Administrative Services will:

• Management agrees with Finding #1 of the Procurement of Goods Audit. The Policy

was revised and is under review by the new Administrative Services Manager who

was recently transferred to the division in December 2023, which delayed its

implementation. The updated Policy and Manual are undergoing further revision to

incorporate new workflows consistent with the recently implemented Electronic

Contract Lifecycle Management (ECLM) system and a newly proposed centralized

vendor management program. Final revisions, implementation and associated

training will be completed by 06/30/2024.

2 Missing and incomplete 

procurement forms and 

supporting documentation. 

Medium Agree. Administrative Services will:

• Management agrees with Finding #2 of the Procurement of Goods Audit. As

indicated in Finding #1 the updated Policy and Manual will be finalized,

implemented, and associated training will be completed by 06/30/2024.

3 Missing documentation of 

the verification of receipt of 

goods. 

Medium Agree. Administrative Services will:

• Management agrees with Finding #3 of the Procurement of Goods Audit. The three-

way match procedure is now executed in Certify AP (the new automated accounts

payable system). All staff have been trained as of January 25, 2024. This has been

COMPLETED.
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Finding 

#

Title of Finding Rating Management Response

4 Missing and unclear 

documentation supporting 

justification for use of Single 

and Sole Source Vendors.  

Medium Agree. Administrative Services will:

• Management agrees with Finding #4 of the Procurement of Goods Audit. The

revised Policy and Manual will clearly outline criteria and the required supporting

documentation to support the use of single and sole source vendors. This Policy will

be in place by 6/30/2024 and effective 07/01/2024, Administrative Services will have

direct oversight of LACERA’s centralized vendor management program. This team

will ensure compliance will all solicitation requirements.

5 Insufficient documentation 

for excluding the lowest 

bidder in a three-bid process. 

Medium Agree. Administrative Services will:

• Management agrees with Finding #5 of the Procurement of Goods Audit. The

revised Policy and Manual will include guidelines for selecting a bid if the lowest is

not accepted including required supporting documentation. This Policy will be in

place by 6/30/2024 and effective 07/01/2024, Administrative Services will have direct

oversight of LACERA’s centralized vendor management program. This team will

ensure compliance will all solicitation requirements.

6 Inefficiencies and 

discrepancies noted on the 

Forms Inventory Tracking 

Spreadsheets.

Low Agree. Administrative Services will:

• LACERA Management agrees with Finding #6 of the Procurement of Goods Audit.

Consistent with LACERA’s values of collaboration and accountability, Management

expects and has directed divisions to work cooperatively to agree upon an

alternative means to track the inventory of forms to be used and updated by all

impacted divisions. Agreement will be reached on the shared tool to track inventory
of forms and impacted divisions will begin using that new tool by 06/30/2024.
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We would like to thank Administrative Services for their cooperation on this engagement and invite 

them to provide any comments.  

QUESTIONS?



 

 
March 5, 2024 

 

TO: 2024 Audit Committee  
Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

  
Audit Committee Consultant  

Larry Jensen 

  
FROM:    Christina Logan  

 Principal Internal Auditor 
 

Nathan K. Amick  
 Senior Internal Auditor 

 
FOR: March 18, 2024 Audit Committee Meeting  

SUBJECT:  2024 Audit Committee Orientation 

The attached presentation provides each member with information about the Audit Committee 
and Internal Audit, and an overview of the professional standards that internal auditors adhere 
to. 

 
In conjunction with the presentation, we have attached the current versions of LACERA’s Audit 
Committee and Internal Audit Charters (Attachment A and B). The Committee last reviewed 
and approved the charters in 2021.  
 
The Institute of Internal Auditors (IIA) released its updated standards, the Global Internal Audit 
Standard, in January 2024, and they will become effective in January 2025. During this time, 
Internal Audit will be conducting a readiness assessment and address any gaps between the 
new standards and our current practices.  

 
Attachments: 

A. LACERA Audit Committee Charter 2021 

B. LACERA Internal Audit Charter 2021 
 

Noted and Reviewed: 

 

 

 _________________ 

Richard P. Bendall  
Chief Audit Executive 
 

CL:nka 

https://www.theiia.org/en/standards/2024-standards/global-internal-audit-standards/
https://www.theiia.org/en/standards/2024-standards/global-internal-audit-standards/
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I. CHARTER 

AUDIT COMMITTEE CHARTER 

 
 

This Charter establishes the authority and responsibilities of the Audit Committee, as assigned 
by Los Angeles County Employees Retirement Association’s (LACERA) Board of Retirement 
and Board of Investments (Boards). The Audit Committee Charter is a living document and 
should be reviewed at least every three years. 

 
II. PURPOSE AND ASSIGNED FIDUCIARY OVERSIGHT DUTIES 

In November 2003, LACERA’s Boards established the LACERA Audit Committee. 
 

The purpose of the Audit Committee is to assist the Boards in fulfilling their fiduciary oversight 
duties for the: 

A. Internal Audit Activity 
B. Professional Service Provider Activity 
C. Financial Reporting Process 
D. Values and Ethics, and 
E. Organizational Governance 
F. Audit Committee and Internal Audit Budget 

 
III. PRINCIPLES OF THE AUDIT COMMITTEE 

The Audit Committee will conduct itself in accordance with LACERA’s Code of Ethical Conduct 
and the following core principles from the Institute of Internal Auditors’ (IIA) Code of Ethics. 
The Audit Committee expects the Boards, Management, and staff will also adhere to these 
requirements. 

 
Integrity – The Audit Committee Members will perform their work with honesty, diligence, 
and responsibility. The Audit Committee expects and will encourage transparency when 
fulfilling its duties. Communications between Committee Members, Management, staff, 
and/or Professional Service Providers will be open, direct, and complete. Subject to applicable 
laws and organizational limitations, Internal Audit will regularly provide the Audit Committee 
with updates on audit and consulting projects completed and related findings and follow-up. 

 
Independence & Objectivity - The Audit Committee will perform its responsibilities in an 
independent manner and in compliance with fiduciary duty without exception. Audit 
Committee Members will disclose any conflicts of interest (actual or perceived) to the 
Committee. 

 
Confidentiality – The Audit Committee Members will be prudent in the use and protection of 
information acquired during the course of its duties. 
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Competency - Audit Committee Members will receive formal orientation training on the 
purpose and mandate of the Committee and LACERA’s objectives. Audit Committee Members 
are obligated to prepare for and participate in Committee meetings. 

 
Professional Standards - The Audit Committee will ensure all related work will be handled 
with the highest professional standards consistent with auditing standards of practice and 
industry guidelines. 

 
IV. AUTHORITY 

The Audit Committee will have unrestricted access to Management and staff, and anyrelevant 
information it considers necessary to discharge its duties. All employees are directed to 
cooperate with the Committee and its requests. If access to requested information is denied 
due to legal or confidentiality reasons, the Audit Committee and/or CAE will follow a 
prescribed, Board approved mechanism for resolution of the matter. 

 
The Audit Committee has the authority to conduct or authorize investigations into any 
matters within its scope of duties, including engaging independent counsel and/or other 
advisors it deems necessary. 

 
V. AUDIT COMMITTEE COMPOSITION AND CONSULTANT 

The Audit Committee will consist of seven members: three elected annually from each Board 
and the ex-officio member of both Boards, the Los Angeles County Treasurer. If any elected 
Audit Committee member leaves Board service or resigns from the Audit Committee prior to 
the completion of his or her term, the Board of the departing member, will elect a new Audit 
Committee member at the next regularly scheduled Board meeting. 
The Committee shall have the authority to approve the hiring of the Audit Committee 
Consultant as an advisor through a Request for Proposal process. The Audit Committee 
Consultant will be designated as the audit technical and financial expert, to advise the 
Committee on audit and financial matters. The Audit Committee Consultant’s contract will be 
for three years. 

 
At the first Committee meeting of each calendar year, the Committee shall elect a Chair, Vice 
Chair and Secretary, each to serve for a term of one year or until his or her successor is duly 
elected and qualified, whichever is less. In the event of a vacancy in the office of Chair, the 
Vice Chair shall immediately assume the office of Chair for the remainder of the term. In the 
event of a vacancy in the office of Vice Chair or Secretary, the Committee shall elect one of its 
members to fill such vacancy for the remainder of the term, at its next regular meeting. 
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VI. AUDIT COMMITTEE MEETINGS 
 

The Audit Committee will conduct regular meetings at least four times per year, with authority 
to convene additional meetings, as circumstances require. The time frame between Audit 
Committee meetings should not exceed four months. 

 
All Committee Members are expected to attend each meeting. 

 
All meetings of the Audit Committee shall be as noticed as joint meetings with the Board of 
Retirement and Board of Investments to allow for participation of all trustees in open and 
closed session Audit Committee discussions, provided that non-committee trustees may not 
make or second motions or vote and provided further that closed sessions to discuss the 
CAE’s annual assessment and the Committee’s recommendation to the Boards regarding the 
appointment, discipline, dismissal, and/or removal of the CAE shall be noticed for attendance 
by Committee members only. 

 
Regular meeting notices and agendas will be posted at least 72 hours in advance of the regular 
meetings and will be made available to the public in accordance with the Ralph M. Brown Act 
(Government Code Sections 54950, et seq.). Public documents referred to in the agenda will 
be made available for review at the office of the staff secretary to the Committee and also 
published on the LACERA website, lacera.com. The Committee will invite members of 
Management, Internal Auditors, Financial Auditors, all other Professional Service Providers, 
and/or others to attend meetings and provide pertinent information, as necessary. 

Special meetings of the Committee may be called in the manner provided by Government 
Code Section 54956(a). The Committee will have such other powers as provided in the Brown 
Act. 

 
Robert’s Rules of Order, except as otherwise provided herein, shall guide the Committee in 
its proceedings; however, the Chair of the Committee shall have the same rights to vote and 
participate in discussions as any other member of the Committee without relinquishing the 
chair. The order of business shall be as determined by formal action of the Committee. Four 
members of the seven-member Audit Committee, constitute a quorum. 
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The Secretary of the Committee shall cause to be recorded in the minutes the time and place 
of each meeting of the Committee, the names of the members present, all official acts of the 
Committee, the votes given by members except when the action is unanimous, and when 
requested by a member, that member’s dissent or approval with his or her reasons, and shall 
cause the minutes to be written forthwith and presented for approval at the next regular 
meeting. 

 
VII. RESPONSIBILITIES 

A. Internal Audit Activity 

1. Internal Audit Strategy and Annual Plan 
a. Review and provide input on Internal Audit’s annual risk assessment. 

b. Review and approve Internal Audit’s Annual Audit Plan (Plan) and resource plan, 
make recommendations concerning audit projects. 

c. Review and monitor Internal Audit’s activity relative to its Plan. Review and 
approve all major changes to the Plan. 

 
2. Internal Audit Engagement & Follow-Up 

a. Review and discuss engagement reports to take the following action(s): 

i. accept and file report, 

ii. instruct staff to forward report to Boards or Committees, 

iii. make recommendations to the Boards or Committees regarding 
actions as may be required based on audit findings and/or, 

iv. provide further instruction to staff. 

b. Monitor Internal Audit’s recommendations to ensure Management has 
adequately and timely addressed the risk(s) identified, either through 
implementing a new policy, procedure, or process, or accepting the associated 
risk. 

c. Inquire whether any evidence of fraud has been identified during internal or 
external audit engagements, and evaluate what additional actions, if any, should 
be taken. 

d. Inquire whether any audit or non-audit engagements have been completed but 
not reported to the Audit Committee; if so, inquire whether any matters of 
significance arose from such work. 

e. Review and advise Management and the Boards on the results of any special 
investigations. 
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3. Standards Conformance 
a. Approve the Internal Audit Charter. 

b. Ensure the Internal Audit Division conforms with the IIA’s International Standards 
for the Professional Practice of Internal Audit, particularly the independence of 
Internal Audit and its organizational structure. 

c. Ensure the Internal Audit Division has a quality assurance and improvement 
program (QAIP), and that the results of these periodic assessments are presented 
to the Audit Committee. 

d. Ensure the Internal Audit Division has an external quality assurance review every 
five years. Review the results of the external quality assurance review and monitor 
the implementation of related recommendations. 

Advise the Boards about any recommendations for the continuous improvement 
of the internal audit activity. 

 
4. Chief Audit Executive (CAE) 

Since the CAE reports to the Chief Executive Officer (CEO) for administrative purposes, 
but to the Audit Committee for functional purposes, the Audit Committee will be 
responsible for the following: 
a. Make recommendations to both Boards regarding the appointment, discipline, 

dismissal, and/or removal of the CAE, which will be addressed by the Boards in a 
joint meeting. Both Boards will make the final decisions as to the appointment, 
discipline, dismissal, and/or removal of the CAE. The CEO has authority to 
administer minor discipline, which is limited to counseling memos and written 
warnings, with notice of such discipline to be provided to the Committee and the 
Boards at their next meetings. Consideration by the Boards and the Committee 
concerning the appointment, discipline, dismissal, and/ or removal of the CAE will 
be made in executive session under Government Code Section 54957(b). 

b. Perform the CAE’s annual assessment with qualitative input from the CAE and 
CEO. The Committee’s discussion regarding the CAE’s annual performance 
evaluation will be made in executive session under Government Code Section 
54957(b). 

c. Administer the CAE’s annual salary adjustment using the Boards’ established 
compensation structure. 

B. Professional Service Provider Activity 
The Audit Committee is responsible for the oversight of all work performed by 
professional service providers (Service Providers) for audits, reviews, or investigations, 
including the audit of LACERA’s financial statements. 
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1. Approve the appointment and compensation of the Financial Auditor, hired to 
perform an independent audit of LACERA’s financial statements. Oversee the workof 
the Financial Auditor, including review of the Financial Auditor’s proposed audit scope 
and approach, as well as coordination with Internal Audit and Management. 

 
2. Approve the appointment and compensation of other Professional Service Providers, 

hired to perform non-financial statement audits, reviews or consulting, subject to 
limitations due to confidentiality, legal standards, and/or where approval will clearly 
impair the purpose or methods of the audit. 

 
3. Review the Professional Service Providers, including the Financial Auditor, and 

Management the results of the work performed, any findings and recommendations, 
Management’s responses, and actions taken to implement the audit 
recommendations. 

4.  Resolve any significant disagreements regarding risks, findings and/or compensation 
between management and Professional Service Providers 

 
C. Financial Reporting Process 

The Audit Committee is responsible for oversight of the independent audit of LACERA’s 
financial statements, including but not limited to overseeing the resolution of audit 
findings in areas such as internal control, legal, regulatory compliance, and ethics. 

 
1. Review significant accounting and reporting issues, including complex or unusual 

transactions and highly judgmental areas, recent professional and regulatory 
pronouncements, and understand their impact on the financial statements. 

 
2. Review with Management and the Financial Auditors the results of the audit, including 

any difficulties encountered. 
 

3. Review the annual financial statements, consider whether they are complete, 
consistent with information known to Committee members, and reflect appropriate 
accounting principles. 

 
4. Review with Management and the Financial Auditors all matters required to be 

communicated to the Committee under Generally Accepted Auditing Standards. 
 

D. Values and Ethics 
 

1. Review and assess LACERA’s Code of Ethical Conduct established by the Boards and 
Management. 

 
2. Annually, review Management’s process for communicating LACERA’s Code of Ethical 

Conduct to Trustees, Management, and staff, and for monitoring compliance 
therewith. 
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3. Review reports received relating to conflicts of interest and ethics issues, and if 
appropriate, make a recommendation to the Boards. 

E. Organizational Governance 
To obtain reasonable assurance with respect to LACERA’s governance process, the Audit 
Committee will review and provide advice on the governance process established and 
maintained, and the procedures in place to ensure they are operating as intended. 

 
1. Risk Management 

a. Annually review LACERA’s risk profile. 

b. Obtain from the CAE an annual report on Management’s implementation and 
maintenance of an appropriate enterprise-wide risk management process. Provide 
advice on the risk management processes established and maintained, and the 
procedures in place to ensure that they are operating as intended. 

c. Provide oversight on significant risk exposures and control issues, including fraud 
risks, governance issues, and other matters needed or requested by Management 
and the Boards. 

 
2. Fraud 

a. Oversee Management’s arrangements for the prevention and detection of fraud, 
including ensuring adequate time is spent discussing and raising awareness about 
fraud and the Hotline. 

b. Review a summary of Hotline reports, and if appropriate make a recommendation 
to the Boards. 

 
3. System of Internal Controls 

a. Consider the effectiveness of LACERA’s internal control system, including 
information technology security and control, as well as all other aspects of 
LACERA’s operations. 

b. Understand the scope of Internal and External Auditors’ review of internal control 
over financial reporting, and obtain reports on significant findings and 
recommendations, together with Management’s responses. 

c. Review and provide advice on control of LACERA as a whole and its individual 
divisions. 

 
4. System of Compliance 

a. Annually, review the effectiveness of Management’s system of compliance with 
laws, regulations, policies, and procedures that are business critical. 



b. As needed, review the observations and findings of any examinations by
regulatory agencies.

c. Obtain regular updates from Management and LACERA’s Legal Office regarding
compliance matters.

d. At least annually, review reported activity to ensure issues of fraud,
noncompliance, and/or inappropriate activities are being addressed.

F. Audit Committee and Internal Audit Budget
LACERA will provide appropriate funding, as determined by the Audit Committee,
for compensation to the Financial Auditor, to any Professional Service Provider that
the Audit Committee chooses to engage, and for payment of ordinary
administrative expenses of the Audit Committee that are necessary or appropriate
in carrying out its duties.

G. Other Responsibilities
1. Report to the Boards as needed about the Audit Committee’s activities, issues, and

related recommendations.

2. Provide an open avenue of communication between Internal Audit, all Professional
Service Providers, including the Financial Auditor, Management, and the Boards.

3. Perform other activities related to this Charter as requested by the Boards.

4. Review and assess the adequacy of the Committee’s Charter at least every three
years, requesting the Boards’ approval for proposed changes.

VIII. APPROVAL
This Charter was reviewed by the Audit Committee on April 23, 2021, and approved by the Board
of Retirement on July 7, 2021, and the Board of Investments on July 14, 2021. This Charter is thereby
effective July 14, 2021 and is hereby signed by the following persons who have authority and
responsibilities under this Charter.

  ____________________________________  ___________________________  
Joseph Kelly Date 
Chair, Audit Committee 

 ____________________________________  ___________________________ 

Keith Knox Date 
Chair, Board of Investments 

 ____________________________________  ___________________________ 

Alan Bernstein Date 
Chair, Board of Retirement 

Joseph Kelly

Keith Knox

Alan Bernstein

July 19, 2021

July 19, 2021

July 19, 2021
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INTERNAL AUDIT CHARTER 

I. PURPOSE AND MISSION
The purpose of Internal Audit is to provide independent and objective assurance services,
and consulting services designed to add value and improve LACERA’s operations.  The mission
of Internal Audit is to enhance and protect LACERA’s organizational values by providing risk-
based and objective assurance, advice, and insight. Internal Audit helps the organization
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of governance, risk management, and control processes.

II. ROLE
The internal audit activity was established by the Audit Committee.  Internal Audit’s
responsibilities are defined by the Audit Committee as part of the Audit Committee’s
oversight role.

III. OBJECTIVES
A. Assurance Objectives

The goal of assurance services is to provide an objective examination of evidence for the
purpose of providing an independent assessment to Management and the Audit
Committee on governance, risk management, and control processes for LACERA.
Assurance services include audits and continuous process testing to assess if the
organization’s assets are adequately safeguarded, operating efficiency is enhanced, and
compliance is maintained with prescribed laws and LACERA policies.  Assurance services
also include the independent assessment of the organization’s risk awareness, reliability,
and integrity of the organization’s data and the achievement of LACERA’s goals and
objectives.

B. Consulting Objectives
The objective of consulting services is to provide Management with formal assessments
and advice for improving LACERA’s governance, risk management, and control processes,
without Internal Audit assuming Management responsibility.  Internal Audit will
participate as consultants in the assessment and review of controls, policies, procedures,
and systems, both manual and electronic.  In addition, opportunities for improving
management controls, and LACERA’s image may be identified during audits; and these
will be communicated to the appropriate level of Management.

C. Advisory Objectives
The objective of advisory services is to provide informal advice to Management.  Having
Internal Audit consult at the beginning of a project, aids management in identifying and
managing risks effectively, and designing adequate internal controls.  Examples of
advisory services include participating in various committees in ex-officio capacity;
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providing routine advice on policies, establishing controls, providing training and risk 
management tools, and facilitating meetings.   
 

IV. STANDARDS FOR THE PROFESSIONAL PRACTICE OF INTERNAL AUDITING  
Internal Audit will govern itself by adherence to the mandatory elements of The Institute of 
Internal Auditors’ International Professional International Professional Practices Framework, 
including the Core Principles for the Professional Practice of Internal Auditing, the Code of 
Ethics, the International Standards for the Professional Practice of Internal Auditing, and the 
Definition of Internal Auditing.  The CAE will report periodically to executive management 
and the Audit Committee regarding Internal Audit’s conformance to the Code of Ethics and 
the Standards.   

 
Additionally, Internal Audit will obtain guidance from the professional standards and 
practices of other, relevant professional organizations, including but not limited to, the 
American Institute of Certified Public Accountants, the Information Systems Audit and 
Control Association, the Associate of Certified Fraud Examiners, and the Association of Public 
Pension Fund Auditors.   

 
V. ORGANIZATION 

The Chief Audit Executive (CAE) reports functionally to the Audit Committee of the Board of 
Investments and Board of Retirement, and administratively to the Chief Executive Officer.  
This reporting structure provides for Internal Audit’s independence and objectivity as 
required by professional standards.   

 
The Audit Committee’s roles and responsibilities are defined in the Audit Committee Charter.  
 

VI. AUTHORITY  
Internal Audit, with strict accountability for confidentiality, and safeguarding of records and 
information, is authorized full, free, and unrestricted access to any and all of LACERA’s hard 
copy and electronic records, data maintained within IT systems or databases, physical 
properties, and personnel pertinent to carrying out any engagement.  All employees are 
requested to assist Internal Audit in fulfilling its roles and responsibilities.   
 
The CAE will have unrestricted access to, and communicate directly with the Audit Committee 
and Boards, subject to the requirements of the Ralph M. Brown Act (Government Code 
Section 54950, et seq.). 
 

VII.  INDEPENDENCE AND OBJECTIVITY 
Internal Audit will remain free from interference by any element in the organization, including 
matters of audit selection, scope, procedures, frequency, timing, or report content to permit 
maintenance of a necessary independent and objective mental attitude.  
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Internal Audit will be diligent in monitoring its own potential conflicts of interest in 
performing its Mission, Objectives, and Responsibility under this Charter.  Where a conflict is 
identified, the Audit Committee will be advised, and a determination will be made by the 
Committee as to whether to proceed and procure an independent outside auditor. Internal 
Auditors will have no direct operational responsibility or authority over any of the activities 
audited.  Accordingly, they will not implement internal controls, develop procedures, install 
systems, prepare records, or engage in any other activity that may impair the Internal 
Auditor’s judgment.  
 
Internal Auditors will exhibit the highest level of professional objectivity in gathering, 
evaluating, and communicating information about the activity or process being examined.  
Internal Auditors will make a balanced assessment of all the relevant circumstances and not 
be unduly influenced by their own interests or by others in forming judgments.  
 
The CAE will confirm to the Audit Committee, at least annually, the organizational 
independence of the Internal Audit division. The CAE will disclose to the Audit Committee any 
interference and related implications in determining the scope of internal auditing, 
performing work, and/or communicating results.  

   
VIII. SCOPE OF INTERNAL AUDIT ACTIVITIES  

The scope of internal auditing encompasses, but is not limited to, the examination and 
evaluation of the adequacy and effectiveness of LACERA’s governance, risk management, and 
control processes as well as the quality of performance in carrying out assigned 
responsibilities to achieve the organization’s stated goals and objectives.  
  
A. LACERA’s Operations 

1. Assess that management has established processes and systems that are 
operating within the highest fiduciary standards and are directed toward the 
requirements defined in the Federal and state laws, regulations, and LACERA 
policies and procedures.  

2. Evaluate the efficiency and effectiveness of processes and resources deployed.  

3. Review the reliability and integrity of financial and operational information, and 
the means used to identify, measure, classify, and report such information.  

B. Values & Ethics  

1. Assess LACERA’s processes for promoting appropriate ethics and values within the 
organization.  
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2. Review Management’s process for communicating and monitoring compliance 
with LACERA’s Code of Ethical Conduct for all stakeholders.  

C. Organizational Governance 

1. Risk Management 

a.   Assess business risks and effectiveness of mitigating control mechanisms.  

b. Assess Management’s implementation and maintenance of an appropriate 
enterprise wide risk management process.  

2. Fraud  

a.   Assess LACERA’s processes for preventing and detecting fraud.  

b. Oversee LACERA’s Ethics Hotline process.  

3. System of Internal Controls  

a. Review Management’s established system of internal control to ascertain     
whether it is functioning as designed.  

4. System of Compliance  

a. Review the effectiveness of Management’s system of compliance with laws,  
regulations, policies, and procedures that are business critical. 

D. Other Responsibilities  

1. Evaluate the quality of performance of Professional Service Providers, including 
the Financial Auditor, and the degree of coordination with Internal Audit. 

2. Evaluate specific operations at the request of the Audit Committee, Boards, or 
Management, as appropriate.   
 

IX. ACCOUNTABILITY  

The CAE, in the discharge of his/her duties, shall be accountable to Management and the 
Audit Committee to:  

A. Select, train, develop, and retain a competent Internal Audit staff that collectively 
has the abilities, knowledge, skills, experience, and professional certifications to 
meet the requirements of this Charter.  Report to the Audit Committee significant 
changes in Internal Audit personnel.  

B. Annually develop a flexible audit plan using an appropriate risk-based methodology, 
including any risks or control concerns identified by Management, the Audit 
Committee, or the Boards.  Submit the annual Audit Plan and significant interim 
changes to Executive Management and the Audit Committee for review and 
approval.   
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C. Annually provide a proposed budget that corresponds to the annual Audit Plan.  

D. Issue reports to Management and the Audit Committee, at the conclusion of each 
Internal Audit engagement.  The written reports will include Management’s 
responses, and if applicable, Management’s timetable for implementing 
recommendations or corrective actions.   

E. Establish and maintain a follow-up system to monitor the disposition of results 
communicated to Management and ensure Management actions have been 
effectively implemented or that Executive Management has accepted the risk of not 
taking action.  

F. Annually provide an assessment on Management’s process for communicating and 
monitoring compliance with LACERA’s Ethical Code of Conduct for all stakeholders. 

G. Annually provide an assessment on the adequacy and effectiveness of LACERA’s 
organizational governance, including risk management, fraud, system of controls, 
and system of compliance.  

H. Provide a summary of all cases reported to the Ethics Hotline at each Audit 
Committee meeting.  

I. Report significant issues related to the processes for controlling the activities of 
LACERA and its affiliates, including potential improvements to those processes, and 
provide information concerning such issues through resolution.  

J. Periodically provide information on the status and results of the annual audit plan 
and the sufficiency of department resources.  

 
X. QUALITY ASSURANCE AND IMPROVEMENT PROGRAM 

Internal Audit will maintain a quality assurance and improvement program that covers all 
aspects of the division’s activities.  The program will include an evaluation of the division’s 
conformance with the Definition of Internal Auditing and the Standards, and an evaluation of 
whether internal auditors apply the Code of Ethics.  The program also assesses the efficiency 
and effectiveness of Internal Audit’s activity and identifies opportunities for improvement.   
 
The CAE will communicate to Executive Management and the Audit Committee on the 
Internal Audit division’s quality assurance and improvement program, including the results of 
internal assessments and external assessments which are conducted at least once every five 
years by a qualified, independent assessor.   
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XI. APPROVAL
This Internal Audit Charter (“IA Charter”) was reviewed and adopted by the Audit Committee
on August 26, 2021 . This IA Charter is thereby effective this day and is hereby signed by the
following persons who have authority and responsibilities under this Charter.

APPROVED AND ADOPTED BY: 

Joseph Kelly  
Chair, Audit Committee 

Date Santos H. Kreimann 
Chief Executive Officer 

Date 

Richard Bendall Date 
Chief Audit Executive 

09/15/21Signature on File Signature on File

Signature on File 09/15/21

09/15/21



Los Angeles County Employees Retirement Association

2024 Audit Committee 

Orientation 

Presented by:

 Christina Logan, Principal Internal Auditor

 Nathan K. Amick, Senior Internal Auditor
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Agenda

▪ Audit Committee
▪ Internal Audit

▪ Global Internal Audit Standards
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Purpose of the Audit Committee
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Committee Authority includes:

 

• Oversee work of Internal and External 

Audit activity

• Select, oversee, and compensate 

External Financial Auditor

• Conduct or authorize investigation

• Unrestricted access to management, 

staff, and relevant information
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Principles of the Audit Committee
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Integrity
Independence 
& Objectivity

Confidentiality

Competency
Professional 
Standards

The Audit Committee will conduct itself in accordance with LACERA’s Code

of Ethical Conduct and core principles from the Institute of Internal Auditors

(IIA) Code of Ethics.
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IIA’s Key Definition
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• The IIA defines the board as “the highest-level governing body (e.g., a board of
directors, a supervisory board, or a board of governors or trustees)
charged with the responsibility to direct and/or oversee the organization’s
activities and hold senior management accountable.

• The word “board” in the IIA Standards may refer to a committee or another
body to which the governing body has delegated certain functions (e.g., an
audit committee).
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Audit Committee Charter
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Audit Committee Charter

▪Defines the audit committee’s purpose,
authority, and responsibility

▪Establishes the audit committee’s
responsibility and fiduciary oversight
duties

oInternal audit activity

oProfessional service provider activity

oFinancial reporting process

oValues and ethics

oOrganizational governance

Review & Approval of Charter

▪Reviewed at least every three years

▪Last reviewed by the Committee on

April 2021

▪Last approved by the BOR and BOI

July 2021

▪Planned realignment of Charter - June 

2024 

The Audit Committee Charter establishes the authority and responsibilities of
the Audit Committee, as assigned by LACERA's Board of Retirement and
Board of Investments.
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Audit Committee Consultant
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▪ Advanced degree and related certifications

▪ Prior experience advising Audit Committees

▪ Specific knowledge of ’37 Act Pension Systems

▪ Broad knowledge of public pension and investment practices and emerging trends

▪ Knowledge of financial regulatory sources (GASB, GAAP, GAAS, etc.)

▪ Strong sense of corporate governance

The Audit Committee hires an Audit Committee Consultant as the technical 
and financial expert to advise the Committee on audit and financial matters.

Requirements for a Consultant

Current Consultant

Larry Jensen, Principal Audit & Risk Management Services

Approved by the Audit Committee in December 2023

▪Contract expires December 2026, with an option to extend for two one-year terms
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Overview - Internal Audit Division
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Mission:

Enhance and protect LACERA’s

organizational values by providing risk-

based and objective assurance, advice,

and insight.

Purpose:

Provide independent and objective

assurance, consulting, and advisory

services that are designed to add value

and improve LACERA’s operations.

Assurance / Audit Engagements

Consulting Engagements

Advisory Engagements
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IA’s Organizational Independence
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Internal Audit reports functionally to the Audit Committee to ensure Management

cannot unduly influence the nature or scope of audit work. Meetings are held to keep

the Audit Committee abreast of Internal Audit’s work, and risks and issues.

Internal Audit reports administratively to the Chief Executive Officer.

Key Take-Away: Internal Audit is independent of operations.
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Key Principles of Internal Audit 
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Internal Audit and its staff will conduct itself in accordance with LACERA’s Code of

Ethical Conduct and core principles from the Institute of Internal Auditors (IIA) Code of

Ethics.

Annually, Internal Audit staff are required to attend a two-hour IIA Ethics course and

acknowledge the IIA’s Standards regarding Independence & Objectivity, Proficiency &

Due Care, and the Code of Ethics. This was last completed in December 2023 with no

exceptions.
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Internal Audit Charter
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Internal Audit Charter

▪Defines the internal audit activity's

purpose, authority, and responsibility

▪Establishes the internal audit activity's

position within the organization

▪Defines the nature of the chief audit

executive’s functional reporting

 relationship with the board

▪Defines the scope of internal audit

activities

Review & Approval

▪Reviewed annually by staff and

present changes to Committee when

necessary

▪Last reviewed by Audit Staff in 2023 – 

No changes were made because the 

IIA released revised standards in 

January 2024. 

▪Planned realignment of Charter in June 

2024

The IIA Standards 1000 and 1010 requires an internal audit charter to define the
purpose, authority, and responsibility of internal audit activity and to recognize the
mandatory guidance in the audit charter.
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New Global Internal Audit Standards

• January 2024 -  new Global Internal Audit Standards 

“Standards” were released. 

• April 2024 – ensure Internal Audit understands new 

Standards and how it will impact our division. 

• June 2024 – bring revised Audit Committee and Internal 

Audit Charters to Committee for review and approval.

• October 2024 – perform a self-assessment to gauge our 

readiness to conform. 

• December 2024 – ensure gaps identified in self-

assessment have been addressed. 

• January 2025 – Standards become effective. 

https://www.theiia.org/en/standards/2024-standards/global-internal-audit-standards/
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Resources for Internal Auditors
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• Association of Public Pension Fund Auditors (APPFA)

• American Institute of Certified Public Accountants (AICPA)

• Association of Certified Fraud Examiners (ACFE)

• Information Systems Audit and Control Association (ISACA)

• Committee of Sponsoring Organizations of the Treadway Commission (COSO)
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Questions or Comments
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March 6, 2024 

  
TO: 2024 Audit Committee  

Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

      
    Audit Committee Consultant  

Larry Jensen 

   

FROM: Richard P.  Bendall   
  Chief Audit Executive 
    
FOR: March 18, 2024 Audit Committee Meeting   

  

SUBJECT: Annual Audit Planning for Fiscal Year 2024-2025  
  
According to The Institute of Internal Auditor’s (IIA) International Standard 2010 for 
Planning[i], the Chief Audit Executive (CAE) must establish a risk-based plan to 
determine the priorities of the internal audit activity and ensure audit resources are 
appropriately allocated to address top priorities and key risk areas for the 
organization. Generally, audit plans are developed in three phases: define and refine 
the audit universe, assess the risks, and develop the plan.  
  
We will be presenting our Audit Planning Process, including a discussion on current 
risks identified through external research and resources. Please find the following 
attachments related to this item: 
 
Attachments 

A. Presentation slides on Annual Audit Planning for Fiscal Year 2024-2025 
B. 2024 Division Risk Survey 
C. The IIA’s 2022 OnRisk Report 
D. The Internal Audit Foundation’s 2024 Risk In Focus Report 
 

 
 
 
 
 
 
 
 
[i] For IIA Standard 2010, refer to website at www.globaliia.org/standards-guidance or www.theiia.org/guidance 

https://usc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=en-US&rs=en-US&wopisrc=https%3A%2F%2F4lacera.sharepoint.com%2Fsites%2FInternalAuditDivision%2F_vti_bin%2Fwopi.ashx%2Ffiles%2Fc54deb18821b457392a660ed64bccee4&wdenableroaming=1&mscc=1&hid=548012A1-D0D7-4000-FCDF-C95515F80D44.0&uih=sharepointcom&wdlcid=en-US&jsapi=1&jsapiver=v2&corrid=fa5aec39-f229-5de3-548f-05cc3b5e3c38&usid=fa5aec39-f229-5de3-548f-05cc3b5e3c38&newsession=1&sftc=1&uihit=docaspx&muv=1&cac=1&sams=1&mtf=1&sfp=1&sdp=1&hch=1&hwfh=1&dchat=1&sc=%7B%22pmo%22%3A%22https%3A%2F%2F4lacera.sharepoint.com%22%2C%22pmshare%22%3Atrue%7D&ctp=LeastProtected&rct=Normal&wdorigin=ItemsView&wdhostclicktime=1709763490079&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush#_edn1
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Agenda
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* At the December 2023 Audit Committee, The Committee selected Larry Jensen to be their Audit Committee Consultant. A 
contract with Mr. Jensen was finalized on  February 1, 2024.

Overview of Audit 
Planning 

Current Risks  
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Overview of Audit Planning
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Los Angeles County Employees Retirement AssociationInternal Audit 

Overview of Internal Audit Process

4
4

RISK ASSESSMENT AUDIT PLAN PLANNING
FIELDWORK & 

DOCUMENTATION
REPORT TO 

AUDIT COMMITTEE

ASSESS DEVELOP & REVIEW PLAN REPORT & TRACKEXECUTE

▪ Perform risk 

assessment.

▪ Measure the risk of 

each areas identified in 

the audit universe and 

assign a risk rating 

  (High, Medium, Low)

▪ Establish a schedule 

of audits by 

process/area based 

on annual risk 

assessment and 

previous year’s audit 

results.

▪ Determine staffing 

needs.

▪ Audit engagement 

memo sent to all 

divisions being 

audited.

▪ Internal Audit meets 

with division/area 

management to 

review risks areas 

and determine audit 

scope.

▪ Internal Audit 

performs audit.

▪ Findings reviewed 

with division/area 

management.

▪ Exit meeting held to 

finalize audit findings 

and review 

management’s plan 

for remediation.

▪ Complete audits 

reported to Audit 

Committee.

▪ Outstanding audit 

finding tracking report 

shared with Audit 

Committee.

▪ Status of annual audit 

plan presented to Audit 

Committee.

AUDIT UNIVERSE

DEFINE

▪ Evaluate current audit 

universe by utilizing 

multiple sources of 

information.

▪ Update audit universe 

to include added or 

removed audit ideas.

Audit Plan ExecutionAudit Planning



Los Angeles County Employees Retirement Association

Annual Audit Planning for FYE 2024

Based on: 
• Cyclical / known risk areas
• Review AC & IA Charters
• Review past audit findings & 

recommendations

Based on: 
• Evaluate current risks in industry 
• Evaluate recent organizational changes 
• Evaluate if needed to update universe

Based on:
• Understand the organization’s risk areas
• Input from Audit Committee 
• Review Division Budget Highlights
• Update divisional risk surveys
• Interview Division Managers and staff
• Assess the risk of each area identified in 

the audit universe• With input from Executive Office and 
Audit Committee

• Committee Approval of Audit Plan

Propose Audit Plan & Budget

Define/Refine Audit Universe 

Complete Audit Universe & 
FYE 2023 Audit Plan 

Assess Risk 

March
Meeting

June
Meeting

5



Los Angeles County Employees Retirement Association

Administrative

Investments

Member 
Operations

Executive 

Member 
Services

Benefits 
Services

Comm.

Quality 
Assurance

Disability 
Retirement

Retiree 
Healthcare

Information 
Systems 

Human 
Resources

Finance & 
Accounting 

Services 

Administrative 
Services

Legal 

InfoSec

Audit Universe by Organization Structure
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Snipit of 2024 Divisional Risk Survey
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Current Risks
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Los Angeles County Employees Retirement Association

OnRisk 2022 Report

Published by the Institute of Internal Auditors (IIA) in December 2022
• Identified 12 key risks organizations face for 2022 and beyond

• Brought together key risk management players: Management/C-Suite, and Chief Audit 
Executives (CAEs)

• Focused on organizational knowledge, capability, and relevance related to each risk

9
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2024 Risk In Focus Report
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Risk Description of what the risk examines

Cybersecurity Are organizations sufficiently prepared to manage cyber threats that could cause

disruption & reputational harm

Human Capital The challenges organizations face in identifying, acquiring, upskilling, and retaining

the right talent to achieve their objectives.

Organizational Governance Whether organizations’ governance assists or hinders achievement of objectives.

Data Privacy How organizations protect sensitive data in their care and ensure compliance to all

applicable laws and regulations.

Culture Do organizations understand, monitor, and manage the tone, incentives, and actions

that drive the desired behavior.

Fraud Organizations ability to prevent, detect and take corrective action related to fraud.

Change in Regulatory 
Environment

The challenges organizations face in a dynamic and ambiguous regulatory

environment.

Supplier & Vendor Management Organizations’ abilities to select and monitor third-party relationships.

Disruptive Innovation Whether organizations are prepared to adapt to and/or capitalize on disruption.

Financial Liquidity Risk to an organizations financial condition arising from inability to meet

contractual obligations.

Top Risks per OnRisk & Risk in Focus Reports

11
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2024 Risk and Our Current Audit Plan

Top Risk Areas Audit Project

Cybersecurity Application Security Review and Support of Information 

Security

Organizational Governance Strategic Plan – Compliance and Enterprise Risk 

Management

Talent Management Follow up on 2022 Review of HR Recruiting by Eide Bailey

Business Continuity & Crisis 

Management

Advisory Project included in FY 2024 Audit Plan

12
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Questions
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INTERNAL AUDIT RISK ASSESSMENT QUESTIONNAIRE 
FYE 2023-2024 

PURPOSE:  
As part of Internal Audit’s risk assessment process, we are issuing the attached Risk 
Assessment Questionnaire (Questionnaire) to all managers.  The Questionnaire is one of the 
tools that Internal Audit uses to gauge risk and controls throughout the organization.  We also 
use the Questionnaire for audit planning. 

HOW TO COMPLETE THE QUESTIONNAIRE: 

• For each question, answer yes or no, and provide additional comments in the
“Comment” Section of the Questionnaire.

• A copy of your most recently completed Questionnaire is provided as a reference. You
can copy responses from your prior Questionnaire where applicable.

• Provide responses for each question.  If certain sections of the Questionnaire do not
apply to your Division activities, leave them blank and record N/A in the “Comments”
box.

Please complete the Questionnaire and email it to Richard Bendall, Leisha Collins, and 
Christina Logan, with CC’ to Perla Gonzalez by April 26, 2024 

ATTACHMENT B



 

Internal Audit Division 
2024 Risk Assessment 

 

Division:  Survey Completed By:       Date:  

Instructions:  Please answer the following questions to the best of your ability. When 
answering the questions, you should consider risks associated with work processed within 
your Division and controls implemented to address those risks.   

 

OPERATIONAL OBJECTIVES Yes No Comment 

1. Are key objectives/goals clearly established for 
your Division?  List the key objectives/goals of 
your Division? 

 

 
 

 

2. Have you established key performance 
indicators (KPIs) for each objective. If yes, 
please list the KPIs associated with each 
objective. If the answer is no, please describe 
where you are in the process of developing 
KPIs. 

   

3. Are there significant operational limitations that 
prevent your Division from accomplishing your 
Divisional objectives?  Describe at a high level. 

   

4. Are there any initiatives in LACERA’s Strategic 
Plan that will have a significant impact on your 
Division? If yes, list here. 

   

5. Are your Division’s critical business processes 
addressed in LACERA’s Business Continuity 
Plan? List your Divisions’ critical business 
processes/functions.      

 

 

 

6. Are there any critical processes or functions 
within your Division for which you do not have 
an adequate work-around in the case of a 
disaster? If yes, please describe. 

 

 

 

7. Are there any delays or backlogs in processes 
performed in your Division?  If yes, list backlogs 
and summarize reasons for delay.   

 
 

 

Are documented policies and procedures for all 
key business functions current?  List significant 
processes or procedures that are not 
documented with written procedures.  

 

 

 

8. Are there any specific known control 
weaknesses or areas where controls could be 
further enhanced, (e.g., improved segregation of 
duties, documentation of reconciliations and/or 
approvals, etc.?  If yes, please describe.  

 

 

 

9. Are there factors outside of your Division’s 
control that impact your ability to meet your 
business objectives? If yes, please describe. 
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PERSONNEL YES NO COMMENTS 

10. Do you currently have any vacancies in key 
positions?  How long have these positions been 
vacant?  Describe how these vacancies impact 
your Divisions’ key objectives and completing 
work? 

 

 

 

11. Have there been any significant staffing 
changes in the past year?  How did these 
staffing changes impact your Division?   

  
 

12. Do staff work overtime on a regular basis?  
Describe how overtime hours, and other special 
work requirements (on-call, shift premium) are 
reviewed and approved.  

 

 

 

SIGNIFICANT CHANGES YES NO COMMENTS 

13. Are there any regulatory changes to laws or 
new legislative mandates that will impact your 
Division?  If yes, please list.  

  
  

14. Have there been any significant changes to 
business processes in your Division within the 
past year? If yes, please describe. 

 .  

PRIVACY & DATA MANAGEMENT YES NO COMMENTS 

15. Do you have written Divisional privacy policies 
or procedures? If yes, attach copy to this 
questionnaire. 

   

16. Do any vendors you oversee have access to 
LACERA confidential data (membership 
information or investment information bound by 
non-disclosure agreements)?  If yes, comment 
on how you ensure the data is adequately 
maintained and protected? 

   

COMPLIANCE YES NO COMMENTS 

17. Are there adequate controls in your Division to 
ensure compliance with legal or regulatory 
requirements affecting your Division?  If no, 
please describe. 

 

  

18. Do you have a process for ensuring vendor 
compliance to contract requirements?    

   

19. Describe any areas of noncompliance or 
concerns regarding compliance. 

   

20. Are there any other areas of compliance 
specific to your Division that concern you?  If 
yes, please describe. 
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OTHER YES NO  COMMENTS 

21. Have any frauds, privacy issues or significant 
incidents occurred in your Division in the past 
year. How and to whom were these incidents 
reported? 

 

  

22. What concerns you most about your Division?  
What keeps you up at night? 

   

23. How would you rate, staff’s understanding of 
internal controls and risks from 1 (low) to 5 
(high) 

 
  

24. Provide suggestions on potential audit areas or 
audit risks in LACERA that you believe Internal 
Audit should consider.   

 
  

 

In answering these questions, I have reviewed risks associated with work processed within my 
Division, and controls established to address those risks.    
 

_______________________  ____________________ 
Division Manager Signature  Date 
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xyz	{|	}~�|	{���|zz|�	����	���	��������	����	����	�����	�����	�������������	�������	���	����	�	����	������������	�������	���	����������	���	�����������	��	�������������	����	��	����	�������� 	¡�����	¢������������

£¤¥¦§̈	©ª�������	�������	
��	����	����«¬®¬̄°±²¬	³́ µ	²±¶¬	±	±°·̄²	µ̧	¹	µ	º	µ̄	±	»®±¼¬	µ̧	½	°µ	º 
������	��������								������¾������	��
������								����	��������

����¿	ÀÁÂÃÄÅ	ÆÇÆÆ	E=FAB@EAQ	e<AHFE?=Hu	v?Q	]=?QGACIADPGA	DBA	M?<	DP?<F	AD>J	?c	FJA	c?GG?QE=I	BEH]HÈ	v?Q	BAGA@D=F	DBA	AD>J	?c	FJA	c?GG?QE=I	BEH]H	F?	M?<B	><BBA=F	?BID=ElDFE?=È	É@ABDGGb	J?Q	>DODPGA	EH	M?<B	>?̂ OD=M	QJA=	EF	>?̂ AH	F?	JD=CGE=I	A=FABOBEHAQECA	BEH]È	ÊAHO?=CA=FH	>?<GC	>J??HA	D	BDFE=I	cB?̂ 	D	H>DGA	?c	Ë	F?	Ìb	QEFJ	Ë	PAE=I	FJA	G?QAHF	gÍ=?F	DF	DGGÎj	D=C	Ì	PAE=I	FJA	JEIJAHF	gÍAtFBÂ AGMÎjK	sGG	BAHO?=CA=FHK	Á	Ï	ÐÑK ÒÒÒÓÔÕÖÃÃ×ÓØÙÚ		ÛÜ
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N O R T H  A M E R I C A

20
24

RISK IN
FOCUS
Hot topics
for internal
auditors

Read more

ATTACHMENT D



ABOUT RISK IN FOCUS

N O R T H  A M E R I C A  R E P O R T  S P O N S O R

Reports are based on a worldwide survey to identify 
current and emerging risks for each region, followed 
up with roundtables and interviews to discover leading 
practices for internal auditors.  

Each of The IIA’s six regions will receive two reports:

	 n  Hot Topics for Internal Auditors –  
Detailed reports based on the survey, 
roundtables, and interviews.

	 n  Board Briefing – Summary reports for internal 
auditors to share with stakeholders. 

Global Risk in Focus is a collaborative partnership 
facilitated by the Internal Audit Foundation with 

generous support from IIA regional bodies, IIA 
Institutes, and corporate sponsors. 2024 marks the first 
year the project was conducted worldwide. 

The Risk in Focus methodology was originally created 
in 2016 by the European Institutes Research Group 
(EIRG), which continues to publish it in Europe through 
the European Confederation of Institutes of Internal 
Auditing (ECIIA).  

Reports are available free to the public at The IIA’s 
Risk in Focus resource page and at the websites for 
IIA regional groups: ACIIA (Asia Pacific), AFIIA (Africa), 
ARABCIIA (Middle East), ECIIA (Europe), FLAI (Latin 
America).

Risk in Focus provides practical, data-driven research to help internal auditors and their stakeholders 
understand today’s risk environment and prepare audit plans for the year ahead. 

< PAGE 2 OF 49<

https://www.theiia.org/en/internal-audit-foundation/
https://www.theiia.org/riskinfocus
https://www.aciia.asia/
https://africaiia.org/
https://www.eciia.eu/
https://laflai.org/
http://www.auditboard.com
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EXECUTIVE SUMMARY – NORTH AMERICA
Responding to rapid change 
with collaboration 
After an unprecedented three years of global disruption, North American organizations are seeking 
closer collaboration with stakeholders across their organizations to get in front of the fast-moving risk 
landscape. Internal audit leaders are often acting as advisors to the board and management on mission-
critical projects and retooling audit methodologies to better manage the risks ahead.  

North America Risk in Focus provides 
insight into urgent questions facing CAEs 
and their boards, including:

	 n  What are the top risks organizations 
face in the region? How will these 
develop over the next three years?

	 n  Where are internal auditors investing 
the most time and effort?

	 n  How can internal audit functions help 
their organizations?

Two risks dominate the risk landscape 
for North America in 2024 – cybersecurity 
and human capital, which cut across 
almost every aspect of an organization’s 
operations. By 2027, CAEs expect the 
biggest risk to still be cybersecurity, but 
digital disruption will leap into second 
place – with climate change also seeing 
greatly increased risk levels. 

Among survey respondents worldwide, 

the three areas of highest risk were 
cybersecurity, human capital, and 
business continuity. Across regions there 
was remarkable consensus that digital 
disruption and climate change were the two 
areas expected to increase the most for risk 
level and audit effort. 

The North America Risk in Focus reports 
describe in detail the challenges and 
solutions for urgent risk areas and draw on 
the expertise, experience, and knowledge of 
multiple internal audit leaders throughout 
the region. The featured topics for the North 
America reports are cybersecurity, human 
capital, market changes, and business 
continuity.  

For a summary of findings to provide 
to boards and stakeholders, see North 
America Risk in Focus 2024 – Board 
Briefing. For reports from other regions, 
see the Risk in Focus resource page. < PAGE 4 OF 49<

North America 
Research 
Participation

n	 442 survey responses 
from CAEs and directors

n	 Participating countries: 
U.S. (385), Canada (57)

n	 4 roundtables with  
28 participants

n	 9 in-depth interviews

https://www.theiia.org/RiskinFocusNorthAmerica
https://www.theiia.org/RiskinFocusNorthAmerica
https://www.theiia.org/RiskinFocusNorthAmerica
https://www.theiia.org/riskinfocus


The survey presents 16 risk categories, 
shown below. Respondents are asked to 
choose the top 5 highest for risk level and 
the top 5 highest for internal audit time 
and effort – both for now and three years 
in the future. In reports, the categories are 
referenced by their shortened names. 

For the Risk in Focus 2024 project 
worldwide, survey responses were received 
from 4,207 CAEs and directors in 111 
countries/territories from February 15 to 
July 12, 2023. Eighteen roundtables were 
conducted with 152 participants, followed 
by 40 in-depth interviews.

The Risk in Focus methodology starts with a survey of CAEs and heads of internal 
audit to identify current and emerging risks for each region. The top risks identified 
in the survey are used in follow-up roundtables and interviews with CAEs, academics, 
and other industry experts.  

40
in-depth 

interviews

111
countries/
territories

< PAGE 5 OF 49<

METHODOLOGY

Risk in Focus 2024 Risk Categories
Risk Topic Risk Description Used in the Survey
Business continuity Business continuity, operational resilience, crisis management, and disaster response

Climate change Climate change, biodiversity, and environmental sustainability

Geopolitical uncertainty Macroeconomic and geopolitical uncertainty

Communications/reputation Communications, reputation, and stakeholder relationships

Governance/corporate reporting Organizational governance and corporate reporting

Cybersecurity Cybersecurity and data security

Health and safety Health, safety, and security

Digital disruption Digital disruption, new technology, and AI

Human capital Human capital, diversity, and talent management and retention

Financial liquidity Financial, liquidity, and insolvency risks

Market changes Market changes/competition and customer behavior

Organizational culture Organizational culture

Supply chain and outsourcing Supply chain, outsourcing, and ‘nth’ party risk

Fraud Fraud, bribery, and the criminal exploitation of disruption

Mergers and acquisitions Mergers and acquisitions

Regulatory change Change in laws and regulations

4,207
survey 

responses
from CAEs

152
18

roundtables with 

participants
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SURVEY RESULTS – 
GLOBAL 
Regional comparisons 
The worldwide participation in the Risk in Focus survey provides a rare opportunity 
to compare risk and audit planning between different regions.  
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Global Survey – 
Responses Per 
Region
Africa
Asia Pacific 
Latin America  
(& Caribbean) 
Europe 
North America 
Middle East 
Total 

808
1,035  

956 

799 
442
167

4,207 

The Risk in Focus survey results are 
presented in a series of graphs that show 
survey responses about risk levels and audit 
effort – both now and three years in the 
future. Key findings are summarized below, 
but readers are encouraged to review the 
graphs in detail to obtain further insights.  

Percentages show how many chose an audit 
area as one of the five highest for risk level 
or audit effort at their organization. 

In the graphs, results for risk levels are 
colored blue, and results for audit effort are 
green; current levels are darker shades and 
future levels are lighter.

Figure 1: Top 5 highest risks per  
region – Global 

There is broad consensus worldwide that 
the three areas of highest risk for the 
organizations where CAEs work are:

1.  Cybersecurity

2. Human capital

3. Business continuity

For most regions, regulatory change also 
ranks as a top 5 highest risk, with the 
exception of Africa and Middle East, where 
financial liquidity is more of a concern. 
Reflecting current events and future 
concerns, geopolitical instability topped the 
list for Latin America and Europe. Market 
changes were considered a top risk for Asia 
Pacific and North America, but not in other 
regions.  

Finally, Africa was the only one with fraud as 
a top 5 concern, while the Middle East was 
unique for having governance/corporate 
reporting in their top 5.  

How to use  
survey results
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Another way to look at the data is to 
consider which region had the highest 
risk within each audit area. For example, 
climate change risks were rated highest 
in Europe, compared to other regions. 
Some notable points about highest 
ratings per audit area include:

n  North American respondents gave 
cybersecurity (85%) and human 
capital (65%) the highest risk 
ratings compare to other regions.

n  For Europe, while cybersecurity 
was nearly as high as for North 
America (84%) the other areas of 
high concern were geopolitical 
uncertainty (43%) and climate 
change (31%). Europe was the only 
region where climate change was 
higher than 30%.

n  Latin America shared Europe’s 
concern about geopolitical 
uncertainty (42%), but also 
reported high risk for regulatory 
change (48%) and digital  
disruption (38%).

n  Asia Pacific was particularly 
concerned with business continuity 
(61%) and market changes (47%), 
compared to other regions.

n  The Middle East had much higher 
risk levels for governance/corporate 
reporting (45%) than other regions 
and was also slightly higher for 
communications/reputation (28%).

n  Finally, Africa had a unique mix 
of risks that were higher than 
other regions, including financial 
liquidity (47%), fraud (46%), and 
organizational culture (34%).

Figure 2: Top 5 audit effort per 
region – Global

Although risk levels may vary from region 
to region, the areas of highest effort for 
internal audit are remarkably similar, 
generally in this order:

1.  Cybersecurity

2. Governance/corporate reporting

3. Business continuity

4. Regulatory change

5. Financial liquidity

6. Fraud

The primary area of difference was for 
regulatory change, where audit effort 
percentages were notably lower for Africa 
(35%) and Middle East (35%) than other 
regions, which were at 50% or higher. 

Other specific differences were:

n  Asia Pacific had a lower percentage 
for financial liquidity (35%) than 
the global average (45%).

n  Latin America was lower than 
other regions for effort toward 
governance/corporate reporting 
(46% for Latin America vs. 55% 
global average).

n  North America was much lower 
than the global average for fraud 
effort (26% for North America vs. 
42% global average).

Although risk levels may 
vary from region to region, 
the areas of highest effort 
for internal audit are 
remarkably similar.
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Another way to look at the data is to 
consider which region had the highest 
audit effort within each audit area. In 
many audit areas, the difference in effort 
between regions is small. But there were 
some audit areas where differences were 
notable:

n  North America was much more 
broadly involved in cybersecurity 
(84%) than other regions, with the 
exception of Europe (79%).

n  Africa has more functions putting 
top 5 effort toward fraud (57%) and 
financial liquidity (53%) than other 
regions.

n  Europe has almost double the 
percentage who say climate change 
is top 5 for audit effort (19%) 
compared to the global average 
(11%).

Figure 3: Expected risk change in 
three years – Global 

There is consensus worldwide that risk 
levels will rise in the next three years for 
digital disruption and climate change. 
Both areas saw increases of about 20 
percentage points between current and 
future risk levels. Even more remarkable 
is the increase in ranking for climate 
change, which leaped from fourteenth 
place to fifth.

Figure 4: Expected audit effort change 
in three years – Global 

With risk levels expected to rise for digital 
disruption and climate change, so is the 
amount of time and effort internal audit 
expects to spend in these areas. The 
percentage expecting digital disruption 
to be top 5 for audit effort more than 
doubled - from 22% to 52%. Equally 
remarkable, the percentage for climate 
change more than tripled, from 11% to 34%. 
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There is consensus 
worldwide that risk levels 
will rise in the next three 
years for digital disruption 
and climate change.
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What are the top 5 risks your 
organization will face 3 years from now?

Audit area Average of 
all regions EuropeMiddle

East
North

AmericaAfricaLatin
America

Asia
Pacific

73% 84%70%58%75%66%

32% 26%38%28%47%33%21%

26% 20%30%21%34%26%23%

51% 50%47%39%44%59%

32% 30%26%41%21%26%47%

24% 13%26%9%46%30%22%

47% 35%53%36%52%47%61%

30% 43%16%28%25%42%28%

21% 12%28%21%27%22%18%

39% 43%33%43%32%48%35%

27% 22%45%16%36%18%24%

19% 31%10%12%19%22%22%

34% 33%32%36%33%38%30%

26% 30%28%36%19%16%27%

11%

6%

13%9%17%10%8%12%

8%10%8%3%3%4%

Cybersecurity

Human capital 

Geopolitical uncertainty 

Business continuity

Governance/corporate reporting 

Regulatory change 

Supply chain and outsourcing 

Digital disruption 

Organizational culture 

Financial liquidity 

Fraud

Climate change

Market changes

Communications/reputation  

Health and safety

Mergers and acquisitions

Note: The IIA’s Risk in Focus Global Survey, n = 4,207. Percentages show who ranked the area as one of their top 5 for risk level.  
Dark blue shading indicates the 5 areas of highest risk for that region.

85%

65%

There is broad consensus worldwide that the three areas of highest risk are cybersecurity, 
human capital, and business continuity. n

Highest
risks 

per region

What are the top 5 risks your organization currently faces?
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Top 5 highest risks
per region – Global
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What are the top 5 risks on which internal audit spends the most time and effort?

Note: The IIA’s Risk in Focus Global Survey, n = 4,207. Percentages show who ranked the area as one of their top 5 for audit time and effort.  
Dark green shading indicates the 5 highest audit effort areas for that region.

What are the top 5 risks your 
organization will face 3 years from now?

Audit area Average of 
all regions EuropeMiddle

East
North

AmericaAfricaLatin
America

Asia
Pacific

68% 79%61%54%66%66%

42% 36%43%26%57%47%42%

20% 11%23%20%23%21%

55% 61%64%52%46%54%

34% 36%39%38%32%28%33%

17% 19%16%21%13%12%18%

54% 50%53%53%56%53%59%

30% 26%35%26%33%28%33%

16% 10%14%17%23%

46% 50%35%53%35%50%56%

24% 21%27%17%27%29%23%

11% 7%9%11%8%10%

45% 45%44%46%53%50%35%

22% 21%20%24%24%19%

9%

6%

8%4%12%13%6%

9%

25%

16%15%

19%

25%

8%

8%10%2%5%3%

Cybersecurity

Governance/corporate reporting

Human capital

Business continuity

Organizational culture 

Regulatory change 

Digital disruption

Financial liquidity

Communications/reputation  

Fraud

Health and safety

Climate change

Supply chain and outsourcing 

Market changes

Geopolitical uncertainty

Mergers and acquisitions

84%

55%

Highest 
effort areas 
per region

The areas of highest audit effort across regions are remarkably similar.n
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Top 5 audit effort
per region – Global
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What are the top 5 risks your 
organization currently faces?

What are the top 5 risks your 
organization will face 3 years from now?

1. Cybersecurity

2. Human capital

8. Geopolitical uncertainty

3. Business continuity

9. Governance/corporate reporting

4. Regulatory change

10. Supply chain and outsourcing

5. Digital disruption

11. Organizational culture

6. Financial liquidity

12. Fraud

14. Climate change

16. Mergers and acquisitions

7. Market changes

13. Communications/reputation

15. Health and safety

1. Cybersecurity

2. Digital disruption

8. Market changes

3. Human capital

9. Supply chain and outsourcing

4. Business continuity

10. Financial liquidity

5. Climate change

11. Organizational culture

6. Regulatory change

12. Governance/corporate reporting

14. Communications/reputation

16. Mergers and acquisitions

7. Geopolitical uncertainty

13. Fraud

15. Health and safety

67%

55%

33%

46%

25%

41%

23%

39%

21%

39%

20%

15%

11%

34%

20%

11%

73%

51%

30%

47%

27%

39%

26%

34%

26%

32%

19%

6%

24%

32%

21%

11%

Expected
risk

change

Climate change risks are expected to increase dramatically from the fourteenth to fifth place.n
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Expected risk change 
in 3 years – Global

Figure 3:

Note: The IIA’s Risk in Focus Global Survey, n = 4,207. Percentage who ranked the area as one of their organization’s top 5 highest risks.
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What are the top 5 risks on 
which internal audit spends 
the most time and effort?

What are the top 5 risks you expect 
internal audit to spend the most time 
and effort addressing 3 years from now?

Expected audit effort change 
in 3 years – Global

Figure 4:

Steep rises are expected for internal audit activity related to digital disruption and climate change.

Expected
effort

change

n

1. Cybersecurity

2. Governance/corporate reporting

8. Human capital

3. Business continuity

9. Organizational culture

4. Regulatory change

10. Digital disruption

5. Financial liquidity

11. Communications/reputation

6. Fraud

12. Health and safety

14. Climate change

16. Mergers and acquisitions

7. Supply chain and outsourcing

13. Market changes

15. Geopolitical uncertainty

68%

55%

30%

54%

24%

46%

22%

45%

20%

42%

17%

11%

6%

34%

16%

9%

Note: The IIA’s Risk in Focus Global Survey, n = 4,207. Percentage who ranked the area as one of their organization’s top 5 highest risks.

1. Cybersecurity

2. Digital disruption

8. Fraud

3. Business continuity

9. Financial liquidity

4. Regulatory change

10. Supply chain and outsourcing

5. Governance/corporate reporting

11. Organizational culture

6. Human capital

12. Market changes

14. Geopolitical uncertainty

16. Mergers and acquisitions

7. Climate change

13. Communications/reputation

15. Health and safety

73%

52%

29%

49%

28%

37%

28%

36%

24%

35%

22%

16%

8%

34%

16%

15%
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SURVEY RESULTS – 
NORTH AMERICA 
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Key findings for North America are 
summarized below, but readers are 
encouraged to review the graphs that 
follow in detail to obtain further insights. 
Percentages show how many chose 
an audit area as one of the five highest 
for risk level or audit effort at their 
organization. Results for risk levels are 
colored blue, and results for audit effort 
are green; current levels are darker 
shades and future levels are lighter. 

Figure 5: Current risk levels vs. future 
risk levels – North America 

n  Cybersecurity and human capital 
dominated the risk landscape for 
North America for 2024.

n  In the next three years, digital 
disruption and climate change are 
the risks expected to increase the 
most.

Figure 6: Expected risk level change in 
3 years – North America

n  Digital disruption is expected to 
move from the sixth highest risk 

to the second highest in the next 
three years.

n  Climate-related risks climb into 
ninth position, up from the bottom 
three.

Figure 7: Current audit effort vs. 
future audit effort – North America 

n  Overwhelmingly, CAEs chose 
cybersecurity as a top 5 area for 
internal audit effort (84%).

n  Second place is held by 
governance/corporate reporting, 
but this area is expected to 
decrease in the future.

Figure 8: Expected audit effort change 
in 3 years – North America

n  Steep rises are expected for 
activity to deal with digital 
disruption and climate change.

n  Increases are offset by reductions 
for financial liquidity and 
governance/corporate reporting.

Figure 9: Current risk levels vs. 
current audit effort – North America

n  Governance/corporate reporting 
is low risk for organizations (16%) 

but high effort (55%) for internal 
audit in North America.

n  Effort is low compared to risk for 
geopolitical uncertainty, market 
changes, and climate change, 
but these risks may be addressed 
through financial liquidity, 
business continuity, or supply 
chain.

Figure 10: Future risk levels vs. future 
audit effort – North America

n  Risk levels and effort are expected 
to be closely aligned in the next 
three years for the rising risk areas 
of digital disruption (56% /53%) 
and climate change (30%/27%).

United States
Canada  
Total 

385
57

442

North America 
Survey Responses 
Per Country 

How to use  
survey results
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To better understand audit activities 
in North America, it’s important to 
recognize the effect of Sarbanes-
Oxley (SOX) requirements and ERM 
responsibility on internal audit functions, 
says Richard Chambers, senior audit 
advisor at AuditBoard. 

The Sarbanes-Oxley Act of 2002 
established extensive regulatory 
requirements for internal controls over 
financial reporting for publicly traded 
companies in the United States. Internal 
audit is often tasked with the lion’s share 
of this effort, with 67% of internal audit 
functions at publicly traded companies 
saying they have direct responsibility, 
according to The IIA’s 2023 North 
American Pulse of Internal Audit survey.1

In the Risk in Focus survey, Sarbanes-
Oxley activity falls under the category 
of organizational governance/corporate 
reporting. This area ranked near the 
bottom for risk (16% as one of their top 
5), but it ranked second for audit time 
and effort (55% at top 5). This effort 
toward corporate reporting tends to 
draw audit time away from other areas, 

increasing gaps between risk and effort 
in other areas.  

In addition to the bandwidth challenge, 
Chambers noted that Sarbanes-Oxley 
can also create an independence 
challenge for internal audit. Among 
2023 Pulse survey respondents, 72% of 
CAEs at publicly traded companies say 
they report administratively to the chief 
financial officer (CFO), who is often in 
charge of the SOX program. 

This high level of responsibility for SOX, 
combined with administrative reporting 
to the CFO, creates a risk that CAEs 
are not only providing assurance for 
internal controls over financial reporting, 
but are also taking on the CFO’s 
compliance responsibilities directly. At 
issue is internal audit having enough 
independence to provide assurance for 
internal controls over financial reporting, 
given its responsibilities and reporting 
line.  

Finally, almost half of CAEs at publicly 
traded companies (46%) are also 
responsible for ERM, according to 2023 
Pulse survey respondents. On the 

positive side, when one role is 
responsible for both, there may be closer 
alignment between risk assessment and 
audit activity. However, it’s important 
for CAEs to be properly trained in ERM 
methodology, which places equal 
emphasis on opportunities and risk. 
Finally, if internal audit is responsible 
for ERM, it is preferable for a third party 
to provide assurance for the overall 
effectiveness of risk management 
because the internal audit function 
should not audit its own activity.

SURVEY RESULTS – NORTH AMERICA

Recommended 
Reading
The IIA’s Three Lines Model

Risk in Focus frequently refers to 
the influential Three Lines Model, 
which explains the roles of the first, 
second, and third lines. 

The IIA’s North American Pulse of 
Internal Audit 

This annual report provides 
benchmarks about budgets, staff, 
and CAE responsibilities.

1 For survey results cited from the Pulse of Internal Audit, see page 43 (reporting lines) and page 35 (ERM responsibility) 
at https://www.theiia.org/en/resources/research-and-reports/pulse/ 

Understanding the impact of SOX in 
North America on survey results
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Cybersecurity and human capital dominated the risk landscape for North America for 2024. 

In the next 3 years, digital disruption and climate change are the risks expected to increase the most.

n

n

Note: The IIA’s Risk in Focus Global Survey, North America, n = 442. Percentage who ranked the area as one of their organization’s top 5 highest risks.< PAGE 15 OF 49<

What are the top 5 risks your 
organization currently faces?

What are the top 5 risks your 
organization will face 3 years from now?

Current 
risk
Future 
risk

n

nCurrent risk levels vs. future 
risk levels – North America

Figure 5:

65%

43%

41%

36%
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What are the top 5 risks your 
organization currently faces?

What are the top 5 risks your 
organization will face 3 years from now?

1. Cybersecurity

2. Human capital

8. Geopolitical uncertainty

3. Regulatory change

9. Financial liquidity

4. Market changes

10. Communications/reputation

5. Business continuity

11. Organizational culture

6. Digital disruption

12. Health and safety

14. Climate change

16. Mergers and acquisitions

7. Supply chain and outsourcing

13. Governance/corporate reporting

15. Fraud

1. Cybersecurity

2. Digital disruption

8. Geopolitical uncertainty

3. Human capital

9. Climate change

4. Regulatory change

10. Organizational culture

5. Market changes

11. Financial liquidity

6. Business continuity

12. Governance/corporate reporting

14. Health and safety

16. Fraud

7. Supply chain and outsourcing

13. Communications/reputation

15. Mergers and acquisitions

73%

56%

30%

51%

30%

50%

21%

38%

20%

35%

18%

12%

10%

31%

13%

12%

85%

65%

28%

43%

28%

41%

21%

36%

21%

36%

12%

8%

17%

36%

16%

9%

Expected
risk

change
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Expected risk level change 
in 3 years – North America

Figure 6:

Digital disruption is expected to move from the sixth highest risk to the second highest in the next 3 years.

Climate-related risks climb into ninth position, up from the bottom three.

n

n

Note: The IIA’s Risk in Focus Global Survey, North America, n = 442. Percentage who ranked the area as one of their organization’s top 5 highest risks.

Contents
Executive summary – North America 

Methodology

Survey results: Global 

Survey results: North America

Cybersecurity:  
Team building for cyber resilience

Human capital: 
Negotiating the culture clash

Market changes: 
Adding value with strategic involvement

Business continuity: 
Building resilience in complexity

Interconnected risks: 
Geopolitical uncertainty, supply chain,  
and regulatory change

Future expectations: 
Pressure grows from digital disruption  
and climate change



Overwhelmingly, CAEs chose cybersecurity as a top 5 area for internal audit effort (84%).  

Second place is held by governance/corporate reporting, but this area is expected to decrease in the future.

n

n

Cybersecurity

Governance/corporate reporting

Human capital

Business continuity

Digital disruption

Regulatory change

Health and safety

Financial liquidity

Communications/reputation

Supply chain and outsourcing

Organizational culture

Mergers and acquisitions

Geopolitical uncertainty

Fraud

Market changes

Climate change

Note: The IIA’s Risk in Focus Global Survey, North America, n = 442. Percentage who ranked the area as one of their top 5 for audit time and effort.
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84% 80%
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49%
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What are the top 5 risks on 
which internal audit spends 
the most time and effort?

What are the top 5 risks you expect 
internal audit to spend the most time 
and effort addressing 3 years from now?

Expected audit effort change 
in 3 years – North America

Figure 8: Expected
effort

change
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Note: The IIA’s Risk in Focus Global Survey, North America, n = 442. Percentage who ranked the area as one of their top 5 for audit time and effort.
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Steep rises are expected for activity to deal with digital disruption and climate change.

Increases are offset by reductions for financial liquidity and governance/corporate reporting.
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Governance/corporate reporting is low for risk (16%) but high for audit effort (55%).

Effort is lower priority compared to risk for geopolitical uncertainty, market changes, and climate change, 
but these risks may be addressed through financial liquidity, business continuity, or supply chain.
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Note: The IIA’s Risk in Focus Global Survey, North America, n = 442. Percentage who ranked the area as one of their top 5 for risk or internal audit effort.
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Risk levels and effort are expected to be closely aligned in the next 3 years for the growing risk areas of digital 
disruption (56% to 53%) and climate change (30% to 27%).
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CYBERSECURITY
Team building for 
cyber resilience 
Because most organizations expect to be hacked, they are focused on building 
resilience through enterprise-wide collaboration and continuous training.
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Survey Results – 
Cybersecurity

The pandemic forced many organizations 
to rapidly roll out IT systems, often using 
cloud-based third-party suppliers, to 
enable staff to work from home during 
lockdowns. As a result, hacking both 
intensified and industrialized just at the 
time when extended networks were most 
vulnerable. Not only has the risk of state-
sponsored cyberattacks increased because 
of geopolitical uncertainty – including the 
war in Ukraine and tensions between the 
U.S. and China – but the burgeoning cyber-
attack-as-a-service industry means that 
amateur hackers can carry out sophisticated 
scams for a fraction of the time and cost.2 

Those trends have increased both the 
potential financial impacts of successful 
breaches and the risk of existential threat 
from so-called wiper attacks: experts fear 
that such knock-out hits currently targeting 
Ukrainian networks could spread to the 
U.S.3 The average cost of a data breach in 
North America has climbed 12.7% since 
2020 to $4.35 million in 2022, according to 
IBM. And 83% of respondents said they had 
experienced multiple breaches, with 45% of 
those occurring in the cloud.4  

2 For more about cyber-attack-as-a-service, see https://fieldeffect.com/blog/cybercrime-as-a-service   
3 For more about wiper malware, see https://techcrunch.com/2022/02/28/fbi-cisa-ukraine-wiper-malware/  
4 For more about cost of data breaches, see https://www.ibm.com/downloads/cas/3R8N1DZJ 
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New SEC rule  
adds structure  
In July 2023, The U.S. Securities and 
Exchange Commission (SEC) adopted 
new rules for reporting incidents 
and disclosing activities related to 
cybersecurity risk management, strategy, 
and governance. One of the goals is to 
make information more consistent and 
easier to use for decision-makers and 
investors.5 

The SEC rules are layered on top of a 
tangle of existing cyber regulations. There 
were more than 250 bills or resolutions 
proposed at state or federal levels in the 
U.S. in 2021.6 For those operating across 
multiple jurisdictions, the time needed 
to keep up with developments can be 
significant, said a CAE at a global financial 
services firm. She described extensive 
efforts to keep up with requirements, 
from using cybersecurity consultants to 
regularly connecting with members of the 
legal community, the Justice Department, 
and other CAEs to ensure that the 
organization is up to speed. 

Cyber defense 
requires 
knowledge 
Awareness of cyberattacks is high in 
boardrooms and among executive 
management, but so are talent shortages 
for key IT and cyber skills, CAEs at the 
roundtable said. Posts are hard to fill. It’s 
no wonder that human capital ranked 
as the second biggest risk, with 65% of 
survey respondents rating it as a top 5 
for risk level (see Figure 1). CAEs from 
small functions and the public sector 
say understaffing is particularly acute 
for them because it is hard to compete 
with the salaries or career prospects from 
larger companies and the private sector. 

Less well-highlighted is the talent gap 
in the boardroom. Several CAEs at the 
roundtable agreed that without specialist 
IT and cyber knowledge on the audit 
committee or board, recommendations 
can fall on deaf ears. “Until you get 
somebody in that oversight position 
who genuinely understands what needs 
to be in a program for cybersecurity 

and data protection, who understands 
the recommendations from the chief 
information security officer and 
internal audit, you are not going to 
get meaningful progress within the 
company,” said a CAE at a publicly 
traded North American energy company. 

Resources
Assessing Cybersecurity Risk:  
The Three Lines Model (The IIA)

Auditing Cyber Incident Response 
and Recovery (The IIA)

Auditing Cybersecurity Operations: 
Prevention and Detection (The IIA)
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Some leading organizations elevate the 
position of chief information security 
officer (CISO) in the governance structure 
so that it is easier to pool knowledge, 
share recommendations, and raise issues. 
“If the CISO feels there is exposure and 
the chief information officer refuses to 
address it, it is critical he or she has the 
independence to go directly to the CAE or 
audit committee to be heard,” said Karen 
Percent, a healthcare industry CAE.  

Most CAEs at the roundtable said 
they were strengthening training and 
awareness to combat continuous 
developments in malware and social 
engineering hacks. They get everyone 
from the CEO down to entry-level staff 
to participate in ongoing, faux phishing 
attacks that incorporate recent hacking 
methodologies, with extra effort where 
weaknesses have been identified. Setting 
the tone at the top and making that 
visible makes a difference.  

Organizations are running through 
extensive hacking, defense, and recovery 
scenarios to ensure the executive team 
and board are ready for strategic decision 

making if a ransomware attack occurs. 
This is combined with the use of ethical 
hackers to test online and operational 
defense controls.  

“You are going to get hacked – it is going 
to happen,” said an academic from a 
leading U.S. business school, “so the key 
focus for the board today is to detect and 
correct.” 

Collaboration is 
key to success 
Most crucially, collaboration across the 
entire enterprise is key. Cybersecurity 
and data security issues are not located 

in just one part of a business; they are 
ubiquitous. That means risks, controls, 
and mitigations also impact multiple 
business functions. Ada Leung, vice 
president and CAE at Fidelity in Canada, 
said that moving to an integrated 
assurance model7 has helped her 
internal audit department identify and 
focus on higher risk areas. In addition, 
migrating to an enterprise-wide 
technology platform meant that the 
business was able to employ a single 
risk taxonomy – one language – across 
its three lines for IT – another plus.  

“Just as a business cannot do things in 
silos successfully, neither can internal 
audit,” she said. “Building good, trusted 
partnerships is the key to everything we 
do – being flexible, agile, and listening 
and collaborating with your business 
partners is essential.” 

CYBERSECURITY

“Building good, trusted 
partnership is the key to 
everything we do – being 
flexible, agile, and listening 
and collaborating with 
your business partners is 
essential.”
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CYBERSECURITY
That also includes listening to staff and 
watching for potential weak points. 
Routines that make people’s daily jobs 
difficult, such as clumsy virtual networks, 
may be circumvented, creating cyber 
risk control flash points. Management 
may try to implement solutions outside 
of IT oversight, creating a “shadow IT” 
that is ripe for hacking. One solution is 
to centralize governance processes for 
cybersecurity in IT departments and 
away from management so that IT has 
full visibility into all technology usage. 

CAEs at the roundtable said key internal 
audit assignments have included: 

n  Collating IT asset management 
inventories so that patch programs 
cover the entire enterprise.

n  Assessing cybersecurity maturity 
of the whole enterprise to create 
a gap analysis of the controls 
environment.

n  Auditing enterprise-wide risk 
management to test how complete 
and effective it is for cybersecurity.

n  Collaborating with IT and 
risk management on creating 
continuous controls monitoring for 
both cyber defense and operational 
controls. 

In three years’ time, survey respondents 
expect that cybersecurity will still be at 
the top of the list for risk levels and audit 
effort. With developing technologies, 
such as artificial intelligence, coming on 
stream over that time, and the tensions 
between the U.S. and China over Taiwan, 
the risk landscape is only likely to 
become more complex – and potentially 
more dangerous.

Management may try to 
implement solutions outside 
of IT oversight, creating a 
“shadow IT” that is ripe  
for hacking.
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Assess the level of awareness, knowledge, and skills in key parts of the 
business, including the board, to ensure that cyber defense responses 
are relevant and up to date.

Evaluate the reporting lines between the CISO, the CIO, and the board to 
ensure risks and recommendations are communicated clearly and can 
be escalated to the highest level when necessary.

Assess the frequency, timeliness, and effectiveness of faux phishing 
campaigns and other awareness raising activities and the levels of staff 
engagement, as well as how well-integrated they are with training and 
follow-up processes.

Use scenario run-throughs to both educate the board on their 
governance responsibilities and to test that mitigation processes are 
complete and effective.

Evaluate the effectiveness of the controls environment and how well 
controls are embedded into the first and second lines, paying particular 
attention to those practices that staff find disruptive or intrusive and are 
likely to ignore, forget, or circumvent.

Evaluate the governance processes around shadow IT and whether it 
is appropriate for first and second lines to own those technologies and 
their associated controls. 

Assess how well the organization’s governance structure enables 
collaboration across the three lines. 

Assess how well the organization keeps abreast of global developments 
in cybersecurity and technology regulations reach and how readily data 
controls can be changed to meet future requirements.

CYBERSECURITY

1.

How internal audit can help the organization

2.

3.

4.

5.

7.

8.

6.
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HUMAN CAPITAL
Negotiating the 
culture clash 
At a time of acute skills and talent shortages, CAEs are helping organizations to 
diversify work practices, recruitment, and retention strategies. 
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Survey Results – 
Human Capital

Human capital risk cuts across every 
strategic and operational area of a business. 
Without the right people, organizations 
cannot function effectively – either to 
achieve goals, or to identify, manage, and 
mitigate key risks. Because of trends such 
as digitalization and complex emerging 
risks such as climate change, organizations 
require a broader and deeper spectrum 
of expertise across a wider range of areas. 
But they face critical shortages in essential 
skills. In cybersecurity alone, one study put 
the number of unfilled posts in the U.S. at 
750,000.8 

Accelerated by the pandemic, changes 
to the culture of work have hit hard 
in North America. The so-called Great 
Resignation – a process that saw millions 
of experienced senior workers quit work 
as lockdowns triggered a re-evaluation of 
personal priorities – continues. About 4 
million people (2.6% of the U.S. workforce) 
left their posts in October 2022 alone.9 In 
addition, many younger people have fallen 
out of love with the traditional values and 
corporate work culture. Not only do most 
insist on flexible employment practices – 
including hybrid working – but an increasing 
number value being part of purpose-driven 
enterprises.10

8 For more about cyber staff shortages, see   
https://www.esentire.com/resources/library/2023-official-cybersecurity-jobs-report   
9 For more about the Great Resignation, see https://www.weforum.org/agenda/2023/01/us-workers-jobs-quit/ 
10 For more about hybrid work, see https://www.mckinsey.com/~/media/mckinsey/email/genz/2022/05/17/2022-
05-17b.html/ For more about work values, see https://time.com/6176169/what-young-workers-want-in-jobs/
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Creating a well-resourced and flexible 
organizational response is a number-
one boardroom priority, CAEs at the 
roundtable agreed. But that has been 
made more difficult because of the 
need to cut costs and fight upward wage 
demands in an environment that has 
suffered from inflationary pressures. 
At the same time, staff are pushing 
employers to strengthen their diversity, 
equity, and inclusion (DEI) policies in 
the workplace. That has seen more 
firms signing up to voluntarily practice 
codes proving that they take cultural 
transformation seriously. In February 
2023, more than 100 finance industry 
organizations across the U.S. and Canada 
signed up for the industry’s voluntary DEI 
Code.11

Middle 
management  
sets the tone for 
hybrid work  
But not all senior executives are in tune 
with hybrid work trends. “Some board 
members are questioning why we are 

still hybrid when everybody seems to be 
returning back to the office,” said a CAE in 
the U.S. public sector. “But hybrid is a key 
[option] for us because it helps us attract 
and retain talent.”  

Adopting hybrid working styles is a 
popular strategy – but it is not without 
risk. First, without experiencing real-time, 
in-person events in the workplace, there 
are fewer opportunities to develop and 
coach younger staff, said a CAE at a North 
American professional services firm. 
As a result, it takes longer for her hires 
to absorb the values and culture of the 
business, especially in more distributed 
organizations. Second, critical soft 
skills may be less developed in recently 
graduated joiners – many of whom 
completed their college years in front of 
computer screens as higher education 
went into lockdown. Interestingly, some 
of those who experienced online-only 
higher education want to work onsite. 
Balancing such conflicting preferences is 
crucial for attracting and retaining staff, 
CAEs agreed.  

Few companies have fully redefined 
their work processes in the post-
pandemic era. Rather than new cultural 

HUMAN CAPITAL 

expectations being set by the board, 
culture is more likely to be defined by 
middle management out of necessity, 
said Brian Tremblay, CAE at 1stDibs. 
“Corporate culture is defined by the 
‘tone in the middle,’ where managers 
make decisions for the benefit of their 
people, which may or may not align 
to the organization’s values,” he said. 
CAEs can help by providing boards with 
awareness about differences in work 
practices across business units so that 
boards are more in tune with culture 
realities.

Resources
Talent Management: Recruiting, 
Developing, Motivating, and 
Retaining Great Team Members  
(The IIA)

Cultivating a Healthy Culture 
(Chartered Institute of Internal 
Auditors)  

2023 Organizational Culture and 
Ethics Report (AuditBoard)
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tions/2021/06/25/executive-order-on-diversity-equity-inclusion-and-accessibility-in-the-federal-workforce/ 
14  For more about DiSC, see https://www.discprofile.com/products/everything-disc-workplace-profile

Diversity is more 
than skin deep  
A variety of research has shown a positive 
correlation between increased diversity 
and economic growth in both the 
general U.S. economy and in individual 
businesses.12 Many organizations have 
embraced those findings, as has the 
U.S. federal government, which is 
implementing new DEI requirements for 
federal bodies.13  

Several CAEs at the roundtable said 
their boards expect their organizations 
to make extensive use of diversity and 
inclusion metrics. A CAE at a retail bank 
said her organization goes beyond 
tracking physical attributes and also 
considers diversity in thought, approach, 
and mindset. Some organizations use the 
DiSC personality test to better understand 
the working styles of their employees and 
maximize employee effectiveness.14 

Yet while tracking diversity has benefits, 
caution must be taken to avoid 
triggering legal action if the statistics 

demonstrate that some groups have been 
discriminated against.

Look for non-
traditional signs 
of trouble
Auditing policies, procedures, and the 
results of employee surveys are obvious 
internal audit assignments, but they can 
miss the less obvious signs of trouble. 
Internal audit can use thoughtful 
observations to pick up on less-tangible 
signals – low morale, negative social 
media, messy breakrooms – and explore 
whether these are signs of deeper 
cultural problems.

HUMAN CAPITAL 
Collaborate to 
break down siloed 
recruitment
A CAE in the education industry echoed 
a growing sentiment when he said that 
he had stopped looking at internal 
audit as a silo within the organization. 
Instead, he overhauled his department’s 
human resources framework to drop 
the pretense that internal audit had to 
be a career for life and ensured that he 
collaborated with other departments to 
help improve overall staff retention since 
all areas of the business are suffering the 
same challenges. 

Several CAEs at the 
roundtable said their 
boards expect their 
organizations to make 
extensive use of diversity 
and inclusion metrics.
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HUMAN CAPITAL 
Boosting rotations from within the 
business, increasing the use of guest 
auditors for specific assignments, and 
openly discussing new applicants’ longer-
term career choices helped ease pressure 
in the internal audit function. “I’m playing 
the longer game by helping people stay 
at the business and benefit from an 
environment of learning, which seems to 
be working,” he said.  

Similarly, a CAE at a global analytics 
company said that his staff often make 
lateral moves within the organization 
as a result of having close contact with 
many business units. Despite the extra 
effort needed to backfill the internal 
audit positions, he believes the moves 
ultimately improve the overall risk 
maturity of the business.

Capitalize on 
strengths for 
internal audit 
recruiting
While CAEs said they were working to 
help organizations create the right culture 
to attract, train, and retain staff within 

their organizations, many are hampered 
by staff and skills shortages in their own 
audit functions – particularly in smaller 
organizations and the public sector, 
where budget pressures can be intense.  

Although public sector organizations 
often struggle to offer competitive pay, 
they can emphasize their public service 
ethos to increase recruitment and 
retention, said Pamela Stroebel Powers, 
The IIA’s director of professional guidance 
for the public sector. “Organizations must 
set performance expectations up front 
and make sure people understand how 
their job relates to the purpose of the 
organization because every single job 
in the organization should relate to that 
mission.”

“I’m playing the longer 
game by helping people 
stay at the business 
and benefit from an 
environment of learning...” 
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Evaluate how well management has identified the 
potential emerging risks of hybrid working and 
has developed effective strategies and policies to 
mitigate those risks. 

Assess the varieties of corporate cultural practices 
throughout the business and communicate those to 
the board to feed into decision making and policy 
setting.

Assess the use of formal diversity metrics and their 
effectiveness in monitoring diversity and inclusion 
policies, including whether they consider diversity of 
thought and mind.

Develop strategies to use personal interactions 
with audit clients to identify intangible signs that 
cultural problems may be brewing and capture those 
observations for follow up and remediation.

Evaluate whether the organization’s human 
resources framework aims to attract and retain talent 
within the enterprise – rather than within individual 
silos – and that career progress paths are well-
structured and clearly communicated.

Assess whether the organization’s broader purpose 
is well-defined and communicated throughout the 
enterprise, including in human resources strategies 
for attracting and retaining staff.

HUMAN CAPITAL

1.

How internal audit can help the organization

2.

3.

4.

5.

6.
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MARKET CHANGES
Adding value with 
strategic involvement 
Markets are changing unpredictably, causing organizations to invest in digital 
strategies that are more responsive to fast-moving trends. CAEs are bringing 
together expertise across their businesses and acting as advisors on new initiatives 
to help those transformations. 
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Survey Results – 
Market Changes

The economy in North America has driven 
market changes, competition, and changing 
consumer behavior over the past year. At 
the beginning of 2022, the U.S. Federal 
Reserve turned its attention away from 
the pandemic to containing inflation, 
signaling the end of an era of historically 
cheap money. Business bankruptcies rose 
as pandemic help faded and customers cut 
back spending in the face of higher prices.15 
Inflation and a rising dollar made products 
manufactured in North America more 
expensive, squeezing domestic margins and 

pushing imports – especially from China – to 
pre-pandemic levels.16 In financial services, 
some banks collapsed partly because they 
failed to manage interest rate risk.17  

At the same time, organizations are 
adapting to longer-term trends in digital 
consumerism. Young people have 
transformed the way consumers interact 
with organizations – from shopping and 
service use to activism and public criticism. 
In a less loyal, more socially connected 
marketplace, reputations can crash and 
trigger bank runs in a matter of hours.  

15 For more about U.S. bankruptcy metrics, see https://tradingeconomics.com/united-states/bankruptcies  
16 For more about global trade, see https://www.globaltrademag.com/increase-in-u-s-container-import-volumes-
makes-2023-look-more-like-2019/ 
17 For more about bank failures, see https://www.nytimes.com/article/svb-silicon-valley-bank-explainer.html

14% 
ranked it 
as a top 5 
for audit effort

41% 
ranked it 
as a top 5 
for risk level
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Early involvement 
prevents future 
problems   
Rapidly investing in the technology to 
deliver products and services is often 
essential to keep up with the market, 
CAEs at the roundtable said. But doing 
so increases exposure to other threats, 
including cybersecurity for new and 
untried systems and supply chain risk 
where services move to the cloud or 
change their operating structure. 

That is why it is critical for CAEs to be 
involved at the implementation stage as 
advisors, said Ada Leung, vice president 
and CAE at Fidelity in Canada. “It is 
no longer enough to come back three 
years after a project has been launched 
and make sure the controls were good. 
Nowadays, we are collaborating and 
partnering with the partners to provide 
assurance of design controls prior to 
implementation. It is a much safer, 
cheaper, and more effective approach.” 

But devising an audit plan for a digitally 
transforming organization is challenging. 
“CAEs must be clued into organizational 
strategies, which means not conducting 
static risk assessments nor having an 
event-based audit plan that is inflexible,” 
said Harold Silverman, The IIA’s senior 
director of CAE and corporate governance 
engagement. “Emerging technologies, 
market changes are dynamic risk events 
in themselves so CAEs must constantly 
be alert to re-evaluate what they are 
auditing and how.” Rather than simply 
focusing on separate engagements, 
Silverman said CAEs must update 
their audit assignments regularly to 
include those new elements in the audit 
department’s planned work schedule. 

MARKET CHANGES 
That makes sense, first, because risks 
related to market changes are often 
embedded in other types of threat, 
for example, liquidity and financial 
risk. Second, incorporating market 
risks into the planned work schedule 
may enable a CAE to cover that risk 
without needing to broach it with 
a reluctant audit committee – even 
though upward education in risk is an 
important function of the CAE. Finally, it 
prevents the internal audit department 
from neglecting upcoming threats due 
to an out-of-date audit plan or slow 
methodologies that do not suit the risk 
category, he said.

“Market changes are 
dynamic risk events in 
themselves, so CAEs must 
constantly be alert to 
re-evaluate what they are 
auditing and how.”
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Calculate the costs 
of market risks 
Organizations need to do more 
than just identify market risks; they 
should calculate accurate and specific 
information about financial impacts, 
said a CAE at a non-profit healthcare 
organization. “My goal is to get to ‘What 
is our unmitigated risk in dollar terms?’ in 
a way that our executive leadership team 
can decide which strategic initiatives we 
are going to pursue or not pursue.”  

Ayaka Mitsunari, internal audit director/
risk architect for delivery at Uber, said 
her team reviews governance processes, 
strategy, and operating structures to 
assess whether the business is able to 
respond effectively to market challenges. 
For example, internal audit asks, “How 
is management measuring the stickiness 
of the product? Do they have the right 
processes to be able to adapt quickly and 
innovatively?” she said. 

Bring in experts 
when needed
Given the interconnected nature of 
the risk and its mitigation strategies, 
collaborating across the business by 
tapping into sources of knowledge is key 
to success. “With accelerated change in 
markets and customer trends, the future 
for internal audit and risk management 
professionals is to be able to partner with 
senior management on addressing a risk 
six months from now that you probably 
have not identified yet. You are going 
to have to pivot and be flexible,” said a 
leading academic at the roundtable. 

“We do not have [all] the answers in 
these emerging areas, so we need to be 
humble, learn, and be attuned to those 
risk areas where we need to bring in 

experts if there is a deficiency in the 
business,” Nancy Russell, CAE at Canada 
Life. “That could rub against executive 
egos, but it is important to encourage 
them to be transparent with the board 
where solutions do not exist and be 
open to bringing in help where needed.” 

To build business knowledge, CAEs at 
the roundtable said they strive to hire 
from a more diverse cohort of staff, 
especially those with business acumen 
and experience – although current 
skills and talent shortages makes that 
task difficult. To expand internal audit’s 
range and depth of skills, they also said 
they focused on boosting certification 
and training, as well as rotating people 
through the department and making use 
of guest auditors on technical issues.
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Evaluate the organization’s risk management to see 
if there are adequate horizon-scanning processes 
to track emerging market trends and use them for 
strategic decision making.

Provide input on market-driven technology projects 
at the implementation stage to ensure risks are prop-
erly assessed and mitigated.

Assess how effectively risks from market changes, 
competition, and consumer behavior are quantified 
in monetary terms and used in decision-making 
processes.

Assess how well the overall governance processes in 
the business are responsive to market changes and 
able to pivot to take advantage of new opportunities.

Evaluate the organization’s human resources strate-
gies to ensure that key skills and expertise relating to 
future risks and opportunities are identified – includ-
ing in the internal audit department – and recruited 
for in a timely way.

MARKET CHANGES 

1.

How internal audit can help the organization

2.

3.

4.

5.

< PAGE 34 OF 49<

Contents
Executive summary – North America 

Methodology

Survey results: Global 

Survey results: North America

Cybersecurity:  
Team building for cyber resilience

Human capital: 
Negotiating the culture clash

Market changes: 
Adding value with strategic involvement

Business continuity: 
Building resilience in complexity

Interconnected risks: 
Geopolitical uncertainty, supply chain,  
and regulatory change

Future expectations: 
Pressure grows from digital disruption  
and climate change



BUSINESS CONTINUITY 
Building resilience 
in complexity 
If boards tended to under-prioritize business continuity plans before the pandemic, 
that is no longer the case. High-profile cyber breaches, extreme weather events, and 
rising geopolitical tensions – particularly between the U.S. and China – continue to 
keep the topic on the agenda. 
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Survey Results – 
Business Continuity

In fact, business continuity, operational 
resilience, crisis management, and disaster 
recovery are often not seen as risks in 
themselves, but as a response to a wide 
range of potential interruption to the 
business. “For the systemic risks we face and 
threats such as supply chain disruption and 
vendor resiliency, we feel like the answer to 
all these different things is having a business 
continuity plan,” commented a CAE from a 
U.S. manufacturer.

Event-based 
planning is  
too narrow 
The experience of the pandemic and the 
rapid macroeconomic changes that have 
driven up inflation and interest rates has 
not only made it a boardroom imperative to 
better prepare organizations for the future, 
but also altered the way businesses think 
about operational resilience.  

53% 
ranked it 
as a top 5 
for audit effort

36% 
ranked it 
as a top 5 
for risk level 3RD
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In particular, CAEs at the roundtable 
agreed that the pandemic mostly 
overwhelmed those business continuity 
plans that did exist because of the scale 
and complexity of the event. Public sector 
bodies, for example, had to distribute 
government aid immediately without 
fraud controls in place. In addition, 
suppliers, partners, and customers 
were equally affected so that business 
continuity plans often failed to account 
for disruption to those organizations they 
would normally turn to for support.  

“My organization had done a lot of 
disaster preparedness and planning for 
local disasters, but this hit everyone all at 
once, so organizations were not prepared 
for cross-functional, cross-jurisdictional 
emergencies of such magnitude,” said 
Pamela Stroebel Powers, director of 
professional guidance for the public 
sector at The IIA. Organizations have 
learned that rapid, unpredictable knock-
on risks are a core feature of systemic 
risks. That means that disasters that are 
systemic – rather than triggered by a 
single event, like a storm – fundamentally 
alter the way that risk can be managed 
and mitigated during a crisis.  

Organizations must plan for both event-
based and non-traditional, broad-scope 
crises. Shannon Urban, vice president 
and CAE at Hasbro, said her business 
extended its enterprise risk program to 
include both types of risk and internal 
audit ensures they are included, 
monitored, and that disaster recovery 
plans are in place. In addition, disaster 
recovery plans go through regular 
desktop exercises, where internal audit 
provides a critical voice so that any 
weaknesses are proactively identified and 
tackled. 

Detailed risk 
assessments 
need deeper 
collaboration  
Given that macroeconomic and 
geopolitical uncertainty, changes in 
market behavior, climate change events, 
and cybersecurity risk share similar 
characteristics of speed, scale, and 
complexity, organizations are redrawing 
the parameters of their disaster 
response plans and focusing more on 

BUSINESS CONTINUITY 
organizational resilience. Some CAEs at 
the roundtable said they felt they were 
currently in permanent crisis mode, but 
with limited resources. In some sectors, 
regulators are pushing for organizations 
to take a longer-term view of their 
viability. 

Organizations must plan 
for both event-based and 
non-traditional, broad-
scope crises.
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“Although the rate of change feels fast 
now, this is probably the slowest time we 
will ever operate in as developments such 
as AI will accelerate faster,” said Nancy 
Russell, CAE at Canada Life. “We need to 
find out what we and the regulators are 
comfortable with and what operational 
resilience means in practice – and 
because of the dynamics of change in 
the organization, we have to become 
comfortable with being uncomfortable as 
well.” 

As part of those efforts, organizations 
must recalibrate risk assessments to 
creatively connect apparently unrelated 
or unexpected threats that could combine 
to interrupt the business. For example, a 
CAE at a U.S. technology company said 
80% of his business’s chip-manufacturing 
capacity was based in Taiwan, which 
is under potential threat from China. 
He had been using tabletop scenario-
planning to build up an accurate picture 
of how the company could pivot to meet 
customer demand in light of possible war, 
sanctions, or supply chain disruption. 
“Having continuity plans and resiliency 
practices in place to either react to or 
prepare in advance has really helped 

focus the board about resilience at a 
strategic level,” he said.  

Building rich detail into such scenarios 
is critical because the mitigations that 
arise as a consequence of dealing with 
threats can themselves create second 
and third order risks that need to be 
mitigated – but that entails collaborating 
more deeply with management on 
what can go wrong. “We have made 
our risk assessment meetings bigger 
when it comes to crises because it helps 
management really prepare for longer-
term issues,” a CAE at a higher education 
establishment said. Without working 
together to build such granular, data-
driven plans, organizations will flounder 
when disaster strikes. 

“It is more important than ever to meet 
managers face to face and take the pulse 
of what keeps them up at night, as well as 
share what internal audit is monitoring,” 
Hasbro’s Urban said. “Nine times out of 
ten, you do not need a formal audit to 
drive change – you just need to convince 
the right people that the problem is 
really something they should be thinking 
about.” 

BUSINESS CONTINUITY 

CAEs at the roundtable said they 
also supported the robustness of risk 
assessments, governance structures, 
and relevance of business continuity 
plans, as well as testing whether the 
resources are in place to carry out the 
plan should disaster strike. Many said 
they implemented a form of combined 
assurance for their business continuity 
planning, and some said they co-
sourced with external experts and 
suppliers to make sure they had as few 
gaps as possible in the range of events 
covered and in their plans.

Resources
Business Continuity Management 
(The IIA) 

Navigating Geopolitical Risk 
(Chartered Institute of Internal 
Auditors) 

Auditing Third-Party Risk 
Management (The IIA)
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Planning ahead to 
fill talent is key  
The complexity of such large-scale 
threats requires operational continuity 
planning based on high levels of expertise 
that businesses often do not have in the 
current human resources crisis – human 
capital, diversity, and talent management 
and retention ranked as the second 
biggest threat in the survey. Key skills and 
talent are in short supply. Lean business 
models and automation have stripped 
out some of the resources needed for 
such detailed work, said CAEs at the 
roundtable.  

In addition, succession planning for 
key management posts is an emerging 
risk. It is common for hard-to-fill, senior 
vacancies to be open for over a year, 
especially in areas such as IT and in many 
other specialties in smaller businesses 
and public sector organizations. “We are 
trying to do more and more with less, 
so we are unable to offer marketable 
salaries,” a CAE at one university said. 
“There is no succession plan in place 
for key roles and it is really impacting 

business continuity.” If those positions 
are not filled when an emergency arises, 
the business continuity plans will not 
work. Someone must be in place who will 
take responsibility and has practiced the 
response plan.  

Preparing for regulations on emerging 
risks that could disrupt the business or 
its supply chains, such as future U.S.-
Chinese sanctions, require organizations 
to hire expertise in advance. The CAE at 
the Taiwan connected manufacturing 
business said that his company was 
shifting more to software development 
and needed not only to hire for a strategic 
change of direction, but also to ensure 
the company had the regulatory expertise 
to feed into its business continuity 
planning exercises. 

Most CAEs at the roundtable said they 
were working to embed business 
continuity topics in all future internal 
audits – although the two biggest 
emerging risk areas – digital disruption 
and climate change – are both potentially 
business continuity issues that may 
demand more attention than expected.

BUSINESS CONTINUITY 
Contents
Executive summary – North America 

Methodology

Survey results: Global 

Survey results: North America

Cybersecurity:  
Team building for cyber resilience

Human capital: 
Negotiating the culture clash

Market changes: 
Adding value with strategic involvement

Business continuity: 
Building resilience in complexity

Interconnected risks: 
Geopolitical uncertainty, supply chain,  
and regulatory change

Future expectations: 
Pressure grows from digital disruption  
and climate change



Evaluate how comprehensively the organization’s enterprise risk 
management framework includes both event-based and large-scale 
disruptive risks.

Compare regulatory requirements with the organization’s risk appetite 
to establish a suitable strategy for business continuity planning.

Help identify second-order or third-order risks that may arise in complex 
risk scenarios or because of the negative impact of first-order risk 
mitigation steps in the business continuity plan.

Review business continuity processes to ensure a wide range of voices 
and expertise contributes to brainstorming and plan creation to foster a 
longer-term outlook.

Support management by providing a critical independent voice at 
tabletop exercises to evaluate their completeness and to highlight where 
risk mitigation plans need additional resources or testing.

Provide assurance that the resources and personnel identified in 
disaster recovery and crisis management plans are in place and that the 
processes and controls that support those plans exist and work during 
real-time exercises.

Evaluate the organization’s human capital needs for effective business 
continuity planning, including the existence of key personnel, expertise 
in emerging risk areas, and in the internal audit department.

BUSINESS CONTINUITY 

1.

How internal audit can help the organization

2.

3.

4.

5.

7.

6.
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INTERCONNECTED RISKS 
Geopolitical uncertainty, supply 
chain, and regulatory change 
Efforts to deal with the widespread impacts of emerging global risks are being 
hampered by increased regulatory requirements. CAEs are seeking better alignment 
with risk management in complex areas such as supply chain disruption. 
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Engage in 
strategic planning 
discussions for 
geopolitical 
uncertainty  
CAEs at the roundtables said that many U.S. 
Fortune 100 companies had the risk of war 
on their radar. Influenced by the unexpected 
invasion of Ukraine by Russia in 2022 and 
rising tensions with China, organizations 
have strengthened cybersecurity defenses 
and revisited risk assessments, mitigations, 
and scenario testing across a wide range of 
inter-related threats, they said. 

Yet, like many interconnected threats in this 
report, it would be a mistake to consider 
macroeconomic and geopolitical risk simply 
as an individual risk category. If Brazil, 
Russia, India, China, and South Africa, 
for example, launched a much-discussed 

alternative global currency, it could, like 
other geopolitical decisions, be a key driver 
for a basket of associated risks that could hit 
North American businesses unpredictably, 
fast, and simultaneously across their whole 
enterprises.18 

So, while this category ranked low in terms 
of audit time and effort, those efforts are 
most likely distributed in activities that 
may not be on the audit plan, such as stress 
testing, scenario analysis, and strategic 
advice.  

A CAE from a leading North American global 
consultancy said: “There is a difference 
between what is auditable on your audit 
plan, versus what you’re involved with in the 
organization, especially when you are in the 
strategic planning meetings.” He said that 
CAEs must act as strategic enablers for the 
board so that they can make informed, rapid 
decisions in such fast-moving but long-term 
risk scenarios.

18 For more about BRICS currency, see https://foreignpolicy.com/2023/04/24/brics-currency-end-dollar-domi-
nance-united-states-russia-china/

“There is a difference 
between what is auditable 
on your audit plan, versus 
what you’re involved with in 
the organization, especially 
when you are in the strategic 
planning meetings.” 
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INTERCONNECTED RISKS 
Diversify the 
supply chain 
before crisis strikes   
While the pandemic exposed weaknesses 
to global supply chain networks as 
ports closed and trade flow stuttered, 
North America is still dependent on 
China for much of its manufacturing. In 
2023, China produced 28.4% of global 
manufacturing output compared with 
16.6% for the U.S. – in dollars, $4 trillion 
and $1.8 trillion, respectively.19 Recent 
events have highlighted that too many 
organizations suffer concentration risk 
among key suppliers. That may be one 
reason political rhetoric has switched 
from decoupling with China to the 
diversification and resilience of supply 
chains.20 The challenge is not simply one 
of finding a manufacturer in a different 
location but, more crucially, it is to pivot 
the whole operational infrastructure to 
avoid potential logistical and quality 
issues.21  

For example, when global toy and games 
company Hasbro began diversifying 

away from China several years ago, it 
needed to invest heavily across its entire 
operational infrastructure and with third-
party partners. “You can’t just pick up 
expertise for manufacturing high-quality 
products from a country that has been 
doing it for 50 years and transplant it into 
a country that has been doing it for 10,” 
said Shannon Urban, vice president and 
CAE at Hasbro. Partnering to train staff 
at suppliers and duplicating tooling in 
multiple locations has both smoothed the 
process and introduced extra resilience 
into the business.  

The initiative at Hasbro sat underneath 
a broader, management-run 
transformation program across the 

“You can’t just pick up 
expertise for manufacturing 
high-quality products from a 
country that has been doing 
it for 50 years and transplant 
it into a country that has 
been doing it for 10.”

whole supply chain infrastructure to 
strengthen resiliency throughout the 
business – a major strategic project. 
Given that automation was a key 
component of the initiative, internal 
audit engaged with the project to 
provide advice on the design of 
effective controls for those systems and 
redesigned processes and controls from 
the outset. This kind of work requires 
a different skillset from traditional 
internal audit, so Hasbro has invested 
in competency assessment, training, 
and on-the-job coaching for the audit 
team.

19 For more about U.S. Statistical Division analysis of manufacturing, see https://worldpopulationreview.com/country-rankings/manufacturing-by-country  
20 For more about the statement on diversifying, see https://www.reuters.com/world/cias-burns-us-needs-de-risk-diversify-away-china-2023-07-01/  
21 For more about the challenges of moving manufacturing, see https://asiatimes.com/2023/06/why-so-much-manufacturing-still-gets-done-in-china/ 
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Seek alignment 
and help on 
conflicting risks   
CAEs at the roundtable agreed that 
regulation was complicating supply chain 
restructuring. The rise in expected risk 
for regulatory change is likely fueled 
by the proliferation of European-style 
data protection laws across North 
America. Unlike in Europe where the 
General Data Protection Regulation of 
2018 is implemented with few changes 
by countries within the region, North 
American legislators have taken those 
concepts and enacted widely different 
rules from state to state, creating 
a patchwork of often-conflicting 
compliance requirements.22  

“We have reached a situation where 
providing absolute assurance on data 
privacy laws is so cost prohibitive that 
it is basically impossible,” said Brian 
Tremblay, CAE at 1stDibs. He compared 
the current situation with data privacy to 
the early days of SOX compliance, where 
the area was so over-controlled that it 
soaked up too much internal audit effort.  

CAEs at the roundtable agreed that 
internal audit’s time is getting too divided 
to deal effectively with simultaneous 
emerging risks and burgeoning 
compliance. “Just as we are responding 
to these changes in consumer behavior 
and investing in technology, the pace of 
regulatory change at a federal and state 
level has gone berserk,” said a CAE in the 
healthcare industry. That pressure had 
made her organization more reactive, 
she believes, pointing to one reason 
that internal audit time is often being 
redirected to regulatory compliance. 

Aligning internal audit and risk 
management is critical, Tremblay 
said. Like many CAEs of publicly listed 
companies, he has responsibility for 
risk management. As part of the role, he 
helps define risk appetite and privacy 
policies as well as document how those 
decisions can provide better clarity on 
the organization’s stance. Collaborating 
with IT to use enterprise-wide technology 
solutions to embed privacy controls must 
be a key strategy if internal auditors are 
not to be swamped with compliance-
related work, he added.

INTERCONNECTED RISKS 

22 For more about the data privacy laws to be implemented in 2023, see  
https://secureprivacy.ai/blog/2023-us-consumer-privacy-laws
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Support the board in strategic planning to help 
enable risk-informed decision making on emerging 
and fast-moving geopolitical and economic risks.

Assess the organization’s processes to identify, 
assess, and build mitigation strategies for complex 
geopolitical risks and encourage them to pay 
attention to the interconnections between risk 
categories.

Evaluate the organization’s supply chain strategy, 
including whether it has adequately assessed the 
risks associated with in-country critical infrastructure 
when relocating regions.

Assess the organization’s relationship with critical 
suppliers and evaluate the need for a more 
collaborative approach around training and capacity 
building.

Evaluate the communication between risk 
management and internal audit to better align on 
emerging risks.

Assess the maturity of the organization’s automated 
controls systems to help reduce the burden of 
regulatory compliance.

INTERCONNECTED RISKS 

1.

How internal audit can help the organization

2.

3.

4.

5.

6.
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FUTURE EXPECTATIONS 
Pressure grows from digital 
disruption and climate change 
Two areas stood out dramatically for expected increases in risk and audit effort – 
digital disruption and climate change. CAEs are helping their organizations better 
understand and manage such and helping to keep a strategic focus.

< PAGE 44 OF 49<

Survey Results – 
Future Expectations

Rapid developments in artificial intelligence 
in 2023 were highlighted by the huge media 
coverage of Open AI’s algorithm ChatGPT, 
a program that creates written documents 
on request.23 Roundtable participants said 
they had been carefully experimenting with 
the program. “We have been using ChatGPT 
just to pose questions, get some context, 
and write papers,” a CAE at a retail chain 
said. “We have even used it for some of the 
board narratives and write up, but with a 
lot of caution.” None relied on it completely 
for developing documents, but a CAE at a 
non-profit healthcare business said it had 
expedited his research and report writing. 

The attraction is obvious – such 
technologies can improve productivity, 
competitiveness, and, at a time of 
higher production costs and a cost-of-
living crisis, improve margins. But CAEs 
at the roundtable agreed users do not 
always understand potential risks, such 
as breaching data compliance laws or 
introducing bias into decision-making 
processes. Because such technologies are 
easy to download and use, keeping abreast 
of those risks is difficult.

23 For more about ChatGPT, see https://www.sciencefocus.com/future-technology/gpt-3/
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Audit emerging IT 
risk at the speed of 
technology   
“The key challenge for internal auditors 
is to ensure they audit at the speed 
of technology because disruptive 
technologies typically do not have the 
policies, procedures, methodologies, 
risk assessments, and mitigations that 
are in place for more established IT,” 
said Harold Silverman, The IIA’s senior 
director of CAE and corporate governance 
engagement. This requires not only being 
present with the right knowledge when 
such projects start within the business, 
but also hiring the right skills into the 
audit department. 

Getting a grip on data governance is 
key. Data governance can be hard to 
understand in fast-moving businesses, 
the focus group agreed. That has led 
some organizations to break down 
their definitions of governance into 
more manageable chunks – IP data 
governance, privacy-related data 
governance, and so on. Looking across 
different audits at these smaller topics 
can help, as can embedding data privacy 
controls into automated processes.

Climate change 
risk reporting 
needs strategic 
view    
Having accurate data and reporting lines 
will be critical when businesses begin to 
tackle climate-related risks. Enhanced 
disclosure is in the pipeline from the SEC, 
with so-called large, accelerated filers 
(businesses with $700 million public 
flotation) having to file on greenhouse 
gas emissions and other metrics from 
fiscal year ended 2023.24 Smaller 
companies begin filing in 2024. But North 
American businesses are less active in 

Resources
Auditing Privacy Risks (The IIA)

Harnessing Internal Audit Against 
Climate Change Risk (Chartered 
Institute of Internal Auditors)

FUTURE EXPECTATIONS

this area than other regions in the world. 
With so many pressing high-level risks 
on corporate agendas, CAEs need to 
tread carefully in order to educate the 
board and start conversations that will 
help them prepare. 

“CAEs should be open minded in terms 
of assessing risks related to ESG topics 
and talking to executives and their 
boards about those risks, even from a 
strategic point of view,” says Richard 
Chambers, senior audit advisor at 
AuditBoard. “Instead of just talking 
about risk from a negative viewpoint, 
CAEs should be willing to have a 
conversation about what the potential 
advantages are to a greater ESG focus.”

24 For more about SEC climate-related rules, see https://www.sec.gov/files/33-11042-fact-sheet.pdf

“Instead of just talking 
about risk from a negative 
viewpoint, CAEs should 
be willing to have a 
conversation about what  
the potential advantages  
are to a greater ESG focus.”
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Engage with management on emerging technologies 
to provide risk and controls advice on the 
implementation of new systems.

Evaluate how management structures and thinks 
about data, including whether the data taxonomy is 
granular enough to identify and mitigate appropriate 
risks.

Provide assurance that the business identifies core 
IT systems and processes that can be used to embed 
privacy and data controls to reduce the compliance 
burden across the three lines.

Evaluate the completeness and accuracy of data 
processes in the organization that relate to ESG 
issues, with particular attention to forthcoming 
regulatory compliance requirements on climate-
related disclosures.

Proactively broach ESG-related issues – and other 
emerging risks – with the board, emphasizing the 
potential upsides of taking a proactive, early-adopter 
strategic position.

FUTURE EXPECTATIONS

1.

How internal audit can help the organization

2.

3.

4.

5.
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March 5, 2024 

 

TO: 2024 Audit Committee  
Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

  
Audit Committee Consultant  

Larry Jensen 

  
FROM:    Richard P. Bendall  
  Chief Audit Executive 
 
  Nathan K. Amick   

 Senior Internal Auditor 
 
FOR:  March 18, 202 Audit Committee Meeting  
 
SUBJECT:    Fiscal Year Ending 2024 Audit Plan Status Report 
 
BACKGROUND 
According to the Institute of Internal Auditor’s (IIA’s) International Standards for the Professional 
Practice of Internal Auditing (Standards), Standard 2010, “the Chief Audit Executive (CAE) must 
establish a risk-based plan to determine the priorities of the internal audit activity, consistent with 
the organization’s goals. This requirement is also stated in the Audit Committee Charter 
(Charter). In alignment with the Standards and the Charter, the Audit Committee approved the 
FYE 2024 Audit Plan (Audit Plan) at its June 2023 meeting.   
 
As of the December 2023 meeting, the Audit Plan consisted of 29 Projects. As of March 5, 2024, 
Internal Audit staff has completed 9 (31%) of the 29 projects, and 10 (34%) are current and 
continuous, resulting in a total 19 (65%) completed or current and up-to-date. Of the 10 
remaining projects, 4 (14%) are currently in progress, and 6 (21%) have yet to be started.  
 
Staff has prepared the following attachments for your attention: 
 A. FYE 2024 Audit Plan as of March 5, 2024 

B. FYE 2024 Audit Plan presentation detailing the worked performed as of March 5, 2024 
 
 
 
RPB:nka 



10 Percent
BASIS FOR INCLUSION

1 Strategic Plan

90 Percent
DIVISION AUDIT / PROJECT NAME PROJECT TYPE STATUS

EXECUTIVE/LEGAL/ORGANIZATIONAL
1 Exec Office Records & Info Mgmt (FKA: Document Retention) Consulting Completed
2 Exec Office Organizational Ethics/Culture Consulting In-Progress
3 Exec Office LA County Rehired Retiree Audit Completed
4 Exec Office Business Continuity Plan Advisory Q3
5 Organizational Continuous Audit Processing (CAP) Audit Continuous
6 Organizational Recommendation Follow-Up Other Projects Continuous
7 Organizational Risk Assessment Other Projects Continuous

8 Systems IT Risk Assessment Audit Q4
9 Admin/Systems Inventory Asset Management Audit Q3
10 Admin Services Procurement of Goods Audit Completed
11 HR LACERA Rehired Retirees Audit In-Progress
12 Systems Oversight of SOC Audits FYE 23 & 24 Oversight Continuous
13 HR Follow-up Assessment of Recruitment & Hiring Audit In-Progress

14 FASD Wire Transfers (BofA) Audit Completed
15 FASD CEO Credit Card Audit Completed
16 FASD Oversight of Financial Audit FYE 23 & 24 Oversight Continuous
17 Investments RFP - Actuarial Services Advisory In-Progress
18 Investments Oversight of Actuarial Audit FYE 23 & 24 Oversight Continuous
19 Investments Oversight THC Financial Audits - FYE 23 & 24 Oversight Continuous

20 Benefits Account Settlement Collections (Overpayments) Advisory Q4
21 Benefits LA County Payroll Audit Q4

22 Internal Audit RFP - Audit Committee Consultant Other Projects Completed
23 Internal Audit Professional Development / CPE Other Projects Continuous
24 Internal Audit Quality Assurance Improvement Program Other Projects Continuous
25 Internal Audit Audit Committee Support Other Projects Continuous

26 Benefits Replacement Plan 415B Addition Completed
27 FASD Internal Controls over Financial Reporting Addition Completed
28 HR / Systems Termination Of Access Addition Q4
29 Exec Office External Audit of OneMeeting (Net Force) Addition Completed

AUDIT PLAN 

FYE  2024 INTERNAL AUDIT PLAN 
ENTERPRISE RISK MANAGEMENT (ERM) PLAN

ERM TASKS
ERM Program Plan

ADMINISTRATION - Admin Services, HR, Systems

INVESTMENTS & FASD

OPERATIONS - Benefits, DRS, RHC, Member Services

INTERNAL AUDIT OPERATIONS

ADDED PROJECTS

ATTACHMENT A



Los Angeles County Employees Retirement Association

Fiscal Year End 2024 Internal 

Audit Plan Status Report 
(as of March 5, 2024)

Presented by:

 Nathan Amick, Senior Internal Auditor

ATTACHMENT B



Los Angeles County Employees Retirement AssociationInternal Audit 

Recently Completed Audit Projects & Engagements 
(since November 30, 2023)

Completed Since Last Audit Committee 

Meeting
Project Type Report Date

External Audit of OneMeeting (Net Force) Audit December 11, 2023

RFP - Audit Committee Consultant * Advisory N/A

Bank of America Wire Transfer Audit Audit March 5, 2023

Procurement of Goods Audit March 5, 2023

2

* At the December 2023 Audit Committee, The Committee selected Larry Jensen to be their Audit Committee Consultant. A 
contract with Mr. Jensen was finalized on  February 1, 2024.



Los Angeles County Employees Retirement AssociationInternal Audit 

Continuous and Current Audit Engagements

Continuous Audit Engagements/Projects

Continuous Audit Processing (CAP)

Oversight of Actuarial Audit FYE 23 & 24

Oversight of Financial Audit FYE 23 & 24

Oversight of SOC Audits FYE 23 & 24

Oversight THC Financial Audits - FYE 23 & 24

Professional Development / CPE*

Quality Assurance Improvement Program*

Recommendation Follow-Up*

Risk Assessment*

Audit Committee Support*

The projects below (10) are perpetual, and the work is up to date as of March 5, 2023. All 

projects will be completed June 30, 2024, and  will recommence July 1, 2024 for FYE 2025. 

Projects with an asterisk (*) are Internal Audit administrative responsibilities.

3



Los Angeles County Employees Retirement AssociationInternal Audit 

In Progress Audit Engagements & Projects as of March 5, 2024

In Progress - Engagement/Project
Engagement 

Assignment

Estimated 

Completion

Planning 

Scope

Prelim Audit 

Work
Audit Field 

Work

Draft 

Report

Exit 
Meeting

RFP Actuarial Services
Investments & 

Internal Audit 
May 2024 n/a n/a n/a n/a n/a

Organizational Ethics/Culture Internal Audit June 2024

LACERA  Rehired Retirees Internal Audit June 2024

Follow-up Assessment of                      

Recruitment and Hiring 
Internal Audit April 2024

4



Los Angeles County Employees Retirement AssociationInternal Audit 5

FYE 2024 Audit Project Dashboard
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Los Angeles County Employees Retirement AssociationInternal Audit 

Pending Audit Engagements & Projects

Pending Engagement/Project
Audit     

Assignment
Estimated Start 

Business Continuity Plan Internal Audit Quarter 3

Inventory Asset Management External Quarter 3

IT  Risk Assessment External Quarter 4

LA County Payroll Internal Audit Quarter 4

Termination Of Access Internal Audit Quarter 4

Account Settlement Collections (Overpayments) Internal Audit Quarter 4

As of March 5, 2024, Internal Audit has yet to begin work on these FYE 2024 Audit Plan projects. 

6



Los Angeles County Employees Retirement AssociationInternal Audit 7

FYE 2024 Audit Project Dashboard
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Los Angeles County Employees Retirement AssociationInternal Audit 8

Progress Implementing IA Recommendations

23 Recommendations were issued from our External Quality Assessment in March 2022

▪ 8 recommendations were implemented 

▪ 15 recommendations remain open 

▪ Prioritized 7 foundational recommendations

New Global Internal Audit Standards issued in January 2024

▪ Conducting a self-assessment of Internal Audit’s 

readiness for the new standards to determining if the 

recommendations are still applicable. ETA October 2024
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Questions



March 4, 2024  

TO:  Each Trustee, 
Audit Committee 

FROM: Santos H. Kreimann,  
Chief Executive Officer 

Luis A. Lugo,  
Deputy Chief Executive Officer 

FOR:  March 18, 2024 Audit Committee Meeting 

SUBJECT:  Management’s Compliance Report  

As required in Section VII.E.4 of the 2021 Audit Committee Charter, Management 
provides this memo to summarize its compliance efforts  during the past year. 

A. LACERA Ethics and Compliance Program

1. 2023-2028 Strategic Plan

The goal of Strategic Objective 4.1 of LACERA’s 2023-2028 Strategic Plan, adopted by 
the Board of Retirement in July 2023, is to develop and implement an enterprise Ethics 
and Compliance Program (Program) as an element of a mature organizational risk 
governance structure. Currently, LACERA does not have a formal, centralized Program, 
but rather an organization-wide Code of Ethical Conduct, Conflict of Interest Code, other 
related policies, and various divisions have compliance functions specific to their 
individual operations.  

The purpose of a centralized Ethics and Compliance Program is to promote a framework 
within which Management, the Audit Committee, and the Boards may better exercise their 
duty of oversight and promote a strong,  engaged culture of ethical conduct based on 
LACERA’s Values,  sound judgment, and compliance with laws, regulations, policies, and 
procedures.   

An independent and objective Program will further LACERA’s fiduciary duties of loyalty 
and prudence under the California Constitution (Article XVI, Section 17) and CERL 
(California Government Code Section 31595). LACERA’s Program will follow best 
practices in the public pension industry and consistent with the U.S. Sentencing 
Commission’s 1991 Sentencing Guidelines for Organizations, the Department of Justice’s 
2023 “Evaluation of Corporate Compliance Programs” guidance, and the Institute of 
Internal Auditor’s 2020 The Three Lines Model. 

/// 

/// 

https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CONS&sectionNum=SEC.%2017.&article=XVI
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=GOV&sectionNum=31595.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=GOV&sectionNum=31595.
https://www.justice.gov/criminal-fraud/page/file/937501/download
https://www.theiia.org/globalassets/site/about-us/advocacy/three-lines-model-updated.pdf
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2. Status of Program Development 

Management and staff have, in consultation with ethics and compliance counsel, 
developed a proposed Program structure that follows the best practices listed above. The 
Program is described in a proposed Ethics and Compliance Program Charter which, thus 
far, has been presented to the Board of Retirement’s Operations Oversight Committee, 
the Board of Retirement itself, and, most recently, the Joint Organizational Governance 
Committee (JOGC) at its February 29, 2024 meeting.   

The JOGC recommended that the Board of Retirement and Board of Investments refer 
the proposed Program Charter to the Audit Committee for further development, ultimately 
to be returned to the full Boards for final approval. The JOGC’s recommendation will be 
presented to the Boards at their respective April 2024 meetings, and assuming the 
JOGC’s recommendation is approved, to the Audit Committee at its next meeting, 
currently scheduled for June 2024. 

Management will not further describe the elements of the proposed Charter in this memo 
to preserve the integrity of the above-noted process approved by the JOGC.   

B. Enterprise Risk Management 

The Board of Retirement’s 2023-2028 Strategic Plan, Objective 4.2, also calls for 
development of an Enterprise Risk Management (ERM) program.  The Internal Audit 
Division will take the lead on that program, working in conjunction with Management and 
other key staff.  Management will report on the progress of the ERM Management 
program in future memos. 

C. Staff Ethics and Compliance Committee 

The multi-divisional staff Policy Committee was formed in late 2021 and began meeting 
monthly in February 2022. After establishing a Committee Charter, a Policy Development 
Checklist, and updating LACERA’s Policies on Policies, the Committee began 
inventorying policies and procedures organization-wide, reviewing policies and 
procedures due for scheduled review, reviewing newly proposed policies, and 
researching policy management software solutions to house LACERA’s policies, 
procedures, and charters in a central, searchable, and functional location.   

As of November 2023, the staff Policy Committee evolved into the Ethics and Compliance 
Committee (ECC), with the Committee Program Charter rewritten to reflect this evolution.  
Since Management’s last compliance report (February 2023), the ECC has reviewed the 
following proposed policies and charters: 

1. Privacy and Confidentiality Policy 
2. Post Retirement Employment Policy 
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3. Reimbursement Election Submission Policy 
4. Rock Solid: OneMeeting Application Policy 
5. Accounts Payable Policy 
6. Processing Internal Disability Retirement Applications and Appeals 
7. Ethics and Compliance Committee Charter 
8. Audit, Compliance, Risk, and Ethics (ACRE) Committee Charter 
9. Revised AB 2449 Teleconference Policy 
10. Non-LACERA Managed Devices and Acceptable Use Policy 
11. Recovery of Member Overpayments and Underpayments 
12. Ethics and Compliance Program Charter 
13. Budget Policy 
14. Secure Workplace Policy    

D. Governance, Risk, and Compliance Software 

Management and staff, working with the staff IT Coordinating Council and the staff Ethics 
and Compliance Committee, have devoted a concerted effort to development 
requirements for a suite of Governance, Risk, and Compliance (GRC) software to assist 
with organizational risk management. A full GRC solution will include separate modules 
for: 1) information security; 2) policy management; 3) ethics and compliance (including 
privacy); 4) audit; and 5) enterprise risk management.  

Solution requirements will be completed in the coming months, after which, providers and 
products in the market will be researched, followed by an Invitation to Bid  to select one 
or more vendors to provide the most comprehensive solution for the required five  
modules. As the procurement process moves forward, all necessary approvals will be 
obtained in accordance with the Board of Retirement’s Purchasing Policy on Goods and 
Services. 

E. Information Security 

Information security continues to be enhanced under the leadership of the Information 
Security Officer (ISO). The ISO will separately report on his work. 

F. Contract Management Process 

The Administrative Services Division has undertaken a comprehensive review of 
procurement and contract processes to ensure compliance with the Purchasing Policy 
and best practices in third party risk management. 

G. Other Divisional Efforts 

Efforts are underway or planned throughout LACERA to focus on organizational 
compliance and enhancement of processes. Management recognizes that compliance is 
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a collaborative “whole organization” effort and actively discusses and promotes review of 
compliance processes in all divisions. These efforts will be reported as they progress.  

H. Conclusion 

Management welcomes the input of the Audit Committee with respect to Management’s 
oversight of ethics and compliance. 

c: Jonathan Grabel 
 JJ Popowich   
 Laura Guglielmo 
 Steven P. Rice 
 Richard Bendall  

Chaitanya Errande 
Ricki Contreras 
Kathy Delino 

 Leisha Collins 
 Christina Logan 
 Celso Templo 
 MAC Team 



 

   

 

FOR INFORMATION ONLY 
 
March 5, 2024 

 

TO: 2024 Audit Committee  
Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

  
Audit Committee Consultant  

Larry Jensen 
  
FROM:    Nathan K. Amick  
  Senior Internal Auditor 
 
FOR:  March 18, 2024 Audit Committee Meeting  
 
SUBJECT:    Recommendation Follow-Up Report 
 
Background 
The Institute of Internal Auditors' (IIA) Performance Standard 2500 requires the Chief Audit 
Executive (CAE) to establish and maintain a follow-up process to monitor and ensure 
recommendations have been effectively implemented or that executive management has 
accepted the risk of not addressing the underlying finding of the recommendation. 
 
Internal Audit’s Follow-Up Process  
During the audit process, Internal Audit may identify findings or make recommendations to 
address risks or improve a process. The responsible division manager and the Executive Office 
review the findings and recommendations. Subsequently, the division manager provides 
responses indicating how and when planned improvements will be made. The final audit report 
includes the audit findings, recommendations, management’s responses, and targeted 
completion date. Internal Audit tracks recommendations through TeamMate+, our audit 
management software, and regularly follows up with Management. Internal Audit is responsible 
for 1) ensuring that Management’s action plans have been effectively implemented, or 2) 
ensuring that Management remains aware of the risks that they accept by not taking action in a 
timely manner. On a quarterly basis, Internal Audit reports the status of all outstanding audit 
recommendations to the Audit Committee. 
 
Recommendations are classified based on the responsible party’s progress:  

• On Track – The responsible party began implementing the recommendation and is 
currently on track to meet the target implementation due date. Management can extend 
the target implementation due date with the Executive Office’s approval. 
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• At Risk / Behind Schedule – The responsible party has not made enough progress to 
implement the recommendation by the target implementation due date.  

• Implemented – The responsible party provided documentation and the Internal Auditor 
verified the satisfactory implementation of the audit recommendation.  

• Overdue – The responsible party has failed to implement the recommendation by the 
target implementation due date and has not completed the extension request. 

• Pending Internal Audit’s Verification – The responsible party has stated and provided 
support they addressed the recommendation, but Internal Audit has not yet verified the 
implementation. Internal Audit does not close out a recommendation without completing 
an internal verification procedure.  

 
Monitoring and Reporting for Fiscal Year 2024 As result of the audit and consulting projects 
completed in the recent months, Internal Audit is tracking both audit recommendations and long-
term strategic recommendations. Audit recommendations are focused on improving internal 
controls while strategic recommendations are centered on organizational risks that may impact 
LACERA in the future. The reporting period is from November 16, 2023 through February 29, 
2024. Audit reports and recommendations released after February 29, 2024, will be included in 
the next quarterly reporting to the Audit Committee.  
 

  
# of Audit 

Recommendations 
# of Strategic 

Recommendations 

Balance as of 11/16/2023 24 15 

+ New Findings 0 0 

- Accepts Risk 0 0 

-Pending Internal Audit Verification -10 0 

- Implemented Findings -4 0 

Balance as of 02/29/2024 10 15 

 
Included in this memo are the following attachments for the Audit Committee to review: 

o Attachment A – Presentation of outstanding audit recommendations and long-term 
strategic recommendations for the period from November 16, 2023 through February 29, 
2024. 

o Attachment B – Details of outstanding audit recommendations as of February 29, 2024. 
o Attachment C – Details of outstanding long-term strategic recommendations as of  

February 29, 2024. 
 

Staff from the respective divisions will be present at the March 2024 Audit Committee meeting 
to address any questions. 
 
Noted and Reviewed: 
 
____________________ 
Richard P. Bendall  
Chief Audit Executive 
 
NKA 



Los Angeles County Employees Retirement Association

Recommendation Follow-Up 
Progress 
(As Of February 29, 2024)

ATTACHMENT A

Presented by:

 Nathan K. Amick, Senior Internal Auditor



Los Angeles County Employees Retirement Association

Status of Open Audit Recommendations

Internal Audit 2

Outstanding audit recommendations are classified based on the responsible party’s progress and assigned 

categories based on the fundamental intent of the recommendation. The reporting period is from November 16, 

2023 to February 29, 2024. Audit reports and recommendations released after February 29, 2024 will be included 

in the next quarterly reporting to the Audit Committee.

4

10

10

Implemented

On Track

Pending
Verification

Status of Outstanding Audit Recommendations 

as of February 29, 2024
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Status of Open Audit Recommendations

Internal Audit 3

Audit recommendations address operational risks and focus on improving internal controls. These 

recommendations are directed towards specific divisions within the organization. In some cases, 

implementation requires extensive coordination between multiple divisions. Table below illustrates the 

outstanding audit recommendations by divisions. 

Open Audit Recommendation By Divisions

Division Implemented On Track Pending Internal Audit's Verification

Administrative Services Division - 1 -

Disability Retirement Services Division 

(DRS) 1 1 -

Financial Accounting & Services Division 

(FASD) 1 5 -

Human Resources Division (HR) - 2 9

Information Security Office 2 1 1

Total 4 10 10



Los Angeles County Employees Retirement Association

Status of Open Strategic Recommendations

Internal Audit 4

Strategic recommendations cover the broader operating risks and control gaps that require attention from the 

Executive Office. Executive Office is addressing many of these recommendations through LACERA’s 

Strategic Plan FYE 2023-2028. Internal Audit last conducted its annual in-depth assessment of these 

recommendations in August 2023. 

* Internal Audit aligned these Strategic Recommendations against COSO’s Internal Control Framework as many of these recommendations relate to 

broad organizational level controls described in the Framework. COSO refers to the internal control framework developed by the Committee of 

Sponsoring Organizations of the Treadway Commission. 
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as of Febuary 29, 2024

Attachment B
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

  Responsible Division: Administrative Services Division

Audit of 

Contract 

Operations 

(Procurement 

of Services)

2019 Policy and 

2020 Manual 

are past review 

dates

Medium

Administrative Services 

Division Management 

should review and 

update the 2019 Policy 

for Purchasing Goods 

and Services and 2020 

Purchasing and Contract 

Administration Manual 

accordingly.

ON TRACK - 2nd 

Approved Extension. 

This recommendation will 

also, be incorporated into 

the Procurement of Goods 

Audit.

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Disability Retirement Division (DRS) 

Audit of 

Disability 

Retirement 

Business 

Process 

A mechanism to 

identify affiliated 

disability 

applicants does 

not exist.   

Medium

DRS Management 

should develop a formal 

control mechanism for 

identifying disability 

applicants affiliated with 

LACERA employees or 

the Board of Retirement.

ON TRACK - 2nd 

Approved Extension. 

DRS was advised by legal 

counsel to make no 

changes to the  

applications until LACERA 

Policy For Processing 

Disability Retirement 

Applications and Appeal 

Filed by Internal and 

Internal Related 

Applicants (approved by 

BOR in December 2023).

3/31/2024

Audit of 

Disability 

Retirement 

Business 

Process 

The current 

practices for 

processing 

affiliated 

disability 

applications are 

not documented 

in a formal 

policy.

Medium

DRS Management and 

LACERA’s Legal Office 

should update its Policy 

to include current 

practices for processing 

disability applicants 

affiliated with LACERA 

employees or the BOR. 

A formal documented 

Policy will help prevent 

staff from processing 

affiliated applications 

that require outsourcing 

to third-party 

investigators.

IMPLEMENTED - The 

policy was presented at 

the December 6, 2023 

Board of Retirement 

meeting. The updated 

policy is now reflected on 

LACERA.com.

-
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Financial and Accounting Services Division (FASD)

Audit of Wire 

Transfers - 

State Street 

(R/F from FYE 

2022)

Cash Manager 

authorize 

divisional 

representative 

lists are 

outdated. 

Low

FASD management 

should review and 

update the authorized 

divisional representative 

lists at least biennially. 

IMPLEMENTED -  FASD 

will maintain the accuracy 

of the divisional lists on an 

ongoing basis, whenever 

staffing changes occur. 

This will be included in our 

future periodic CAP tests 

of controls around wire 

transfers.

-

Audit of 

Corporate 

Credit Cards

1 - The 

Corporate 

Credit Card 

Policy has not 

been updated to 

reflect current 

practices.

Medium

1. FASD Management 

should update 

LACERA’s Corporate 

Credit Card Policy. The 

Policy should include the 

date of next review in 

accordance with 

LACERA’s 

requirements.

ON TRACK - 2nd 

Approved Extension. 

Delays in providing 

updates to the Policy due 

to immediate competing 

projects. The revised 

Policy will include updates 

to strengthen procedural 

tasks as noted.

6/30/2024

Audit of 

Corporate 

Credit Cards

1 - The 

Corporate 

Credit Card 

Policy has not 

been updated to 

reflect current 

practices.

Medium

2. FASD Management 

should provide training 

on the new policy and 

requirements to all 

cardholders and division 

secretaries.

ON TRACK - 1st 

Approved Extension. 

There are currently delays 

in providing updates to the 

Policy due to immediate 

competing projects. 

Training will be provided 

when updates to the policy 

are completed.

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Financial and Accounting Services Division (FASD)

Audit of 

Corporate 

Credit Cards

2 - Missing and 

untimely 

reporting of 

supporting 

documentation 

for credit card 

transactions.

High

4. FASD Management 

should provide training 

to staff once the Policy is 

revised to ensure that 

staff are aware of 

requirements and 

expectations for 

supporting 

documentation.

ON TRACK - 1st 

Approved Extension. 

There are currently delays 

in providing updates to the 

Policy due to immediate 

competing projects. 

Training will be provided 

when updates to the policy 

are completed.

6/30/2024

Audit of 

Corporate 

Credit Cards

3 - There is no 

formal process 

for the 

identification 

and subsequent 

de-activation of 

credit 

cardholders that 

have terminated 

employment or 

transferred to a 

new position.

High

5. FASD Management 

should ensure that the 

Policy and/or procedures 

incorporate controls to 

ensure the timely 

notification to FASD of 

changes in the 

employment status of a 

cardholder.

ON TRACK - 2nd 

Approved Extension. 

FASD now receives HR 

outgoing staff emails to 

deactivate accounts and 

destroy credit cards for 

outgoing staff. These new 

procedures  be updated in 

the Policy which is 

delayed. 

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Audit of 

Corporate 

Credit Cards

3 - There is no 

formal process 

for the 

identification 

and subsequent 

de-activation of 

credit 

cardholders that 

have terminated 

employment or 

transferred to a 

new position.

High

6. FASD Management 

should ensure that the 

Policy and/or procedures 

require FASD staff to 

deactivate the cards and 

associated access to the 

banking application.

ON TRACK - 2nd 

Approved Extension. 

FASD is also working on 

receiving notifications from 

HR for LACERA staff 

members that are 

transferred between 

divisions.

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Human Resources Division (HR)

Review of HR 

Recruiting & 

Hiring Process

#3: Lack 

Structure, 

Culture & 

Service Level 

Agreements

N/A

HR should perform a 

needs assessment to 

determine whether 

additional resources are 

needed by performing 

the following activities: i.) 

an evaluation of the 

competencies of the 

team; ii.) performing a 

skills and capabilities 

assessment; iii.) 

identifying areas of 

strengths and 

professional 

development needs; iv.) 

an analysis of the 

division’s tasks 

performed; and v.) the 

associated time 

requirements.                       

On Track - Approved 2nd 

Extension.           IA 

reviewed the SOW for the 

needs assessment with 

HR and AEO that will be 

distributed in April 2024 

after one additional new 

HR staff is onboarded.

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

LA County 

Rehired 

Retirees FYE 

2021

Spike in the 

number of 

Rehired 

Retirees 

Exceeding 960-

Hour Limit

High

1. We recommend 

LACERA’s CEO formally 

request the County CEO 

in conjunction with the 

County Director of 

Human Resources and 

Auditor-Controller to 

prepare a corrective 

action plan that 

consolidates and actively 

monitors the rehired 

retiree (960- hour limit) 

reporting requirements 

for all County 

departments.2. We 

recommend LACERA’s 

Executive Office, 

Systems, and Benefits 

work with the County’s 

CEO Office and Auditor-

Controller to establish an 

automated feed of 

rehired retirees’ hours as 

part of payroll data.3. 

We recommend 

LACERA’s Executive 

Office, Legal Office, and 

PENDING INTERNAL 

AUDIT VERIFICATION  -           

The FYE 2023 iteration of 

this audit was performed. 

Based on the 960 test 

work in that audit, we have 

determined the 

recommendation 

implemented.

6/30/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Human Resources Division (HR)

LA County 

Rehired 

Retirees FYE 

2021

Lack of 

adherence to 

PEPRA’s 

“limited 

duration” 

language

High

We recommend 

LACERA’s Executive 

Office and Legal Office 

work with the Board of 

Retirement to determine 

a more defined “bright-

line” definition of limited 

duration to ensure 

compliance with PEPRA 

and provide for recovery 

of benefits paid during 

periods worked in 

violation of PEPRA law.

On Track - 2ND 

Approved Extension.  

Chief Legal Council has 

not had time to advance 

discussions with The 

County and believes that 

the end of FYE 2024 is a 

more realistic 

implementation date.

6/30/2024

LACERA  

Rehired 

Retirees Audit

#1 - Lack of 

Ensuring 

Compliance in 

the 

Administration 

of The Rehired 

Retiree 

Program

High

LACERA’s Executive 

Office and HR should 

meet and confer around 

the expectations for 

compliance with the Post 

Employment Rehired 

Retiree Policy. HR 

should then revise their 

procedure accordingly.

PENDING INTERNAL 

AUDIT VERIFICATION  -          

In July of 2023, The BOR 

approved the updated 

Post Employment 

Retirement Policy, setting 

compliance standards for 

the program.

12/31/2023

LACERA  

Rehired 

Retirees Audit

#1 - Lack of 

Ensuring 

Compliance in 

the 

Administration 

of The Rehired 

Retiree 

Program

High

HR Management ensure 

960 Request Forms are 

completed and approved 

by the Executive Office, 

and all required 

documentation is 

obtained each fiscal year 

prior to the rehired 

retiree beginning work.

PENDING INTERNAL 

AUDIT VERIFICATION  -        

Reviewed all four RR, 

"Rrequest For 

Employment Of Retiree" 

forms for FYE 2024 

(through 1/15/2024) 

without exception.

12/31/2023
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

LACERA  

Rehired 

Retirees Audit

#1 - Lack of 

Ensuring 

Compliance in 

the 

Administration 

of The Rehired 

Retiree 

Program

High

HR Management to 

ensure that missing 

documentations 

identified in this audit are 

obtained for the rehired 

retirees that worked in 

FY 2020-2021. 

PENDING INTERNAL 

AUDIT VERIFICATION  -           

Where feasible HR 

management obtained the 

missing documentation. 

When not feasible HR 

management provided 

written justification as to 

why. 

11/27/2023
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Human Resources Division (HR)

LACERA  

Rehired 

Retirees Audit

#3 - Lack of 

Specific Limits 

in Defining 

Limited 

Duration 

High

LACERA Executive 

Management should 

develop an expedited 

plan to transition from 

the retiree to permanent 

staff and report that plan 

to the Board of 

Retirement.  

PENDING INTERNAL 

AUDIT VERIFICATION  -          

The  updated Post 

Employment Retirement 

Policy,  incudes  requiring 

a "description of the plan 

to complete the retiree’s 

work or 

transition it to a current 

staff member" when 

requesting approval for 

rehired retiree.

11/27/2023

Audit of 

LACERA 

Rehired 

Retirees for 

FYE June 30, 

2022

Continued Lack 

of Compliance 

in the 

Administration 

of The Rehired 

Retiree 

Program

High

4.HR Management 

monitor compliance with 

the new 2023 Policy to 

ensure that rehired 

retirees only work the 

period approved to work.

PENDING INTERNAL 

AUDIT VERIFICATION  -        

Tested current rehired 

retirees and verified  work 

hours were being captured 

in WorkSpace, and 

obtained sample copy of 

template for LACERA 

communication with retiree 

regarding limiting work 

hours to 960.

12/31/2023

Audit of 

LACERA 

Rehired 

Retirees for 

FYE June 30, 

2022

Continued Lack 

of Compliance 

in the 

Administration 

of The Rehired 

Retiree 

Program

High

5. HR Management 

ensure that rehired 

retirees are 

compensated at the rate 

of pay that 

is commensurate with 

what LACERA pays to 

staff performing 

comparable duties.

PENDING INTERNAL 

AUDIT VERIFICATION  -          

The FYE 2023 iteration of 

this audit was performed. 

Based on the 

compensation test work in 

that audit, we have 

determined the 

recommendation 

implemented.

12/31/2023
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Audit of 

LACERA 

Rehired 

Retirees for 

FYE June 30, 

2022

Continued Lack 

of Compliance 

in the 

Administration 

of The Rehired 

Retiree 

Program

High

6. For the overpayment 

identified, calculate the 

total amount overpaid 

and facilitate 

the collection of the 

overpayment.

PENDING INTERNAL 

AUDIT VERIFICATION  - 

Collection of 

overpayments has been 

set up through Benefits 

from the member’s 

monthly retirement 

payment.

12/31/2023

Audit of 

LACERA 

Rehired 

Retirees for 

FYE June 30, 

2022

Continued Lack 

of Specific 

Limits in 

defining “limited 

duration”

High

10.    In the case that 

supports the need to 

deviate from the policy, 

HR Management should 

ensure that, at a 

minimum, the 

justification is 

documented and 

approved by the CEO on 

the Request.

PENDING INTERNAL 

AUDIT VERIFICATION  -          

In June of 2023, The BOR 

approved the updated 

Post Employment 

Retirement Policy, setting 

compliance standards for 

the program.

12/31/2023
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Information Security

Board Vantage 

Security 

Settings

Expected 

application 

access control 

restrictions were 

not validated

High

LACERA’s Information 

Security Office should 

require and ensure that 

appropriate 

and available audit trails 

are built and/turned on, 

and periodically 

reviewed for all LACERA 

[OneMeeting]  

applications.

On Track - 2nd Approved 

Extension. The 

Information Security Office 

is finalizing its policy on 

audit trails as part of its 

WISP (written information 

security program). 

Subsequent to the policy 

being finalized, the Project 

Management Office will 

assess internal and 

external applications' audit 

logs for compliance with 

the policy.

6/30/2024

Board Vantage 

Security 

Settings

Support 

Application 

Audit Trails and 

Restrictions 

were Deficient

High

1. LACERA should 

ensure that audit logs 

from OneMeeting and 

BoardVantage includes 

key data to run reports 

based on user, 

document, and log-on 

activities. 

2. LACERA’s Executive 

Office should establish 

and conduct periodic 

reviews of audit log 

reports for user, 

document, and log-on 

activities. 

3. LACERA’s Executive 

Office should 

consistently monitor 

unauthorized access or 

inappropriate access to 

documents. 

[REVISED Nov '23]

IMPLEMENTED -   

Support applications no 

longer in use. 
-



Operational Recommendation Follow-Up Report

as of Febuary 29, 2024

Attachment B

13 of 14

Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Third-Party 

Data Security

Finding #1  

Inadequate 

communication 

regarding non-

compliance with 

vendor 

contracts

High

Administrative Services 

should build into its 

control process 

additional warnings to 

Contract Administrators, 

escalating non-

compliance to the 

Executive Office, and 

implementing 

consequences, like 

stopping payments for 

vendors with non-

compliance contracts.

PENDING INTERNAL 

AUDIT VERIFICATION  -            

Per contract management 

system administrator; 

current  CMS is sending 

notices to contract owners 

& administrators, 

additional staff have been 

hired to focus on contract 

issues as they arise. Also, 

user training has begun on 

the new ECLM contract 

system which includes 

additional compliance 

control warnings.

2/5/2024
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Project Name Finding Title
Risk 

Rating
Recommendation Status Update

Target Due 

Date

Responsible Division: Information Security

Third-Party 

Data Security

Finding #2 No 

formal 

procedures for 

review of 

vendor security 

reports

Low

InfoSec management 

should document its 

review when approving 

vendor security reports. 

The documentation 

should include a 

checklist of key areas 

reviewed and any 

additional research and 

communications needed 

to obtain adequate 

assurance about the 

vendor’s 

security posture.

IMPLEMENTED-            

Infosec has created 

necessary document 

review checklist.

-
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Project Name Finding Title Recommendation Status Update

COSO: Forecasting / Budgeting 

Forecasting / Budgeting 

Risk  & 

Controls 

Assessment - 

Retiree 

Healthcare 

OBS 4 - RHC’s 

administrative fee 

process is not 

formalized.

N/A - This was a strategic observation 

made by Internal Audit.

The Executive Team has 

already met with LA 

County's CEO and agreed 

on a process for tracking, 

monitoring, and reporting 

on RHC's administrative 

fee. The Executive Office 

needs to draft a Memo of 

Understanding (MOU) to 

formalize the process.

COSO: Internal & External Reporting 

Internal & External Reporting 

Organizational 

Governance 

Review 

OBS 7 - LACERA 

does not have a 

communication 

plan

LACERA should finalize the existing draft 

Communication Plan for the organization. In 

addition, guidelines for style and format of 

reporting should be developed to ensure 

consistency. Staff should be trained on the 

implemented Communication Plan and 

style and format guidelines.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 1st objective, 

"Superior Member 

Experience."

COSO: Organizational Tone 

Organizational Tone 

Quality 

Assurance 

Operations 

Review

Finding #1 - The 

QA Division’s 

independence is 

weakened when 

reporting to the 

same AEO over 

the operational 

areas in which they 

perform quality 

assurance audits. 

LACERA Executive Management should 

work with QA and the MOG Divisions to 

develop a plan and timeline for a) relocating 

training and metrics out of the QA Division 

to an operational division, and b) changing 

the reporting structure such that the QA 

Division reports independently to the 

Administrative AEO. 

The Executive Team and 

HR are working together to 

address this in the long-

term as this requires a 

significant amount of 

resource planning and 

strategizing within the 

organization.

Organizational Tone 

Organizational 

Governance 

Review 

OBS 5 - The 

LACERA CEO job 

description and the 

responsibilities of 

the Board 

Committees 

overlap/conflict

The BOR's Committee Charters and the 

Chief Executive Officer's (CEO) job 

description should be reviewed and 

updated to reflect the appropriate 

responsibilities of

each. The Charters should include 

oversight responsibilities while the CEO job 

description should include responsibilities 

for carrying out the Board directives and 

management of

the organization.

The Executive Team and 

Board Leadership are 

actively working to address 

this recommendation both 

through the Strategic Plan.
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Organizational Tone 

Organizational 

Governance 

Review 

OBS 6 - LACERA 

does not have a 

formal enterprise 

fraud prevention 

and detection 

program

LACERA should implement a formal fraud 

prevention and detection program that 

includes a policy separate from the Ethics 

Policy, consistent training for staff including 

how to report suspected fraud, and a 

process to incorporate what is learned from 

the fraud reporting into the organization's 

policies. 

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 4th Objective 

"Enterprise Risk 

Management and 

Compliance."

COSO: Performance Measures 

Performance Measures 

Quality 

Assurance 

Operations 

Review

Finding #6: QA 

management does 

not have an annual 

quality assurance 

audit plan and 

does not have 

metrics and KPIs 

for managing their 

staff’s work. 

QA management should develop an annual 

quality assurance audit plan and key 

performance indicators (KPIs) to allocate 

and monitor QA staff resources. 

To be evaluated as part of 

FY23-24 strategic planning

Performance Measures 

Organizational 

Governance 

Review 

OBS 8 - LACERA 

lacks defined Key 

Performance 

Indicators (KPI)

LACERA should develop and implement 

key performance indicators (KPI's) for any 

divisions that have not yet defined them. 

The KPI's should be quantifiable and be 

linked to the goals of the organization as 

established in the Strategic Plan (see Obs-

01). In addition, reporting mechanisms 

should be established for the reporting of 

the KPI's so that the data can be used to 

inform decision making.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 5th objective, 

"Fiscal Durability."

COSO: Risk Assessment 

Risk Assessment 

Organizational 

Governance 

Review 

OBS 9 - LACERA 

does not have a 

formal enterprise 

risk management 

and compliance 

program

LACERA should implement a formal 

enterprise risk management and 

compliance program for the organization 

that includes identification of risks and how 

to address those risks. The risk information 

should be used by the organization to make 

decisions. The program should also include 

an inventory of all program requirements 

and a plan to monitor compliance with 

those requirements. Reporting mechanisms 

should be implemented for risk 

management and compliance.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 4th Objective 

"Enterprise Risk 

Management and 

Compliance."

Page 2



Strategic Recommendation Follow-Up Report 

As of August 2023

ATTACHMENT C

3 of 4

COSO: Training and Development & Talent Management 

Training and Development & Talent Management 

Organizational 

Governance 

Review 

OBS 3 - LACERA 

has not 

implemented a 

professional 

development plan

LACERA executive leadership 

should engage in a facilitated analysis of 

employees across the organization and 

identify specific development needs of 

employee classifications and functional 

groups.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Training and Development & Talent Management 

Organizational 

Governance 

Review 

OBS 4 - LACERA 

does not have a 

succession plan

LACERA should implement a 

succession planning process to ensure that 

the organization can maintain a workforce 

that collectively possesses the 

core competencies and skills needed 

to accomplish its strategic objectives. 

Effective succession planning focuses on 

current and future needs and develops a 

pool of high potential personnel to meet the 

organization’s long-term mission.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Training and Development & Talent Management 

Review of HR 

Recruiting & 

Hiring Process

#1: Lack a 

Planned, Measured 

and Optimized 

Recruiting 

Approach

1.a. LACERA’s Executive Team should 

work with HR Management to develop an 

effective Workforce Plan and 

Implementation Strategies that clearly align 

with the organization’s current and future 

Strategic Plans related to recruitment 

efforts. 

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Training and Development & Talent Management 

Review of HR 

Recruiting & 

Hiring Process

#1: Lack a 

Planned, Measured 

and Optimized 

Recruiting 

Approach

Identify an individual or committee 

(governance structure) to oversee the 

alignment of the approved Workforce Plan 

and HR’s Implementation Strategies for 

recruiting.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Training and Development & Talent Management 

Review of HR 

Recruiting & 

Hiring Process

#1: Lack a 

Planned, Measured 

and Optimized 

Recruiting 

Approach

LACERA’s Workforce Plan should address 

succession planning as a key component. 

Each division should perform forecasting of 

future vacancies through retirement and 

attrition. Succession candidates should be 

identified in each division and professional 

development should occur to prepare these 

members for future roles.We recommend 

that LACERA identify a Workforce Planning 

Model such as that established by the 

California Department of Human Resources 

or an alternative model.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Page 3
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Training and Development & Talent Management 

Review of HR 

Recruiting & 

Hiring Process

#3: Lack Structure, 

Culture & Service 

Level Agreements

Based on the anecdotal evidence shared 

throughout this engagement it is apparent 

that LACERA’s workplace culture is being 

affected in negative ways through 

perceptions and experiences of individuals 

who are directly related to the recruiting 

efforts, primarily at the Division level. As 

such, LACERA should perform an 

assessment of their HR Division to evaluate 

the team‐member cohesiveness, related to 

employee satisfaction, level of 

engagement, perception of HR division 

management, and alignment with 

organizational strategy.

This recommendation will 

be considered as part of 

the work program for the 

Board of Retirement's 5-

Year Strategic Plan (FY 

2024-2029)'s 3rd Objective 

"Investing in People."

Training and Development & Talent Management 

Risk  & 

Controls 

Assessment - 

Retiree 

Healthcare 

OBS 2 - RHC is 

lacking succession 

planning between 

the management 

team and staff. 

RHC management 

has continued to 

rehire a retiree for 

over ten years

N/A - This was a strategic observation 

made by Internal Audit.

The OOC approved the 

LACERA Rehired Retiree 

policy which clarifies the 

associated requirements 

related to hiring rehired 

retirees, including ensuring 

a transition plan is 

established and followed. 

Page 4



 
 

FOR INFORMATION ONLY 
 
March 6, 2024 
 

 
TO: 2024 Audit Committee  

Nancy Durazo, BOR Trustee 
Vivian Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman Santos, BOI Trustee 
Keith Knox, Ex-Officio 

 

Audit Committee Consultant  

Larry Jensen 

FROM: Gabriel Tafoya  
 Senior Internal Auditor 

 
FOR: March 18, 2024, Audit Committee Meeting 

 
SUBJECT:  Recommendation Follow-Up for Sensitive Information Technology    Areas 

 
Internal Audit reports to the Audit Committee a summary of recently implemented and 
outstanding recommendations related to system and network security audits and assessments.  
This summary ensures the Committee remains informed about security measures and ongoing 
improvements. Our most recent addition is SOC 1 Type 2 Plante Moran audit FYE 2023, which 
is the first line in Table 1.   
 
Table 1 summarizes the status of recommendations related to eight sensitive information 
technology (IT) engagements and one category of recommendations in which we previously 
consolidated duplicated recommendations. Nine (9) recommendations were implemented 
during this reporting period, November 2023 through February 2024.  Table 2 summarizes the 
currently outstanding fourteen (14) recommendations by the different IT general controls areas. 
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SUMMARY OF OPEN RECOMMENDATIONS  

Table 1: Recommendations Status – By Audit Engagement 

Engagement Name      
Report Date  Total 

Recos 

Implemented 
During Prior 

Periods 

Implemented 
Nov 2023 – 
Feb 2024 

In 
Progress  
Mar 2024 Recommendation Status by 

Risk Level 

PM SOC FYE 2023    June 2023     

Medium 5 —   4   1 

          

PM SOC FYE 2022    June 2022     

Medium 5 4 1 — 

          

Moss Adams Pen and Social Engineering     April 2022  

High 3 2 1 — 

Medium 3 2 —   1 

Low  1 —  1 — 

          

PM SOC FYE2021     September 2021    

Medium 5 4 1 — 

          

PM SOC Readiness Assessment     February 2020 

Medium 10 9 — 1 

          

Clear Skies Penetration Test and VeraCode Report     March 2020 

High 1 1 — — 

Medium 25 21 — 4 

Low 17 12 — 5 

          

Tevora 2019 Penetration Test     June 2019 

Low 5 4 1 — 

          

Tevora 2018 Security Risk Assessment     July 2018 

Medium 3 3 — — 

Low 6 5 — 1 

          

Consolidated Recos January 2021 

High 2 2 — — 

Medium 2 1 — 1 

          

Totals 93 70 9 14 
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For the reporting period ended February 2024, the following nine (9) recommendations have 
been implemented: 
 

• The Human Resources Division and the Information Security Office (ISO) have 
addressed two recommendations from the PM SOC FYE 2023 audit. They implemented 
enhanced controls that address 1) the completion of security awareness training within 
30 days of hire, and 2) acknowledgment of the security policies within 30 days of hire.     
 

• The Systems Division (Systems) has addressed two recommendations from the PM SOC 
FYE 2023 audit. It provided training to its administrators on how to monitor and properly 
document the monitoring of various backup and security tools.  

 

• Systems has addressed one recommendation from the PM SOC FYE 2021 audit. They 
implemented enhanced controls around keycard access.   

 

• Systems has addressed one recommendation from the PM SOC FYE 2021 related to its 
servers.  

 

• The Administrative Services Division and Systems have addressed the last high-risk 
recommendation from the Moss Adams’ Penetration and Social Engineering audit. They 
updated physical security standards and training requirements for employees as well as 
notified staff of the various vectors and tactics that can be used by malicious persons that 
try to gain physical access to LACERA property, through both email (Security Safety 
Reminders) and Brown Bag meetings.   

 

• Systems has updated its script library to address the one recommendation from the Moss 
Adams Penetration and Social Engineering Audit.   

 

• Systems has addressed one recommendation from the Tevora 2019 Penetration Test. It 
updated all network devices authentication protocols.  

  
For recommendations which are listed as In Progress, the Systems Division, and Information 
Security provided a summary of work to be performed and a timeline for completion.  
 
 
RECOMMENDATIONS CATEGORIZED 
IT General Controls (ITGC) are the basic controls that can be applied to IT systems such as 
applications, operating systems, databases, and supporting IT infrastructure. The general 
objective for ITGC is to ensure the integrity of the data and processes that systems support.  
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To provide additional insight into these sensitive recommendations, we categorized the 
recommendations from sensitive IT engagements into the following ITGC areas: 
 

ITGC Description of 
control 

Data Backup and 
Recovery 

Controls provide reasonable assurance that data and systems are 

backed up successfully, completely, stored offsite, and validated 

periodically. 

Environmental 
Controls provide reasonable assurance that systems equipment and 

data is adequately protected from environmental factors. 

Information Security 

Controls provide reasonable assurance that policies and procedures 

are in place to ensure effective communication of information 

security practices. 

Logical Access 
Controls provide reasonable assurance that logical access to 

applications and data is limited to authorized individuals. 

Physical Security 
Controls provide reasonable assurance that physical access to 

systems equipment and data is restricted to authorized personnel. 

System 

Development & 

Change 

Management 

Controls provide reasonable assurance that changes to or 

development of applications is authorized, tested, and approved. 

Controls also, provide reasonable assurance that segregation of 

duties exist. 

System 

Monitoring & 

Maintenance 

Controls provide reasonable assurance that systems are monitored 

for security issues, and that patches and antivirus definition file 

updates are applied in a timely manner. 

 

Table 2: Recommendations Status – By IT General Control Areas  

  
Total 

Recos 

Implemented 
During Prior 

Periods 

Implemented 
Nov 2023 – 
Feb 2024 

In Progress  
Mar 2024 

Data Back Up & Recovery  2 1 1 — 

Environmental  — — — — 

Information Security 18 8 2 8 

Logical Access 49 45 2 2 

Physical Security  3 — 2 1 

System Development & Change 
Management 

2 2 —  — 

System Monitoring & 
Maintenance 

19 14 2 3 

Total by Implementation 
Status 

93 70 9 14 
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Internal Audit will continue to update the Audit Committee on the status of recommendations at 
each Committee meeting.  
 

Staff will be available to address questions at the March 18, 2024, Audit Committee meeting, but 
please remember that due to the sensitive nature of these IT recommendations we cannot 
provide additional details.  
 
Noted and Reviewed: 
 
 
 _________________ 
Richard P. Bendall  
Chief Audit Executive 
 
 
 
GT 
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TO: 2024 Audit Committee  

Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

 
Audit Committee Consultant 

 Larry Jensen 

 

FROM:    Leisha E. Collins  
Principal Internal Auditor 
 

FOR:  March 18, 2024 Audit Committee Meeting  
 
SUBJECT:  Ethics Hotline Status Report  
 
BACKGROUND 
The purpose of this memorandum is to provide the Committee with information on ethics cases 
handled by LACERA. Since November 2019, LACERA has contracted with NAVEX Global’s 
EthicsPoint Hotline for ethics reporting and case management needs.  
 
There are no open cases and five cases have been closed since the December 2023 Committee 
meeting as reported in the table below:  
 

Case 
#  

Month 
Received 

Issue Case 
Assignment 

Status Month 
Closed 

Control Deficiencies 
Identified from Case 

14 June 2023 Conflict of Interest Legal/External 
Investigator 

Investigation 
complete 

Feb 
2024 

None 

15 June 2023 Inappropriate 
Supervisor 
Directive 

Legal/External 
Investigator 

Investigation 
complete 

Feb 
2024 

None 

16 June 2023 Policy 
Violation 

Legal/External 
Investigator 

Investigation 
complete 

Feb 
2024 

None 

18 September 
2023 

Confidentiality and 
Misappropriation 

Legal/External 
Investigator 

Investigation 
complete 

Feb 
2024 

None 

19 September 
2023 

Inappropriate 
Supervisor 
Directive 

Legal/External 
Investigator 

Investigation 
complete 

Feb 
2024 

None 
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Staff will continue to provide updates to the Committee on future reports. For the Committee’s 
information, Internal Audit is not currently investigating, nor has it received any new reports of 
wrongdoing and/or become aware of any matters of wrongdoing outside of the Ethics Hotline. 
Furthermore, we have not identified any matters of fraud in any of our recent or current audit 
and consulting work. 

Noted and Reviewed: 

 ____________________ 
Richard P. Bendall  
Chief Audit Executive 

RPB:lec 
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Nancy M. Durazo, BOR Trustee 
Vivian H. Gray, BOR Trustee 
Wayne Moore, BOR Trustee 
Jason E. Green, BOI Trustee 
Debbie Martin, BOI Trustee 
Herman B. Santos, BOI Trustee 
Keith Knox, Ex-Officio 

Audit Committee Consultant 
Larry Jensen 

FROM:  Richard P. Bendall  
Chief Audit Executive 

FOR:  March 18, 2024 Audit Committee Meeting 

SUBJECT:    Internal Audit Staffing Activity Report 

At the request of the Audit Committee, at each meeting, we provide this Staffing Activity Report, 
to keep the Committee abreast of audit resources impacting current work and future planning.   

Internal Audit has 11 budgeted positions, one Chief Internal Auditor, two Principal Internal 
Auditors, six Senior Internal Auditors, one Internal Auditor and one Senior Administrative 
Assistant.  

We currently have the following vacancies: 

• One Senior Internal Auditor position which was vacated in July 2020 when the employee
was transferred to the Systems Division.

• One Senior Internal Auditor position which was vacated in July 2023 when the employee
was transferred to the Investments Office.

• One Internal Auditor position which was vacated in October 2021 when the employee
was promoted to a Senior Internal Auditor.

Additionally, of the four current Seniors, one is on leave until the end of June 2024. 

We are pleased to inform the Committee that we are currently working with HR to begin the 
hiring process for the two vacant Senior positions and the vacant Internal Auditor position. In the 
interim, we have adjusted our Audit Plan for the year to address the current staff shortages.  

I look forward to addressing any questions you may have at your March meeting.

RPB:rb 



 
 

 
 
 
 
 
 
 
 
 

 
Documents not attached are exempt from 

disclosure under the California Public 
Records Act and other legal authority.   

 
 
 

For further information, contact: 
LACERA 

Attention:  Public Records Act Requests 
300 N. Lake Ave., Suite 620 

Pasadena, CA 91101 
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